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Assistant Professor of Computer Science
at the George Washington University

Jonathan Stanton

Jonathan Stanton is an Assistant Professor of Computer Science at the George Washington University in
Washington DC. Prof. Stanton received his M.S. and Ph.D degrees in Computer Science from Johns
Hopkins University in Baltimore, Maryland. He also holds an appointment as an adjunct assistant professor
in the Computer Science department of The Johns Hopkins University and is a co-founder of a small
privately held software company focused on building reliable distributed system. His research interests
include distributed systems, secure distributed messaging, network protocols, and middleware support for
clustered systems.

In the last few years we have experienced many reminders of the devastation
caused by natural and man-made disasters. Whether caused by an earthquake,
tsunami, terrorist attack, industrial accident, hurricane or typhoon a large
region or city core can be severely damaged or destroyed.

Among the many impacts that large scale disasters have on our business and
society, they also often cause severe disruption in software systems that are
located, at least partially, in the area. In order to avoid this disruption we need
reliable software systems that can cope with extended, substantial faults.
Providing those capabilities is harder than dealing with occasional
independent faults, or providing mechanisms for system maintenance without
downtime, but it can be done. We can build systems to resist malicious
attacks and massive failures.

While not all software systems can justify the costs required to keep operating
during a disaster, they can all justify including reliability and security as core
design principles. Modern society has become more and more reliant on
software for all aspects of life including communication, transport, and
business. Even absent a major failure, the constant small costs of computer
crashes, lost cell calls, database outages, slow websites add up to a substantial
economic cost and a personal cost in wasted time and frustration.

When we rely on computer systems we should know what their limits are. It
is not possible to make a system that cannot fail. Thus, we have to consider
failure in the design and be explicit about when and how they will fail.

In contrast, people are extremely adaptable. They will move to avoid danger.
They will rebuild organizations after disruption. They will bring additional
resources to where they are most needed. Our computer systems should be
designed to model that same adaptability within the constraints of computers
and networks.

We believe the best way to improve software reliability is to focus on key
software building blocks that come with strong security and reliability
guarantees "built-in". What does "built-in" security mean? It means the
software designers and programmers considered security and reliability from
the beginning of the project and integrated appropriate levels of each. For
software one designs and builds oneself, it may be easy to evaluate those

s not optional'

properties. However, when selecting third party software components for a
system it is often hard to judge the intrinsic quality of their security and
reliability properties. Here are some indirect indicators of quality that we use:
* Software has passed an independent security audit including code
inspection;
* Uses standards-based security protocols and frameworks;
* Explicitly documents failure modes and explains which ones the software
handles, and more importantly, which ones it does NOT handle;
* Provides verifiable claims for security and reliability properties.

Here at George Washington University we are attempting to build software
systems that solve real-world problems and meet our high standards of
reliability and security.

Since the fall 2000 national elections here in the United States many citizens
have been concerned about the trustworthiness of our public elections and
voting technology. This concern has led us to develop a prototype voting
system, called "Citizen Verified Voting" that leverages provable mathematics
and cryptography, real-world design constraints (such as write-in candidates
and many concurrent elections), and has well-defined fault-tolerance
properties that allow many types of combined faults, such as multiple voting
booths failures, corrupt election officials, or network problems to occur
without compromising the election results.

More in the realm of traditional software systems, we have also worked on a
messaging toolkit that goes beyond client-server or point-to-point connections
to create a reliable and well-defined concept of a message group that includes
many participants. These communication groups have well defined failure
semantics, can guarantee ordered delivery of messages, and make it easy to
work with many cooperating processes. The messaging toolkit provides a
building block that simplifies more complex tasks such as database
replication and consistent shared state in clusters.

Software and computer systems can be powerful enablers of individuals and
organizations. One of the key challenges in software today is how to establish
a higher standard for software reliability so that we can count on our systems
to work even when the environment is changing and resources are disrupted.
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