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2. Screening

2.1 Screening

30
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3. Screening

3.1 Screening
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3.2 Screening

—— No TCP flag SYN and FIN bits FINbutnoACK  —— Fragmented traffic Large ICMP packet
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No TCP flag

SYN and FIN bits

FIN but no ACK bit

Fragmented traffic

Large ICMP packet

#

1  No TCP flag 8

2 SYN and FIN bits 7

3 FIN but no ACK bit 3

4  Fragmented traffic 1

4  Large ICMP packet 1
20

3.3 Screening

. | . I I | I | |
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— zzz.abc-def.co.jp kam001.hitachi-sk.co.jp




3.Screening

0 2 4 6 8 10 12 14 16
zzz.abc-def.co.jp
kam001.hitachi-sk.co.jp
#
1  zzz.abc-def.co.jp 14
2  kamOOl.hitachi-sk.co.jp 6
20

3.4 Screening

15
10
5
0
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— www.hitachi-solutions.co.jp www.abcdef.com  —— www.xyz123.com
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www. hitachi-
solutions.co.jp

www.abcdef.com

WWw.Xyz123.com

# |

1 www.hitachi-solutions.co.jp 14

2 www.abcdef.com 4

3 www.xyz123._com 2
20

3.5 Screening

# |
1 No TCP flag zzz.abc-def.co.jp 5
kam001.hitachi-sk.co.jp 3
8
2  SYN and FIN bits zzz.abc-def.co.jp 5
kam001.hitachi-sk.co.jp 2
7
3 FIN but no ACK bit zzz.abc-def.co.jp 2
kam001.hitachi-sk.co.jp 1
3
4  Fragmented traffic zzz.abc-def.co.jp 1
4  Large ICMP packet zzz.abc-def.co.jp 1
20

3.6 Screening

# |
1  zzz.abc-def.co.jp No TCP flag 5
SYN and FIN bits 5
FIN but no ACK bit 2
Fragmented traffic 1
Large ICMP packet 1
14
2  kamOOl.hitachi-sk.co.jp No TCP flag 3
SYN and FIN bits 2
FIN but no ACK bit 1
6
20




3.Screening

3.7 Screening

#
1 No TCP flag www . hitachi-solutions.co.jp 5
www . Xyz123. com 2
www . abcdef . com 1
8
2  SYN and FIN bits www . hitachi-solutions.co.jp 5
www . abcdef . com 2
7
3 FIN but no ACK bit www . hitachi-solutions.co.jp 2
www . abcdef . com 1
3
4  Fragmented traffic www . hitachi-solutions.co.jp 1
4  Large ICMP packet www . hitachi-solutions.co. jp 1
20

3.8 Screening

#
1 www.hitachi-solutions.co.jp No TCP flag 5
SYN and FIN bits 5
FIN but no ACK bit 2
Fragmented traffic 1
Large ICMP packet 1
14
2 www.abcdef.com SYN and FIN bits 2
FIN but no ACK bit 1
No TCP flag 1
4
3 www.Xxyz123._com No TCP flag 2
20
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4. Screening

4.1 Screening
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4.2 Screening

[ | [
1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— No TCP flag SYN and FIN bits FINbutno ACK  —— Fragmented traffic Large ICMP packet
bit




4 _.Screening

No TCP flag

SYN and FIN bits

FIN but no ACK bit

Fragmented traffic

Large ICMP packet

# |

1  No TCP flag 5

1  SYN and FIN bits 5

3 FIN but no ACK bit 2

4  Fragmented traffic 1

4  Large ICMP packet 1
14

4.3 Screening

15

10

0 | (i

—— zzz.abc-def.co.jp
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zzz.abc-def.co.jp

#
1  zzz.abc-def.co.jp 14
14

4.4 Screening

—— www.hitachi-solutions.co.jp

10



4.Screening

www. hitachi-
solutions.co.jp

#
1 www.hitachi-solutions.co.jp 14
14
4.5 Screening
#
1 No TCP flag zzz.abc-def.co.jp 5
1 SYN and FIN bits zzz.abc-def.co.jp 5
3 FIN but no ACK bit zzz.abc-def.co.jp 2
4  Fragmented traffic zzz.abc-def.co.jp 1
4  Large ICMP packet zzz.abc-def.co.jp 1
14
4.6 Screening
#
1  zzz._abc-def.co.jp No TCP flag 5
SYN and FIN bits 5
FIN but no ACK bit 2
Fragmented traffic 1
Large ICMP packet 1
14
14
4.7 Screening
#
1  No TCP flag www. hitachi-solutions.co.jp 5
1 SYN and FIN bits www. hitachi-solutions.co.jp 5
3 FIN but no ACK bit www. hitachi-solutions.co.jp 2
4  Fragmented traffic www. hitachi-solutions.co.jp 1
4  Large ICMP packet www. hitachi-solutions.co.jp 1
14

11
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4.8 Screening

# | |
1 www.hitachi-solutions.co.jp No TCP flag 5
SYN and FIN bits 5
FIN but no ACK bit 2
Fragmented traffic 1
Large ICMP packet 1
14
14

12
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5. Screening

5.1 Screening

rro.,. /i r- -« rorgqr’}qero v’ cceeeYO ™ ™ ™OIP™ ®OP ™M@ O™ YT YT T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

5.2 Screening

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— No TCP flag SYN and FIN bits FIN but no ACK
bit

13



5.Screening

No TCP flag

SYN and FIN bits

FIN but no ACK bit

No TCP flag
SYN and FIN bits
FIN but no ACK bit

W N - H

5.3 Screening

OO RN W

8
6
4
2
=Tl I T i T T riT T riT i r T rrrrrrr
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— kamO001.hitachi-sk.co.jp
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0 2 4 6
kam“lhmkm&
#

1  kam0Ol.hitachi-sk.co.jp 6

8

5.4 Screening

6
4
2
0 | | | | | | | | | | | |

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— www.abcdef.com WWw.Xyz123.com




5.Screening

www.abcdef.com

WWw.Xyz123.com

#

1  www.abcdef.com 4

2 www.Xxyz123.com 2
6

5.5 Screening

# |
1 No TCP flag kam001.hitachi-sk.co.jp 3
2  SYN and FIN bits kam001.hitachi-sk.co.jp 2
3 FIN but no ACK bit kam001.hitachi-sk.co.jp 1
6
5.6 Screening
# |
1 kam0Ol.hitachi-sk.co.jp No TCP flag 3
SYN and FIN bits 2
FIN but no ACK bit 1
6
6
5.7 Screening
# |
1 No TCP flag www . xyz123. com 2
www . abcdef.com 1
3
2 SYN and FIN bits www . abcdef.com 2
3 FIN but no ACK bit www . abcdef.com 1
6
5.8 Screening
# | |
1 www.abcdef.com SYN and FIN bits 2
FIN but no ACK bit 1

16
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|
No TCP flag

2 www.xyz123._com No TCP flag

ON D

17



6.Deep Inspection
-

6. Deep Inspection

6.1 Deep Inspection

15

10

1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
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7. Deep Inspection

7.1 Deep Inspection

15
10
5
|
Ty CrYXYTXY°CYCYYT”"—_T Y™™’ T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

7.2 Deep Inspection

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— SMTP:EXT:DOT-MDB SMTP:EXT:DOT-WMF  —— VIRUS:POP3:NIMDA

19



7_Deep Inspection

SMTP:EXT:DOT-MDB

SMTP:EXT:DOT-WMF

VIRUS:POP3:NIMDA

#

1 SMTP:EXT :DOT-MDB 7

2 SMTP - EXT :DOT-WMF 5

3 VIRUS:POP3:NIMDA 2
14

7.3 Deep Inspection

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— smtp.hitachi-sk.co.jp zzz.abc-def.co.jp = z777.zzz777.com

20
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smtp.hitachi-sk.co.jp

zzz.abc-def.co.jp

z777.2zz777.com

#

1  smtp.hitachi-sk.co.jp 7

2  zzz.abc-def.co.jp 5

3 | Z777.zzz777.com 2
14

7.4 Deep Inspection

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— smtp.hitachi-solutions.co.jp SMEP.XXXXXXX.CO.Jp = Smtp.yyyyyyy.co.jp

21
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smtp.hitachi-
solutions.co.jp

SMEP.XXXXXXX.CO.jp

SMtp.yyyyyyy.co.jp

W N - H

7.5

smtp.hitachi-solutions.co.jp
SMEP . XXXXXXX.CO- Jp

Smtp.yyyyyyy-co. jp

Deep Inspection

o~

14

SMTP:EXT:DOT-MDB

SMTP :EXT :DOT-WMF

VIRUS:POP3:NIMDA

Deep Inspection

smtp.hitachi-sk.co.jp

zzz.abc-def.co. jp
Z777.zzz777.com

zzz.abc-def.co. jp
Z777.zzz777.com

smtp.hitachi-sk.co.jp

smtp.hitachi-sk.co.jp

NP R WNREND

[EEN
SN

smtp.hitachi-sk.co.jp

zzz.abc-def.co.jp

Z777.zzz777.com

SMTP:EXT:DOT-MDB
VIRUS:POP3:NIMDA
SMTP :EXT:DOT-WMF

SMTP :EXT:DOT-WMF
SMTP:EXT:DOT-MDB

SMTP:EXT:DOT-MDB
SMTP :EXT:DOT-WMF

NEFPRFPRPONWNPREPEDNDS

[EEN
SN

22
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7.7 Deep Inspection

# | |
1 SMTP:EXT:DOT-MDB SMEP . XXXXXXX.CO- Jp 4
smtp.hitachi-solutions.co.jp 3
7
2 SMTP:EXT:DOT-WMF smtp.hitachi-solutions.co.jp 4
Smtp.yyyyyyy-co.jp 1
5
3 VIRUS:POP3:NIMDA SMEP . XXXXXXX.CO- Jp 2
14
7.8 Deep Inspection
# |
1  smtp.hitachi-solutions.co.jp SMTP : EXT :DOT-WMF 4
SMTP:EXT:DOT-MDB 3
7
2 SMEp.XXXXXXX.CO-Jp SMTP:EXT:DOT-MDB 4
VIRUS:POP3:NIMDA 2
6
3 | smtp.yyyyyyy.co.jp SMTP : EXT :DOT-WMF 1
14

23
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8. Deep Inspection

8.1 Deep Inspection

rro.,. /I rXr «rqr’e ;r’ e ieiellelY Y e YT YT YT Y T T M T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

8.2 Deep Inspection

| I | | 1 | | I
10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

- —
[N
w
~
vl
o
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oo
© —

—— SMTP:EXT:DOT-WMF SMTP:EXT:DOT-MDB
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0 1 2 3 4

5

SMTP:EXT:DOT-WMF

SMTP:EXT:DOT-MDB

#

1 SMTP - EXT :DOT-WMF 4

2 SMTP:EXT :DOT-MDB 3
7

8.3 Deep Inspection

6
4
2
0 | | | | | | | | | | | |

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— zzz.abc-def.co.jp z777.2zz777.com
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zzz.abc-def.co.jp

Z777.2zz777.com

#
1  zzz.abc-def.co.jp
2 z777.zzz777.com

8.4 Deep Inspection

—— smtp.hitachi-solutions.co.jp

26
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smtp.hitachi-
solutions.co.jp

#
1  smtp.hitachi-solutions.co.jp 7
7
8.5 Deep Inspection
# |
1 SMTP:EXT:DOT-WMF zzz.abc-def.co.jp 3
Z777.2zz777.com 1
4
2 SMTP:EXT:DOT-MDB zzz.abc-def.co.jp 2
Z777.2zz777.com 1
3
7
8.6 Deep Inspection
# |
1 zzz.abc-def.co.jp SMTP : EXT :DOT-WMF 3
SMTP:EXT:DOT-MDB 2
5
2 Z777.2zzZ777.com SMTP:EXT:DOT-MDB 1
SMTP:EXT:DOT-WMF 1
2
7
8.7 Deep Inspection
# |
1  SMTP:EXT:DOT-WMF smtp.hitachi-solutions.co.jp 4
2  SMTP:EXT:DOT-MDB smtp.hitachi-solutions.co.jp 3
7

27
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8.8 Deep Inspection

# |
1  smtp.hitachi-solutions.co.jp SMTP - EXT:DOT-WMF
SMTP:EXT:DOT-MDB

~N N w A

28



9_Deep Inspection
|

9. Deep Inspection

9.1 Deep Inspection

rro.,. /I rXr «rqr’e ;r’ e ieiellelY Y e YT YT YT Y T T M T T T T T T
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

9.2 Deep Inspection

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— SMTP:EXT:DOT-MDB VIRUS:POP3:NIMDA  —— SMTP:EXT:DOT-WMF
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SMTP:EXT:DOT-MDB

VIRUS:POP3:NIMDA

SMTP:EXT:DOT-WMF

/////

#
1
2
3

9.3

SMTP:EXT:DOT-MDB
VIRUS:POP3:NIMDA
SMTP :EXT :DOT-WMF

Deep Inspection

~N kN A

—— smtp.hitachi-sk.co.jp

30
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smtp.hitachi-sk.co.jp

#
1  smtp.hitachi-sk.co.jp 7

9.4 Deep Inspection

8
6
4
2
0= | | |
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— SMP.XXXXXXX.CO.jp smtp.yyyyyyy.co.jp
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SMEP.XXXXXXX.CO.jp

Smtp.yyyyyyy.co.jp

#
1 smEp.XXXXXXX-CO.jp 6
2 smtp.yyyyyyy.co.jp 1
7
9.5 Deep Inspection
# |
1  SMTP:EXT:DOT-MDB smtp.hitachi-sk.co.jp 4
2 VIRUS:POP3:NIMDA smtp.hitachi-sk.co.jp 2
3 | SMTP:EXT:DOT-WMF smtp.hitachi-sk.co.jp 1
7
9.6 Deep Inspection
# |
1  smtp.hitachi-sk.co.jp SMTP:EXT:DOT-MDB 4
VIRUS:POP3:NIMDA 2
SMTP:EXT:DOT-WMF 1
7
7
9.7 Deep Inspection
# |
1  SMTP:EXT:DOT-MDB SMEP . XXXXXXX.CO. Jp 4
2 VIRUS:POP3:NIMDA SMEP . XXXXXXX.CO. Jp 2
3 | SMTP:EXT:DOT-WMF smtp.yyyyyyy.co.jp 1
7

32
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9.8 Deep Inspection

# |
1 smtp.XXXXXXX.CO.jp SMTP:EXT:DOT-MDB 4
VIRUS:POP3:NIMDA 2
6
2 smtp.yyyyyyy.co.jp SMTP - EXT:DOT-WMF 1
7
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10.1

15

1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
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11.

11.1

15

10
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N —
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g
o1 —
o —

[
7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

?

11.2

—— EICAR-Test-File
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EICAR-Test-File

#
1 EICAR-Test-File 12
12

11.3

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— z777.222777.com smtp.hitachi-sk.co.jp —— abc.xxxxxx.com —— zzz.abc-def.co.jp
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11.

Z777.2zz777.com

smtp.hitachi-sk.co.jp

abc.xxxxxx.com

zzz.abc-def.co.jp

# |
1 z777.zzz777.com 4
1  smtp.hitachi-sk.co.jp 4
3 abc.xxxxxx.com 3
4 | zzz.abc-def.co.jp 1
12
11.4

10

A
,T‘T‘*“\‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T“ﬁiﬂ

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— smtp.hitachi-solutions.co.jp SMEP.XXXXXXX.CO.Jp = Smtp.zzzzzzz.co.jp
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0 4 6 10
smtp.hitachi-
solutions.co.jp
SMEP.XXXXXXX.CO.jp
smtp.zzzzzzz.co.jp
#
1  smtp.hitachi-solutions.co.jp 8
2 SmEp.XXXXXXX.CO-Jp 3
3 | smtp.zzzzzzz.co.jp 1
12
11.5
# |
1  EICAR-Test-File Z777.22z777.com 4
smtp.hitachi-sk.co.jp 4
abc . XXXXXX .com 3
zzz.abc-def.co.jp 1
12
12
11.6
# |
1 z777.zzz777.com EICAR-Test-File 4
1  smtp.hitachi-sk.co.jp EICAR-Test-File 4
3 abc.xxxxxx.com EICAR-Test-File 3
4 | zzz.abc-def.co.jp EICAR-Test-File 1
12
11.7
# |
1  EICAR-Test-File smtp.hitachi-solutions.co.jp 8
SMEP . XXXXXXX.CO- Jp 3
smtp.zzzzzzz.co.jp 1
12
12
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11.
___________________________________________________________________________________________________________________________|

1  smtp.hitachi-solutions.co.jp EICAR-Test-File 8
2 SmEp.XXXXXXX.CO.-Jp EICAR-Test-File 3
3 | smtp.zzzzzzz.co.jp EICAR-Test-File 1

12

39



12.

12.

12.1

10
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12.2

—— EICAR-Test-File
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EICAR-Test-File

#
1 EICAR-Test-File 8
8

12.3

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— z777.22z777.com abc.xxxxxx.com —— zzz.abc-def.co.jp
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z777.2zz777.com

abc.xxxxxx.com

zzz.abc-def.co.jp

Z777.zzz777.com
abc . XXXXXX .com
zzz.abc-def.co.jp

W N - H

O~ Wb

—— smtp.hitachi-solutions.co.jp
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smtp.hitachi-
solutions.co.jp

10

#
1  smtp.hitachi-solutions.co.jp 8
8
12.5
# |
1  EICAR-Test-File Z777.22z777.com 4
abc . XXXXXX .com 3
zzz.abc-def.co.jp 1
8
8
12.6
# |
1 z777.zzz777.com EICAR-Test-File 4
2 abc.xxxxxx.com EICAR-Test-File 3
3  zzz.abc-def.co.jp EICAR-Test-File 1
8
12.7
# |
1  EICAR-Test-File smtp.hitachi-solutions.co.jp 8
8
12.8
# |
1  smtp.hitachi-solutions.co.jp EICAR-Test-File 8
8

43




13.

rr ., - rrrrrrr7’mmmemmm T T T T T
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13.2

—— EICAR-Test-File
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EICAR-Test-File

1 EICAR-Test-File

—— smtp.hitachi-sk.co.jp
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smtp.hitachi-sk.co.jp

#

1  smtp.hitachi-sk.co.jp

13.4
4
3
2
1
0= | | | | | | | | | | |
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— SMP.XXXXXXX.CO.jp smtp.zzzzzzz.co.jp
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SMEP.XXXXXXX.CO.jp

smtp.zzzzzzz.co.jp

#
1 smEp.XXXXXXX-CO.jp 3
2  smtp.zzzzzzz.co.jp 1
4
13.5
# |
1  EICAR-Test-File smtp.hitachi-sk.co.jp 4
4
13.6
# |
1  smtp.hitachi-sk.co.jp EICAR-Test-File 4
4
13.7
# |
1  EICAR-Test-File SMEP . XXXXXXX.CO. Jp 3
smtp.zzzzzzz.co.jp 1
4
4
13.8
# |
1 smtp.XXXXXXX.CO.jp EICAR-Test-File 3
2  smtp.zzzzzzz.co.jp EICAR-Test-File 1
4
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7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

[
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14.2

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—=— abC.XXXXXX.com z777.zzz777.com  —— zzz.abc-def.co.jp
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abc.XxXxxxx.com

z777.2zz777.com

zzz.abc-def.co.jp

#

1 abc . XXXXXX .com 3

2 Z777.2zZ777.com 2

3 | zzz.abc-def.co.jp 1
6

14.3

1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— bbb222@xxxxxx.com

XXX_XXX@2zzz777.com —— zzz111@abc-def.co.jp
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bbb222@xxxxxx.com

XXX_XXX@zzz777.com

zzz111@abc-def.co.jp

#

1 bbb222@xxxxxx .com 3

2 XXX_XXX@zzz777.com 2

3 | zzzlll@abc-def.co.jp 1
6

14.4

#

1 abc.Xxxxxx.com bbb222@xxxxxX .com 3

2  Z7T7.zzz777.com XXX_XXX@zzz777.com 2

3  zzz.abc-def.co.jp zzz111@abc-def.co.jp 1
6

50




15.URL

15. URL
15.1 Web
20
15
10
5
o—Fr7TrJiriqtqtTrrrr7rrrFr¢rrrrY’rYYYYYYTYTYT
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
15.2 Web

—— kam001.hitachi-sk.co.jp

I 1 I | L | I |
7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

kam002.hitachi-sk.co.jp
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kam0O01.hitachi-sk.co.jp

kam002.hitachi-sk.co.jp

#
1 kam0Ol.hitachi-sk.co.jp 10
2  kam002.hitachi-sk.co.jp 6
16
15.3 Web URL FQDN

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— www.abc-travel.co.jp www.abc-beer.com  —— www.xyz-tourist.co.jp = www.xxx-airlines.com
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15.URL

www.abc-travel.co.jp

www.abc-beer.com

URL

WWW.XYz-tourist.co.jp

WWw.Xxx-airlines.com

URL

#

1 www.abc-travel.co.jp
2  www.abc-beer.com

2 www.xyz-tourist.co.jp
4 www.xxx-airlines.com

15.4 Web

N BMO

16

15

10

. | .
1 2 3 45 6 7 8 9

I | I
10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— Travel
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Travel

Alcohol

#
1  Travel 12
2 Alcohol 4
16
15.5 Web
#
1 Travel kam001.hitachi-sk.co.jp 10
kam002.hitachi-sk.co.jp 2
12
2  Alcohol kam002.hitachi-sk.co.jp 4
16
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16.

16.

16.1

60

1 2 3 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

51
33
18
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17.

17.

17.1

60

40

20

—rrrrrrrrrrrrrrrrrrrr-r-rrri
7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

= —
N —
w —
g
o1 —
o —

?

17.2

40

20

,VT.Tlfh“‘T‘TAT“T‘T‘TA‘TAT‘TAT‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘T‘tv»

1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— zzz.abc-def.co.jp kam003.hitachi-sk.co.jp  —— abc.xxxxxx.com
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10 15 20 25 30
zzz.abc-def.co.jp
kam003.hitachi-sk.co.jp
abc.xxxxxx.com
#
1  zzz.abc-def.co.jp 29
2  kam003.hitachi-sk.co.jp 18
3 | abc.xxxxxx.com 4
51
17.3
#
1  zzz.abc-def.co.jp smtp.hitachi-solutions.co.jp 9
dns.hitachi-solutions.co.jp 9
www . hitachi-solutions.co. jp 7
ftp.hitachi-solutions.co.jp 4
29
2  kam003.hitachi-sk.co.jp WWW.SSS777.C0.jp 9
smtp.yyyyyyy.co.jp 4
Www.zzzzzzz555.¢c0. jp 4
smtp.zzzzzzz.co.jp 1
18
3 abc.xxxxxx.com dns.hitachi-solutions.co.jp 2
smtp.hitachi-solutions.co.jp 1
www . hitachi-solutions.co.jp 1
4
51
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17.

17.4

15

10

5

O 1 1 T 1 1
1 23 45 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— dns.hitachi-solutions.co.jp —— WWW.SSS777.co.jp —— www.hitachi-solutions.co.jp smtp.yyyyyyy.co.jp

smtp.hitachi-solutions.co.jp

dns.hitachi-solutions.co.jp
smtp.hitachi-solutions.co.jp
WWW.SSS777.C0.jp

www. hitachi-solutions.co.jp
SMtp.yyyyyyy.co.jp
WWW.zzzzzz2555.c0.jp
ftp.hitachi-solutions.co.jp

smtp.zzzzzzz.co.jp

— — — —~

#
1  dns.hitachi-solutions.co.jp 11
2  smtp.hitachi-solutions.co.jp 10
3 www.SSs777.co.jp 9
4  www.hitachi-solutions.co.jp 8
5  smtp.yyyyyyy.co.jp 4
5  www.zzzzzzz555.C0.jp 4
5  ftp.hitachi-solutions.co.jp 4
8 | smtp.zzzzzzz.co.jp 1
51

17.5

4 | |

1  dns.hitachi-solutions.co.jp zzz.abc-def.co.jp 9
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17.
___________________________________________________________________________________________________________________________|

abc . XXXXXX . com 2

11

2  smtp.hitachi-solutions.co.jp zzz.abc-def.co.jp 9
abc . XXXXXX . com 1

10

3 | Www.SSS777.co.jp kam003.hitachi-sk.co.jp 9
4  www.hitachi-solutions.co.jp zzz.abc-def.co.jp 7
abc . XXXXXX . com 1

8

5  smtp.yyyyyyy.co.jp kam003.hitachi-sk.co.jp 4
5  www.zzzzzzz555.C0.jp kam003.hitachi-sk.co.jp 4
5  ftp.hitachi-solutions.co.jp zzz.abc-def.co.jp 4
8 | smtp.zzzzzzz.co.jp kam003.hitachi-sk.co.jp 1
51
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18.

18.
18.1
40
20
Ty ; ' CTrYrY°CYCYYTT T T T _ N T ™ TT™™T™M™™™T™T™T™T™T™T™T™ ™™™ T
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
18.2
40
20
0 1 1 | 1 | 1 | 1 | -
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— zzz.abc-def.co.jp abc.Xxxxxx.com
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10 15 20 25 30
zzz.abc-def.co.jp
abe.XXXXxx.com
#
1  zzz.abc-def.co.jp 29
2 abc.xxxxxx.com 4
33
18.3
#
1  zzz.abc-def.co.jp smtp.hitachi-solutions.co.jp 9
dns.hitachi-solutions.co.jp 9
www . hitachi-solutions.co. jp 7
ftp.hitachi-solutions.co.jp 4
29
2 abc.xxxxxx.com dns.hitachi-solutions.co.jp 2
smtp.hitachi-solutions.co.jp 1
www . hitachi-solutions.co.jp 1
4
33
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18.

18.4
15
10
5
gt L b of b b o b b b b b b b b b b b b b b b b b o4&
O —lP W =
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— dns.hitachi-solutions.co.jp smtp.hitachi-solutions.co.jp  —— www.hitachi-solutions.co.jp —— ftp.hitachi-solutions.co.jp

dns.hitachi-solutions.co.jp

smtp.hitachi-solutions.co.jp

www. hitachi-solutions.co.jp

ftp.hitachi-solutions.co.jp

# |
1  dns.hitachi-solutions.co.jp 11
2  smtp.hitachi-solutions.co.jp 10
3 www.hitachi-solutions.co.jp 8
4 | ftp.hitachi-solutions.co.jp 4
33
18.5
# |
1  dns.hitachi-solutions.co.jp zzz.abc-def.co.jp 9
abc . XXXXXX.com 2
11
2  smtp.hitachi-solutions.co.jp zzz.abc-def.co.jp 9
abc . XXXXXX.com 1
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18.

10

3 www.hitachi-solutions.co.jp zzz.abc-def.co.jp 7
abc . XXXXXX . com 1

8

4 | ftp.hitachi-solutions.co.jp zzz.abc-def.co.jp 4
33
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19.

19.

19.1

20

10

rr-r,, o, r-r-or rrrrrrrr T T™ O™ ™M"Y TTTI
7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

= —
N —
w —
g
o1 —
o —

19.2

—— kam003.hitachi-sk.co.jp
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kam003.hitachi-sk.co.jp

#
1  kam003.hitachi-sk.co.jp 18
18
19.3
# |
1  kam0O03.hitachi-sk.co.jp WWW.SSS777.C0.jp 9
smtp.yyyyyyy.co.jp 4
Www.zzzzzzz555.co. jp 4
smtp.zzzzzzz.co.jp 1
18
18
19.4

1 2 3 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— WWW.SSS777.C0.Jp smtp.yyyyyyy.co.jp —— www.zzzzzzz555.co.jp —— smtp.zzzzzzz.co.jp
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WWW.SSS777.C0.Jp

SMtp.yyyyyyy.co.jp

WWWw.zz22777555.0.jp

smtp.zzzzzzz.co.jp

10

WWw.SSS777.c0.Jp
sMtp. yyyyyyy.co.-jp
www.zzzzzzz555.c0. Jp
smtp.zzzzzzz.co.jp

2NN P H

19.5

o b~ BMoO

Www.SSS777.co. jp
SIMEP. yyyyyyy-co. jp
WWw.zzzzzz7555.c0. jp
smtp.zzzzzzz.co.jp

A NN P FH

kam003.hitachi-sk.co.jp
kam003.hitachi-sk.co.jp
kam003.hitachi-sk.co.jp
kam003.hitachi-sk.co.jp

(ool N L]
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20.

20.

20.1

e N D e

[ L e e e e e L e L s B B B B |
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— telnet SSH ——smtp(tcp) ——dns tcp/port:55001

telnet

SSH

smtp (tcp)

dns
tcp/port:55001
tcp/port:55002

tcp/port:55003

telnet

SSH

smtp (tcp)

dns
tcp/port:55001
tcp/port:55002
tcp/port:55003

Ol o1 o1 WN R
N
P wWwwh oo

[
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20.

1  telnet 777 .abc-def.co.jp 20
abc . XXXXXX.com 4
24
2 SSH 777 .abc-def.co.jp 9
3 | smtp (tcp) kam003.hitachi-sk.co.jp 5
4  dns kam003.hitachi-sk.co.jp 4
5  tcp/port:55001 kam003.hitachi-sk.co.jp 3
5  tcp/port:55002 kam003.hitachi-sk.co.jp 3
5  tcp/port:55003 kam003.hitachi-sk.co.jp 3
51

20.3

#
1  telnet dns.hitachi-solutions.co.jp 8
smtp.hitachi-solutions.co.jp 7
www.hitachi-solutions.co.jp 6
ftp.hitachi-solutions.co.jp 3
24
2  SSH smtp.hitachi-solutions.co.jp 3
dns.hitachi-solutions.co.jp 3
www. hitachi-solutions.co.jp 2
ftp.hitachi-solutions.co.jp 1
9
3  smtp (tcp) smtp.yyyyyyy.co.jp 4
smtp.zzzzzzz.co.jp 1
5
4 dns www.zzzzzzz555.co. jp 4
5  tcp/port:55001 WWW.SSS777.co.Jp 3
5  tcp/port:55002 WWW.SSS777.co.Jp 3
5  tcp/port:55003 WWW.SSS777.co.Jp 3
51
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21.

21.
21.1
30
20
10
0 I I | I | | | |
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— telnet SSH
0 5 10 15 20 25
telnet
SSH
#
1 telnet 24
2  SSH 9
33
21.2
# |
1  telnet zzz.abc-def.co.jp 20
abc . xXxxxx.com 4
24
2 SSH zzz.abc-def.co.jp 9
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21.

33
21.3
# |
1  telnet dns.hitachi-solutions.co. jp 8
smtp.hitachi-solutions.co.jp 7
www . hitachi-solutions.co.jp 6
ftp.hitachi-solutions.co.jp 3
24
2 SSH smtp.hitachi-solutions.co.jp 3
dns.hitachi-solutions.co.jp 3
www . hitachi-solutions.co.jp 2
ftp.hitachi-solutions.co.jp 1
9
33
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22.

22.
22.1
6
4
2
. =

[ L e L e L R e B B | L L B B | [ |
1 2 3 45 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

—— smtp (tcp) dns —— tcp/port:55001 —— tcp/port:55002 tcp/port:55003

smtp (tcp)

dns

tcp/port:55001

tcp/port:55002

tcp/port:55003

— — —

#

1  smtp (tcp) 5
2 dns 4
3 | tcp/port:55001 3
3 | tcp/port:55002 3
3 | tcp/port:55003 3

18

22.2

# | |

1 smtp (tcp) kam003.hitachi-sk.co.jp 5
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22.
___________________________________________________________________________________________________________________________|

2 dns kam003.hitachi-sk.co.jp 4
3 | tcp/port:55001 kam003.hitachi-sk.co.jp 3
3 | tcp/port:55002 kam003.hitachi-sk.co.jp 3
3 | tcp/port:55003 kam003.hitachi-sk.co.jp 3
18
22.3

# |
1 smtp (tcp) Smtp.yyyyyyy.co.jp 4
smtp.zzzzzzz.co.jp 1
5
2 dns Www.zzzzzzz555.co. jp 4
3 tcp/port:55001 WWW.SSS777.C0.jp 3
3 tcp/port:55002 WWW.SSS777.C0.jp 3
3 tcp/port:55003 WWW.SSS777.C0.jp 3
18
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23.

23.
23.1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— 4999 3999 —— 3025 —— 3053
35
#
1 4999 33
2 3999 9
3 3025 5
4 3053 4
51
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24.

24.
241
| [
—— 4999
#
1 4999 33
33

74




25.

25.
25.1
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
—— 3999 3025 —— 3053
10
#
1 3999 9
2 3025 5
3 3053 4
18
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