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HBET AT T4 —I,

4.1.2 BEFIE

SRX D J &N L CLAR— M D720 B R, SRXOBREICOWTMHALET, GUI T

METXAHZLIZHOVTI G ZAVWEZREFIEATRALETOT, CUL ZHWTHRET S
PAIE, SRKO~V=a2 T E TR EN,

7283, JUNOS12.1 IZBITAHRTEFIEZHA L TEBY 3 DT, > JUNOS DAL, SRX
Dv=a2T7 NV ELbbETIZEIIEIN,
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(1) Syslog EIEDEHTE
SRX 205, v (Syslog) ZEETHHREEZITVET,

Bl

SRXlcme 7 AL, av747Lb—ya s — R gEzxET
SRX ot hEans e 77—~ v MZ, Syslog BREREL ET
# 4.1-1 #5882, kRO~ KT Syslog #%f5T 5~ (ffl, FIREWALLstaff AE
Server A VA M=)V LIcw V) [ChBERR 72 HMET LR ORELET

set system syslog host IPaddress Facility Priority

[Paddress : FIREWALLstaff AE Server ® IP 7 KL X
Facility: 7273 UT+«
Priority : 7S A4 4T«

a7z ME] BTSN D ELOICRELET

set system syslog time-format year

root@%

root@% cli«

root> configure«

root#t set security log format syslog+

root#t set system syslog host 192.168.1. 33 user info+<
root#t set system syslog host 192.168. 1. 33 daemon warning+
root#t set system syslog time-format year+

Ral-1ao v

77 U714 | TIAFIT 4 FIREWALLstaff (3% 1 2

user

emergency

alert

critical

error YrE (IDS)

warning 7 A JVA

notice

info N7 4w, WE (IDP) , A/XA

daemon

emergency

alert

critical

error

warning URL 7 4 /L%

notice

info
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(2) RYBOOTHADEE

/2 Juniper Web Device Manager - Windows Internet Explorer

TTIZRESN TS SREDERY N2, a7 2T R EZITVET,

[Configure] — [Security] — [Policy] — [Apply Policyl Z3BIR L x4 (X 15 M) .

8 (=]

GC v | hip 19216811 Alogin

j ‘;H:‘ ILiva Search

[2]]

I REE

Forld)  BRLADE

W=D AL

{\i’ '\rﬁ ‘ Juniper Web Device Manager

Host : ho

o B o v s ASTE e u-l e T

Troubleshoot

[ Tasks

I Interfaces

[ Access

b NAT

~ Security
Zones/Screens
~ Policy
Define AppFV Poiicy
Defina UTM Policy
Dfina 10P Policy
Apply Policy

[ Policy Elements

b IDP

Forwarding

@

AppSecure Settings

U Filters

Security Policy
Global Options  ZjAdd | [ 3Edit | X Delete | Clone | Deactivate | Move ~
From Zone trust » || To Zone | untrust i Filter
From Zone To Zone Name Source Address  Destination Add... Application Dynamic App Action NW Services Log/Count
trust untrust trust-to-untrust any any any @

=

|-t TEnELE

([ EBesmr

ST

26
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Edit Policy %

Folicy Logaging /Count scheduling Permit Action Application Services

[ Enable Count

Per Minute Alarm Threshold: (0..4294967295 kbyte)
Per Second Alarm Threshold: (0..4294957295 byte)
Log Options
Log gt Session Close Time: i~
Log at Session Init Time: r

[ (a4 ] [ Cancel ]

16 [Edit Policy]l” £ » F ¥

o BIZEXETLHRI EBJNLCIEdt]Z2 ) v 7 LET,
o [Logging/Count] # 7 Z IR L EF (BINLEZTU 1 FUEK 16 ITRLET) .
« [Policy] # 7 ®[Policy Action] DfEDS permit DA, [Log at Session
Close Time] iR L £§
« [Policy] # 7 ®[Policy Action] DfEDS deny F 721X reject DA, [Log
at Session Init Time] ZER L F 3
o &I, [0KIZZ7 Y7 LET,

=

27



4 Juniper SRX > J —X

3) IDPOOTHADETE
IDP Ov 7 %M1+ HREEITVET,

[Configure] — [Security] — [Policy] — [Define IDP Policy] #3R L3 (X 17 &) .

/2 Juniper Web Device Manager - Windows Internet Explorer 13l x|

6.:_; + [ W hep/921631 1 l0gin =l [#2|[ %] [t Eearch [0]-]

IrUHE REER FRA BRCANG  U-E ALTH

v ¥ Juniper Web Device Manager [ v b A=THE e = e T

JunIPer
— _— NETW

Host : hoku21(srx 10 ogged in as : root

1DP Policy Configuration
Template ¥ | ChecksStatus » | FjAdd | Edi | X Delete | Clone | Activate
PR Policy List |
b NAT Status Name Type IPS Rule Number Exempt Rule Number
© acive HITACHI cust-defined 1 0
—
Fadd | ZEde | X Delete | Move +
-
[E—sETENILE [T T e s—=t ST

B 17 [Define IDP Policy]l™” 4 v K7
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4 Juniper SRX > J —X

Add IPS Rule x

Basic Advanced Match

IP Action
IP Action: »
IP Target: R
Timeout: 0..64800

Log IP Action: I

Notification

Enzble Attack Logaing: 7
Set Alert Flag: r

Additional Property
Severity: b
Terminal: r

[ Ok ” Cancel ]

X 18 [Add IPS Rule]” .t ' ¥

e [Policy List]®[Active M EIREN TS Name] 227 Vv 7 LET (Z Vw2 LT
T4 Ry EK 1TIORLET)

e [Rulebase:IPS]C, BZ %M T 5 Namel 227 V27 L, [Edit]z2 Vv 7 LET (7
Vo7 LCRM =Y 4 FUEK 18 I1Z/RLET) . [Advanced] # 7 @ [Enable Attack
Logging] # N LT, [0KIZ 2V v 7 LET, ZO#EEEZ, vr %7 % Name] 7%
TITERVIKL £,

o tRIZ, [0KIZZ V> Z7 LET,
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5 CheckPoint > —X

5.1 CheckPoint & y—XMDEEE

5.1.1 HiR—bHiE, 0SN\—T 32

CheckPoint Software Blade @7 7 A 7 U —/b, XfIdalH L R70~R81,

5.1.2 HTEFI8
CheckPoint ™1 7' % LEA B2 W TC LR — h 9 272010037, CheckPoint DFREIC
DOWTHA L ET,

728, RISIZBITAREFIELZHALTRBY £T0T, MoOGAIE, CheckPoint D~v==
TN ELHbETISZRITZE N,

N = =

Check Point ® w1 7' % LEA ##5t & -V CTHUS T 5454, Check Point T 3DES ZH 7N
HVENH Y F9,

La>L, Check Point d/X— 3 42XV, 3DES NS L oo TWABERHYV £, #*
D4, Check Point 12T 3DES ZH I LTL 72 &0y,

3DES DAH R - RN O E T 1EIT DUV T, Check Point O AZEIZBRIVEE L 7Z &0,
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5 GCheckPoint ¥ —X

(1) FIREWALLstaff o D7V £ ADEKE
CheckPoint 7 7 A 7 v 4 —/L{Z FIREWALLstaff »67 7 B AT& A L 9, CheckPoint T
FRE&Z{TVE T, FIREWALLstaff TlX, CheckPoint ~MD#fi)715 & LT OPSEC LEA (2X 5
sslea Z W B DI, HAR—FLTWNET,

(a) FIREWALLstaff 4 >R b—ILF B R FDERE
(7)) SmartDashboard Z &) L £,

(A ) SmartDashboard M/~ A > C, [Network Objects]—-[Nodes]ZEIR L T, 7V v/
L C[Node]-[Host...] &R L F4,

(v7) [Host Node]l] A 71 7 @D ~A > Tl[General Properties] ZEIR L, H314 2D
[Name [ \Z @072 4 %%, [IP Address]iZ FIREWALLstaff A 2 h—/L¥ED IP 7 R
AEEELET,

(N =z =

(D) TRELIEFAA PG LEAIZ L D0 ZOBUGHAAIEEIZ/R D K D I/V— LV OREN LT
T9, BEICHERED ATRE & 72 DV — A BHAET AGAIEH I BN T 2 408 EH D 8 A,

RET DA 1L SOURCE |2 (7) TE&iE L= A k%, DESTINATION |Z FIREWALLstaff 75 0
7 7' A% F AT B CheckPoint 7 7 A 7 7 4+ — L%, SERVICE |Z LEA #5124 AR — |
EE (F7#+/L N TTCP ™ 18184) %, ACTION IZ accept ZEE L £,

(b) LEA B4t DERTE
(7) SmartDashboard Z &) L £9,

(A1) SmartDashboard @ %= X A T, [Servers and OPSEC Applications]-[OPSEC
Applications] ##R LT, /2 VY v 27 LT I[New]-[OPSEC Application...] %R L
7,

(7) [OPSEC Application Properties] &4 7 & 2 @ [NamellZ, WEIZ4HEEELE T,
_DiE%, TOPSEC LEA7 FUH—Sarg) EHFUET,

(=) ([OPSEC Application Properties] & A 7 a2 @) [Host]iZ, [(a) FIREWALLstaff
BAUVARN=NLVTHRANOEE] THRELCHAANZRIRLET,

() ([OPSEC Application Properties] # 4 7 17 ®) [Client Entities] ®[LEA]F = v
IRy ABEIR L £9,

(#1) ([OPSEC Application Properties] # A 7 1@ 7 ™) [Secure Internal Communication]
@ [Communication...]& 27 U v 7 LEJ,

(3) [Communication] # A 7 v 7 T, [Activation Key] 7% X F7R v 7 & & [Confirm
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5 CheckPoint 2V

Activation Key] 7% A "R v 7 AT, #EHOTZODEIEF— (CFF]) # AL,
[Initializel®Z UV v 7 L¥E9,

(7) ([Communication] # A 7 & 27 @) [Trust state]?® [lInitialized but trust not
established] TH DI & &R L ClClosel#7 U v 7 LET,

(/) ([OPSEC Application Properties] ¥4 7 w2 ®) [0KlZ2 Vv 27 LTHLET, £
L T, T, [OPSEC Application Properties] ¥ A4 7 ua 7 # Bl & ¥4, [Secure
Internal Communication] @ [DN]DfEZ A€ LF T, ZDIEZ, TLEASIC£&] &Y
EX

fEDH]) CN=hitachi, O=cpmodule. . uvwxyz

(=) (&) DfE (LEASIC4) @ [, | TRYILNMEOFITE Y% len=cp_mgmt | TE X#x
TfEEAELET, COAELEZ, EEH—/N\SICE] EFUFET,
fEDH]) cn=cp_mgmt, O=cpmodule. . uvwxyz

(%) ([OPSEC Application Properties]ZA 7uaZ®) [0KlZZ VU v Z LEd,

(3) SmartDashboard @ [Policy]l-[Install] T, RY %A A =L LET,

[LEA SIC 4] [%&#Y— X SIC 4 Offlx, FIREWALLstaff @ [ 774 7 U 4 —/L D&
ENXRNV] DT AT I —I n] 74— RICEELET,
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(2) ATHADERE

SmartDashboard Z##E L, LB 72 I1T5 L9 ELET,

(a) 7 R&IHAKRY &
[Firewall] ¥ 7% 27 U w7 L, a7 W+ 257 7 2R Y >0 TRACK %, RO LK HIZ

ELET,
ACTION D1 TRACK THRET D fHE
accept Account
drop Log
reject Log
(b) £tk

WBEZIS LT, UIMBEEOr 72+ 5L 9 IcHEELET,

e IPS

e Anti-Virus

e Anti-Spam

e URL Filtering

e Application
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5.2 opsec.pl2 774l

5 CheckPoint U —

D1E R

=

FIREWALLstaff #A > A h—)L L7 B2 —H& T, opsec.pl2 77 A /VE/ERRL, E&E

TORENRDHY £,

PLFOFIET, opsec.pl2 77 A NNEERL TLEE W, LIEOFHATHEET /A &

NEFEERE 5. 2-1 IR LET,

& 5.2-1 NABEIT

# AT

i

1 %DATA_DIR%

FIREWALLstaff o A h—/VIRRICHRE LToT — & 7 VX Ot XA %7/ L
ij—o

2 9%INSTALL_DIR%

FIREWALLstaff A > A b —JLBFIZFRE LTz A VA b=V 7 3 VX Ot/
ERLET,

3 %FW_TD%

T AT UF— N ERLET,

4 9%FWx%

Tr7AT U4V 1 DOFEEITOHENE WL 2, 774 T Uxr—12 0%
EEIT O AT TFW2) ks LET,

(TYavwr e 7 M2 xF4,

() Topsec_pull cert.exe] @~ RKEZHWT lopsec.pl2] 77 A NVEEKLET, =
<2 FOEXESIEOFHAIZLL FO@EY TF,
opsec_pull_cert. exe —h CheckPoint_IP -n LEA_object -p text_string

P €

mE

CheckPoint_IP

CheckPoint 77 A 7 U —/LD IP T KL A

LEA object

5.1.2(1) (b) LEA ¥BiDi%E (7)) THE L7z, OPSEC LEA 77V &r—
va v

text_string

5.1.2(1) (b) LEA ¥ERiDFRE (%)) THE L7, #iEx—

lopsec_pull_cert. exe| IZ%INSTALL_DIR%¥lea 7 # VX IZIE(ET B D TEITT AT

kS A CTHRE
i)

LTL7EE,

” C:¥Program Files¥HitachiSolutions¥FIREWALLstaff¥lea¥Yopsec_pull_cert. exe”

-h 192.168. 1.

1 -n hitachi -p pass0001

(7)) R LT AL L T O L ) RSB N FERSNEIT 7 4V ZIZ Topsec.pl2] W9 7
7 A NVHMER S IVE T,

The full entity sic name is:

CN=hitachi, O=cpmodule. . uvwxyz

Certificate was created successfully and written to “opsec.pl2”.

(=) Topsec.pl2] Z7AN%E, UTFOT7 VA IZEELET,

35



5 GCheckPoint ¥ —X

36

%DATA_DIR%¥firewall¥1ea¥%EFW_ID%Y¥%FWx%
f5]) C:¥HitachiSolutions¥FIREWALLstaff¥Data¥firewall¥1lea¥FWO01¥FW1

AN = =

F v I RA L S BIRITEZITZFEZE (opsec. pl2) IZIZADHM (BXZ 5 4F) 2
HYVFEITOT, EHCEERL TLZE W, BEROFIEIXA T O®EY T

FIREWALLstaff Log #—E A Z{Z1E L, BEfFOREHAE (opsec.pl2) ZHI7 4 /LA IZ/Ny
77 v T LET,
F = v 7 RA b ® SmartDashboard T, FIREWALLstaff 2328 L CWAH LEA A7 V=7
Mzxt L C, [Edit] - [Communication] - [Reset] % 3Zfii LFEFEF— (Authentication
Key) Z AJJLE L7=tk, KU v —%2HA A= LET,

(7)) ~ (=) %347 L CREHE (opsec. pl2) ZERLL £,
FIREWALLstaff Log %h— v A Zita L £,
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5.3 THRKR—b+rOTIZDNT

FIREWALLstaff <TlZ, CheckPoint @ [fwm logexport] =~ R&EHW\WTxZ 7 AR — KL
a7 77 ANERHONTLUR— ME{ERTHZ ERTEET,

%) Tmyout. log] £ WH 77 A NATZY AR— T EEE

fwm logexport -n —o myout. log

[-n) 7 a 0%, AAEREITDRNE S T4 79 TF,

FIREWALLstaff AE Server M7 1 7 7 A NEHEHND [ 7 7 A 7 7 4+ —/LDRE] R/
I2C, Ny hU—27 £71X M2 X NI —V OFREL IP 7 FLATHRET 5%
B, HRRREZITDRWA T > a VEBEL T E SN,

o<y ROERTIEOZEMIZ, CheckPoint D~=o2 7 /L ZEHIZE W,
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6 IPCOMEXIN/SC ¥ U —X

6.1 IPCOM EX IN/SC ') —XDEETE

6.1.1 HR— bHRE, 0SN\—C 32

TPCOM EX IN/SC > U —ZXD 7 7 A4 T 74—/ T, 0S 72 E10L50~E20L31 O\ TN Th 5
T7 AT T A,

6.1.2 HEFIE

TPCOM D& 7' &2 BT L T LAR— T 57 DB, TPCOM DR EIZDOWTEHA L £,

(1) Syslog DEETE
IPCOM 725, v 2 (Syslog) ZIX[ET HHRELZITWVVET,

(el —EAEHZRE]— (/] —[(nliEklo o JiEgLr—L—%] ¢, TFZ2EE

l./si—é_‘o

. o JHAEERE] C, [7x—~v MEXY & TIPCOM EX] #HEE

. [Syslog #AieakE—H | ©, [HERE%C] 12 Syslog #2279 A~ > (i, FIREWALLstaff
A LVAR—=NLTEYYY) OIPT RLAEZIEE

(] —EMEFERE] - (v 7] —[u 7RO [Z 4 225 o 7iE#R T, HENY 5]
ZfRELET,
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(2) BTHEADEE
FIREWALLstaff 1%, 3 6.1-1 TRT A v —U%irstg s LCWET, i+ 5 B
JIECT, Ave—VEHNTDHIIBRELTLLESN, A vE—OHHEE, TPCOM
D Taryy—=n) Ty L AHA K] ela2 TS50,

#61-1 AvkE—V—&

Gar AvyE—YID | v sl AR fii#&

e 00300005 ryaras INFO (7 72 2L —] 12X - T
00300007 yvaras | INFO T EARMENSTNLEE
00300009 ryarns INFO B
00309005 tyvarns INFO (7724~ 7 ko T
00309007 Tyiarns | INFO 77 EAMARAT > TN HE

: B

00309003 tyvarny INFO

fEAIE(E 40300011 tyiarns WARNING (77 & 2L —L] ITX»T
40300013 ryarns WARNING 77 RARMARToTLEE
40300015 ryarns WARNING B
40309011 tyvarns WARNING (7 7 2lifl~> 7] I2koT
40309013 tyvarns WARNING T EAMARAT > TN HE
40309015 ryarns WARNING oR

7 /< YR IPS 0304001 tyvarns CRITICAL TCP AR— b AF ¥

B €0304003 tyvarns CRITICAL UDP R— b AF ¥
0304005 tyvarns CRITICAL BRARAF
€0305001 tyvarns ALERT SYN Flood %%
€0305003 tyvarns ALERT ICMP Flood %
C0305005 tyvarns ALERT UDP Flood %%
€0305007 tyvarns ALERT UDP Bomb %
€0305009 tyvaruas ALERT Very Small IP Fragment W
0305011 tyvaruas ALERT Too Many IP Fragment %
0305013 tyiaral ALERT Fragmented ICMP
0305015 tyyarns ALERT Fragmented IGMP M
0305017 ryvaras ALERT Empty Fragment %
0305019 R I =4 ALERT Over lapped Fragment %%
0305021 ryvaras ALERT Large ICMP B
0305023 ryvaras ALERT Ping of Death B
0305025 ryvaras ALERT IP Spoofing B
0305027 ryvaras ALERT Land B8
0305029 tyvaras ALERT Smurf ¥
C0305031 ryarus ALERT Unrequested ICMP Echo Reply %%
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0305033 ryvarus ALERT Fraggle K&
0305035 tyiarns ALERT FTP Bounce %%
0305037 tyiarnas ALERT Snork ¥
0305039 tyiarnas ALERT Winnuke J %
0305041 tyiarns ALERT URL Overflow ¥
0305043 tyiarnas ALERT Spam Mail B4
0305045 tyiarns ALERT MIME Overflow B
0305047 tyiaras ALERT Very Small TCP Segment B7%
TR F X A IPS 803£9004 tyvaras ERROR Frdn
403E9104 tyiarnas WARNING K
003E9204 tyvarns NOTICE A
003E9304 tyvarns INFO st
803E9000 tyiaras ERROR By
403E9100 tyiaras WARNING By
003E9200 tyiaral NOTICE By
003E9300 tyvarns INFO 3]
WAF Y554 M 40587001 WAF & 27 WARNING T ALY Y N TIAN—PL R
40587002 WAF & 7 WARNING XSS F&
40587003 WAF o 7 WARNING SQL A > ¥ =7 v VIR
40587004 WAF & 7 WARNING 0Sa~vry FAfrP=r g K
40587005 WAF o 7 WARNING SSIAv¥=y g WiE
A LA 40340001 TANAT Y WARNING SMTP
40340002 A NAT Y WARNING HTTP
403A0003 A NAT Y WARNING POP3
403A0004 A NAT Y WARNING FTP
T UF AR 403A0001 A NAT Y WARNING SMTP
403A0003 A NAT Y WARNING POP3
URL 7 4 /L& U7 | 00380001 tyiarns INFO

N = =

1

BRE]—[EERE] (7 74T vr— (727 v AG#) 1o 17 7 & ZHI#HL—L—5 |

T, ZA LV HE T2 —AD

Jim s A
DEN— T L THA SN Z A5 & LET,
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N & 52

(BRE]-[EERE] - [7 74T v+ (T7EAG#EH) JO S F—T =2 =R T —
7TST e A~y 7B T, Saxs vy B
AJ175 1 (inbound)
IPsec kRN EHD AT JH (in-decrypted)
O 77 e A~y 7] ITHEEINTAEL— IR L TH I Snen 72 fifrxig & LE
iR

N = = 3

(RE] — [ZEERE] —[IPS]— [T / ~ VAL IPS] D 17 7 <~ VAL TIPS ——F8E] T, KA
VH Tz —AD

7 ANV AT
OFFEERNCKT LT Shicn 7 2t g e LET,
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7 Cisco ASA v J —X

7.1 Cisco ASA 1) —XDEHFE

111 HiR—bgRE, 0SN\—2 32

Cisco ASA YV —XDT7 7 AT 7 5—)LT, 0S DX—T3 0B 7.2~9.1 ODWTIHNTH
BT 7 AT U F—I,

1.1.2 HJEFIE

Cisco ASA D FZMENT L CTLR— b3 27200372, Cisco ASA DFREIZOWTHLHA
LET, ASDM ZHWEHEFIELZHHA L ET O T, CUI ZHWVWTHEET HHEA1L, Cisco
ASA D =2T VEZHERITZEN,

723, ASA Version 9.1 IZBIF AR EFIREZHH L TBY T DT, tho"—T a3 D
A1, Cisco ASAD~==aT AR ELbbETISRIZIN,
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(1) Syslog MEEFE
Cisco ASA 206, B2 (Syslog) ZEETHRELITVET,

[Configuration] — [Device Management] — [Logging] — [Syslog Servers] #iR L £ 9 (X

9ZM)

g Gisco ASDM 7.1 for ASA - 192.168.1.1 ~=1ol |
File View Tools ‘Wizards Window Help W S ol I Il I I
@ Home 0&. Configuration D Munlturmg| B Save @ Rafrash| o Back k) Furward| @ HE|D| l CISCO

A Device Management "3 Gonfiguration > Device Management > logging > Syslog Servers O
é i Cﬂ.anagz.ament Access = Specify up to 16 syslog servers. Make sure logeing is enabled in Gonfiguration > Device Management > Logeine > Loggine Setup.

el icensing

% f;:z:g Image/Configuration Intertace IP Address | Protocal/Port EMBLEM | Secure | |

Logeing Setup
N Edit:
& E-Mail Setup
. Event Lists Delete |
ogging Filters

Rate Limit

Smart Gall-Home
--F38 Cloud Wisb Security (-
(- Users/fiad

#-[E Certificate Management
- DHCP

[l DHCP Relay

i DHGP Server

i DNS

e DNS Client

—
Eﬁi’ Device Setup
% Firewall

Bemote Access WRN Specify the number of meszages that are allowed to be queued when a syzlog =erver iz busy Uze 0 to indicate unlimited queue zize
. Queue Size: 512
gg Site-to-5ite VPN

[ Allow user traffic to pass when TGP syslog server is down

| K

E& Device Management

iy

Apply: | Reset |

| [cadmin> fis B | | | | & hesmsszisiroe a5t

19 [Syslog Servers]7 4 > K7

g% Add Syslog Server x|

Interface: Iinside ﬂ
IP Address: |1 az168.1.2

Protocol: TGP & LUDF

Faort: IE'I 4

[ Loe messages in Cizco EMBLEM format (UDP anly

[T | Enzble secure sveloe uzing SELATLE

] I Cancel | Help

X 20 [Add Syslog Server]l ¥4 7 1 &
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46

(Add] &2 VU v 27 LET BAPNIEEATr %K 20 ITRLET) |

[InterfaceliZ, Syslog %54 %~ > (ffl, FIREWALLstaff AE Server & A > A h—
NLTewvy) BDIFELTNDA VX 72— AERELET,

[IP Address]iZ, Syslog #%{5 T 5~ v D IPT RLAZRELET,
[Protocol]iZ, TCP Tu 7 %X(ET 570 UDP Tr 7 2 XET H0EEELET,
[Port]iZ, Syslog %5325~ TO Syslog fH 5 1FHA— hES (EFIX514) %
fAELET,

[Log messages in Cisco EMBLEM format (UDP only)]F =v 7K v 7 2% EIRLEEHA,
R L7284, FIREWALLstaff Tu Z OfHrn T& 8 A,

(K122 Vw27 LT, M20DXA T a7 %M %7,

%I, 19 O[Apply]l 227 U v 7 LET,
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[Configuration] — [Device Management] — [Logging] — [Syslog Setup] Z 3R L £ (X 21

ZH)
E& Gisco ASDM 7.1 for ASA - 192.168.1.1 =10]x|
File \iew Toolz ‘Wizards ‘Window Help ype topic to search Gin " I " I I
@ Home 0%} Configuration D Monitaring | LB Save @ Refresh | o Back O Forward | @ Help | I CISCO
. | Device Management Gonfiguration > Device Management > Logging > Syslog Setup O
2 Iﬁ Management Access | Syslog Format
£ 5’&3 Lizensing " .
g ga System Image/Canfiguration Facility Code to Ihclude in Sysloes: |LOGAL4E0) =
E| Loeging ¥ Tnelude timestamp in syslogs
Logeing Setup
E-Mail Setup Syslog ID Setup
Event Lists
Losging Filters Shiow: I—— All gyzlog [Dg — LI
Fate Limit Syzloe ID | Logeing Level | Dizabled | Edit |
% Syslog Servers 101001 Alerts Mo ﬂ
vz log 101002 fAlerts MNa Restore Defaults |
10003 fAlerts Mo
101004 Alerts No
- fE Smart Call-Hame 101005 fAlerts No
% Cloud Wb Security I | 102001 Alerts No
[]..ﬂ Users/Bah 102001 Alerts No
-2 Certificate Manazement 102002 Alerts Na
2-{# DHGP 103003 flerts Na
{# DHOP Rela 103004 fAlerts No
d 103005 Alerts No
[ﬁ’ DHGP Server
103006 Alerts No
o8 DNS ; 102007 Blerts No
ofih DN Offent &l 103011 Alerts Na
- 103012 Informational Mo
&D Device Setup 104001 filerts No
104002 Alerts No
% Firewall 104003 Blerts hloy
104004 Alerts No
Bemate Access WPN 108001 fAlerts Mo
106002 fAlerts Mo
Site—to—Site VPN 105003 Ailerts Na
105004 Alerts No ;I
El, Device Manaeement | Y o m s
|4 Feset | Advanced.. |
Funning configuration successtully saved to flash memary. | |<admin> |15 ‘ |§ | | | | | [E] ‘1 304,23 15:20:18 JST

21 [Syslog Setup]” .t > K

e [Include timestamp in syslogs]lF =zv 7Ry 7 AZZRLFEFS, BIR LWL,
FIREWALLstaff Twm 7 O TE £H A,

o FIREWALLstaff |, # 7.1-1 TRT A v =V &G L LTWET, T2 BB
WL T, Avb—Y2H 135 X 9124 Syslog ID @ Disabled lEH ZFRE L 7,

o EARIZ, [Apply]lz2 U w7 LET,

£ 1.1-1 TR A v E—D

Gor:! Syslog ID

i
=
=
pafll

302013 & 302014

302015 & 302016

HEWTE(E 106023
106103
109025
OB RN 400007~400009, 400023~400028, 400031~400033, 400041, 400050
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[Configuration] — [Device Management] —[Logging] —[Logging Setup] Z&ER L £9 (¥

) o

22 PR

AN

isco ASDM 7.1 for ASA - 192.168.1.1

File

View Tools ‘Wizards

Wfindow

Help

I ype topic to search Gin

=10l x|

@ ome

G%. Configuration

[;] Munlturmg| LB Save @ Refresh ‘ o Back O Furward| @ Help ‘

vl
l cisco

[m7] Device List

Device Management

> Logeing Setup

o & Gonfiguration > Device Management > Lo

F Management Access
Lizensing

% Syslog Servers
@ Syzloe Setup

Smart Call-Home
538 Cloud ‘hieb Security
- Users/BAA
[E2 Gertificate Marazement
E-fi' DHCP
“ i DHCP Relay

[ﬁ’ DHGP Server
B DNS
: = DNS Glient

System Imaee/Contiguration

s

v Enable logging I Enable logaing on the failover standby unit

I” Send debug messages as sysines [ Send sysloes in EMBLEM format

O

Logeing to Internal Buffer

|4096 bytes

“You can chooge to save the buffer contents betore the buffer is overnritten

Configure FTP Settings.. |

Bufter Size:

Save Buffer To: [~ FTP Server

" Flash

Specify the size of the internal buffer to which eyslogs will be saved. When the buffer fills up, it will be overwritten.

Configure Flash Usage.. |
ASDM Logeing

Specify the size of the queue for syslogs intended for viewing in ASDM.

Queue Size: I1 ui}

| KN

—
&D Device Setup

% Firewall

Bemote Accesz WPN

Site-to-Site VPN

El, Device Management

»

Funning configuration successfully saved to flash memary. |

| B ha/04/23 152008 JST
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22 [Logging Setup]l 7 £ > K7

[Enable loggingl = v /Ry 7 A% @ERLET,
[Applyl %7 U v 7 LE7,
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[Configuration] — [Device Management] — [Logging] — [Logging Filters] Z iR L ¥ 7
(X 23 28)

isco ASDM 7.1 for ASA - 19216811

_iolx
File View Tools ‘Wizards Window Help ype topic to search Gin | I 1 I |
L} L) [}
@ ome 0%. Configuration D Munlturmg| LB Save @ Rafrash| o Back k) Furward| @ HE|D| CIsSCO
. | Device Management o & Gonfiguration > Device Management > Lo > Logeing Filters O
R
T: ﬁ, Management Access = Configure syslog filters for logeing destinations.
2 83 Lizensing
z i . .
= @ fy-st?m Image/Configuration Logging Syslogs From Svsloes From Edit |
E| OEEINE Destination Al Event Glazses Specific Event Glazses
ternal Buffer -— Dizable
E-tdail —— Dizabled —
Conzole -= Dizgabled —
Telnet and 55H Sessions -- Dizgabled —
ASDM Severity. Informational
Svelog Servers —- Dizabled —
Smart Call-Home
538 Cloud Wish Security |
- Users/ BAA
- Certificate Manazement
E-fi' DHCP
“ i DHCP Relay
[ﬁ’ DHGP Server
DS
B DNS Glient =l
— —
Eﬁi’ Device Setup
% Firewall
Bemote Accesz WFN
gg Site—to-Sits WPN
El, Device Management
|4 Apply | Reset |
| [¢admin> 115 B | | | | & 1ao4s23 170028 JST

X 23 [Logging Filters]™7 4 > K7
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g Edit Loeeine Filters x|

Configure logeing filter zettingz. The severity level reprezents the maximum level for logging mezsages. The A5 will
generate svetem log meszsages with severity levels up to the specified level

Loeging Destination: Svelog Servers

Svslogs from &ll Event Clazses

£+ Filter on severity IInfu:urmatiu:unaI "’I
i Use event list I "’I [0 |

" Dizable logeine fram all event clazzes

Svelogz from Specific Event Clazses

Event Clazz SEveEr ity
Event Glass: Iauth "I
User Add
Lazer gitferm futhentication
[lelete
Sever ity IEmergencies "I
Cancel | Help

X 24 [Edit Logging Filters]& 4 7 u &

o LoggingDestination ZEH T, [SyslogServers] #1®4R L C[Edit]lZZ VU v 7 L4 (B
P EA T a2 24 IR LET) .

e [Filter on severity] 7 AR HZ %R L, [Informational] Zi#R L F I,

o [K]ZZ VY7 LT, 24 DEA T T EHLET,

o RIS, M 23 D[Apply]lEZ Y v LET,
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2) RYBOOTHNDEE

T TITER

EEF TS Cisco ASA DZRY 2,

n 7 aMNT HREEITNET,

[Configuration] — [Firewall] — [Access Rules] ZER L9 (X 25 ) .

isco ASDM 7.1 for ASA - 192.168.1.1 =101 x|
File View Toolz ‘Wizards ‘indow Help ype topic to search Gio | I 1 I |
] ] '
Home ‘3& Configuration D Manitaring | B Save G Refresh | ° Back O Forward | @ Help | CIsCcoO
O

('] Device List

Firewall

B

=3 NAT Rules

-0, Service Policy Rules
& AAA Rules

P28 Filter Rules

@ Public Servers

~*E URL Filtering Sarvers
Threat Detection
Identity Optionz

Identity by TrustSec
Cbjects

e

Unified Gommunications
‘ Advanced

F-
FF-4
8

o'

&D Device Setup

@ Firewall

Bemote Access VPN

Site-to=Site WPN

El, Device Management

»

Configuration > Firewall > Access Rules

2 - in iagram xpart T ear Hits om Log < Packe
+ + By @ - QFind EdD E Clear Hits ) Show Log < Pack

% pdd - [ Edit [ Delete
Source Criteria: | Destination Criteria: |

Enabled
I Source I User I Security Grnup' Destination I Security Group I

El B inside 1 incoming rule}
SN I I Y I N L @p Pemit| 0 ]

B putside @ implicit incoming rules)
E| B Gilobal 1 implicit rule?
Bl @P@ ary

Service Action Hitz | Loegine | Time

#

IR ip @ Deny Im

@ any

I -]

Advanced.. |

Apply. | Reset |

Rurning configuration successiully saved to flash memory.

| B 18/04/23 154838 JST

Bl [ | |

15 |

| |¢admin>

X 25 [Access Rules]”7 4 ~ K7
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@& Edit Access Rule

Interface: inzide

fction: % Permit

" Deny

Source Criteria

Source: Iany

|Jzer: I

Security Group: I

Deztination Criteria

L

Destination: Iany

Secur ity Group: I

Service: I ip

m |3 (|

Description:

¥ Enable Logging

Loeging Level: I Default hd I

More QOptions

“

Cancel | Help

52

26 [Edit Access Rule]l ¥ 7/

0 EEETHA—ERIRLT, [Edit]Z27 Y v 7 LET BN FA 77 %KX

26 1R LET) o

[Enable Logging] F=v 7Ry 7 A&ZEIRLET,
(K]Z27 V27 LT, W26DFAT70l%HALET,
%I, 25 D [Applyl 27V v 7 LET,
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