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Changed Auditor Status from 'Pending Review' to 'Remediation Required'
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The code is vulnerable to SQL injection beca AV'atO rb\‘l's(\j.%gj 0)

concatenating user input (username and pas

allows an attacker to inject malicious SQL cox Zj—__ GZ% g EJJ —Gt‘y I\

or execute arbitrary SQL commands.
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In file src/main/java/com/fortify/aviaty emofHomeControllerjava, replace lines
44-47 by the following lines:

SYSTem.OUT.Prifting passwolo +
credentialsCorrect = fals

String query = "SELECT 1 FROM users WHERE username = ? AND password = 7";

try(Connection connection = Drive o
” try (PreparedStatement stmt = connection.prepareStatement(query)) {

ry (Statement statement = con|
y (ResultSet rs = staten

stmt.setString(1, username;

irr ey SELECT 1 FROM users WHERE username = '™ + username + "' AND password = '™ +
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