HitachiSoft UTM Sample

o JSHE AR A LAR— k11 A 2008

L 7AN— M 2008/11/01 - 2008/11/30

EA

ARUN—NILB BT/ ILAZRIE PDF B2 TIH

BDI71)VHzak(E Word 2zt
T,

AKLUIR—=bRO IP 7RUR RARE (FQDN)  X=)L7RLZAREE, SRTRZEDENDTY,

S 202000

hitachisoft.jp



ER/N
TEETERBEEA N2 B e 4
BB ITTHIERTLERA XU B i 19
TR ITERHERBIIEA XU B e 28
B ITTHUAMETILERA XU B i 35
BEBIETITLEEA XU B oo 44
BB EFINETTIRA XU B it 65
BB FEFIEBTIRA XU B i 83
BB EFUAETILIRA XU B it 91
BOBFEIRTTIERTT ..ot 99
BOBFEIATITIRIT ..o 107
A= = L a2 < 119
i 5 3| L O OSSP ST RSP 122
TR B IVBIBREIT A TV e 125
TANAERRIUTE T 7 A TV DTEIRT oo 128
T A IVARRHBIENIRZ T A T2 Do 130
T A IVARFIBIEIMEE Y T A T 2 B, 136
T AIVERIBT R RBI = e 140
T AWERBIT T Y BT e 144
hitachisoft.jp



WP OIZE v =R | byl N P USRS 147
T A BRI T Y e 154
2T R RBIEIE A I T R LR oot 158
PRy NV [ iy gl N SRR 165
N
hitachisoft.jp



HEBETCH B A~ |

ZONR=VF, FInd (KT

ED XD BB MIE TN E2 TR LET,

BETHHEBEAROHB

== 133.108.222.12

== 133.108.222.13

133.108.222.10

== 133.108.222.14

I
11/24
11/22  11/26

I I I I I I I I
11/04 11/08 11/12  11/16 11/20
11/02 11/06 11/10 11/14 11/18

H

I I
11/28
11/30

== 133.108.222.11

KERHRESARV

140

130

120

110

100

90

80

60

50

40

30

20

10

H 12 13

BT S

S 202000

hitachisoft.jp




KT
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mi.

133.108.222.12

Host scanning has
been detected.

12

1.46%

UDP port scanning

has been detected.

12

1.46%

IP packet with the
network source IP
address has been
detected.

10

1.21%

Very Small IP
Fragment attack

has been detected.

10

1.21%

TCP port scanning

has been detected.

1.09%

ICMP packet with
the malformed
ICMP header has
been detected.

0.97%

ICMP Flood attack

has been detected.

0.85%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.85%

TCP packet with
the invalid
checksum value

has been detected.

0.85%

UDP Bomb attack

has been detected.

0.85%

TCP packet with
malformed option

has been detected.

0.73%

TCP-SYN packet
with data part has
been detected.

0.73%

Too Many IP
Fragment attack

has been detected.

0.73%

ICMP packet with
the invalid
checksum value

has been detected.

0.60%

SYN Flood attack

has been detected.

0.60%

Fragmented IGMP
attack has been

0.48%
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detected.

Packet has been
received from the
already blocked
host.

0.48%

UDP packet with
the invalid
checksum value
has been detected.

0.48%

IP packet with the
malformed IP
option has been
detected.

0.36%

TCP packet with
the malformed TCP
header has been
detected.

0.24%

aEt

134

16.32%

M2 |133.108.222.13

TCP packet with
the malformed TCP
header has been
detected.

14

1.70%

IP packet with the
network source IP
address has been
detected.

10

1.21%

UDP packet with
the invalid
checksum value
has been detected.

1.09%

Very Small IP
Fragment attack
has been detected.

1.09%

Host scanning has
been detected.

0.97%

SYN Flood attack
has been detected.

0.97%

TCP port scanning
has been detected.

0.97%

TCP packet with
the invalid
checksum value
has been detected.

0.85%

Packet has been
received from the
already blocked
host.

0.73%

S 202000
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TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.73%

TCP-SYN packet
with data part has
been detected.

0.73%

Too Many IP
Fragment attack

has been detected.

0.73%

UDP Bomb attack

has been detected.

0.73%

ICMP Flood attack

has been detected.

0.60%

ICMP packet with
the invalid
checksum value

has been detected.

0.60%

IP packet with the
malformed IP
option has been
detected.

0.60%

TCP packet with
malformed option

has been detected.

0.60%

UDP port scanning

has been detected.

0.48%

Fragmented IGMP
attack has been
detected.

0.36%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

&t

131

15.95%

3. |133.108.222.10

IP packet with the
malformed IP
option has been
detected.

13

1.58%

IP packet with the
network source IP
address has been
detected.

12

1.46%

Very Small IP
Fragment attack

10

1.21%
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has been detected.

TCP packet with
the malformed TCP
header has been
detected.

1.09%

Too Many IP
Fragment attack
has been detected.

1.09%

UDP Bomb attack
has been detected.

1.09%

UDP packet with
the invalid
checksum value
has been detected.

0.97%

ICMP Flood attack
has been detected.

0.85%

SYN Flood attack
has been detected.

0.85%

TCP port scanning
has been detected.

0.85%

Fragmented IGMP
attack has been
detected.

0.73%

TCP-SYN packet
with data part has
been detected.

0.73%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.60%

ICMP packet with
the invalid
checksum value
has been detected.

0.48%

Packet has been
received from the
already blocked
host.

0.48%

UDP port scanning
has been detected.

0.48%

ICMP packet with
the malformed
ICMP header has
been detected.

0.36%

TCP packet with

0.36%

S 202000
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the invalid
checksum value

has been detected.

TCP packet with
malformed option

has been detected.

0.24%

Host scanning has
been detected.

0.12%

a8t

129

15.71%

4. |133.108.222.14

ICMP packet with
the malformed
ICMP header has
been detected.

12

1.46%

SYN Flood attack

has been detected.

12

1.46%

Host scanning has
been detected.

11

1.34%

ICMP Flood attack

has been detected.

11

1.34%

ICMP packet with
the invalid
checksum value

has been detected.

11

1.34%

IP packet with the
network source IP
address has been
detected.

0.85%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.85%

TCP packet with
malformed option

has been detected.

0.85%

IP packet with the
malformed IP
option has been
detected.

0.73%

UDP Bomb attack

has been detected.

0.73%

Fragmented IGMP
attack has been
detected.

0.60%

TCP packet with
the invalid

0.60%
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checksum value
has been detected.

TCP packet with
the malformed TCP
header has been
detected.

0.60%

Very Small IP
Fragment attack
has been detected.

0.60%

TCP port scanning
has been detected.

0.48%

TCP-SYN packet
with data part has
been detected.

0.48%

UDP packet with
the invalid
checksum value
has been detected.

0.48%

Too Many IP
Fragment attack
has been detected.

0.36%

Packet has been
received from the
already blocked
host.

0.24%

UDP port scanning
has been detected.

0.24%

aFt

129

15.71%

M5 |133.108.222.11

ICMP Flood attack
has been detected.

15

1.82%

Fragmented IGMP
attack has been
detected.

0.97%

UDP port scanning
has been detected.

0.97%

Very Small IP
Fragment attack
has been detected.

0.97%

ICMP packet with
the invalid
checksum value
has been detected.

0.85%

Packet has been
received from the
already blocked
host.

0.85%

SYN Flood attack

0.85%
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has been detected.

TCP packet with
malformed option
has been detected.

0.85%

TCP packet with
the malformed TCP
header has been
detected.

0.85%

Host scanning has
been detected.

0.73%

TCP port scanning
has been detected.

0.73%

TCP-SYN packet
with data part has
been detected.

0.73%

ICMP packet with
the malformed
ICMP header has
been detected.

0.60%

IP packet with the
network source IP
address has been
detected.

0.60%

TCP packet with
the invalid
checksum value
has been detected.

0.60%

UDP Bomb attack
has been detected.

0.48%

UDP packet with
the invalid
checksum value
has been detected.

0.48%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.36%

Too Many IP
Fragment attack
has been detected.

0.36%

IP packet with the
malformed IP
option has been
detected.

0.24%

Bt

123

14.98%
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M6 [192.168.99.224

Fragmented IGMP
attack has been
detected.

0.24%

Too Many IP
Fragment attack
has been detected.

0.24%

Host scanning has
been detected.

0.12%

IP packet with the
malformed IP
option has been
detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

TCP port scanning
has been detected.

0.12%

UDP packet with
the invalid
checksum value
has been detected.

0.12%

&t

10

1.21%

7. |192.168.99.208

IP packet with the
network source IP
address has been
detected.

0.24%

Host scanning has
been detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

Packet has been
received from the
already blocked
host.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing

0.12%
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connections has
been received.

TCP packet with
the malformed TCP
header has been
detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

aFf

0.97%

W8. |192.168.99.200

TCP port scanning
has been detected.

0.24%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

IP packet with the
malformed IP
option has been
detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

Packet has been
received from the
already blocked
host.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

&t

0.85%

9. 1192.168.99.227

UDP port scanning
has been detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

Packet has been
received from the
already blocked
host.

0.12%

SYN Flood attack
has been detected.

0.12%

TCP packet with
malformed option
has been detected.

0.12%

S 202000
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UDP Bomb attack

has been detected.

0.12%

At

0.85%

H 10.

192.168.99.190

ICMP Flood attack

has been detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

SYN Flood attack

has been detected.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

Too Many IP
Fragment attack

has been detected.

0.12%

Very Small IP
Fragment attack

has been detected.

0.12%

aEt

0.73%

11.

192.168.99.210

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

SYN Flood attack

has been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP port scanning

has been detected.

0.12%

UDP packet with
the invalid
checksum value

has been detected.

0.12%

&t

0.73%

W12

192.168.99.225

ICMP Flood attack

has been detected.

0.12%

S 202000
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ICMP packet with
the invalid
checksum value

has been detected.

0.12%

TCP packet with
malformed option

has been detected.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

UDP packet with
the invalid
checksum value

has been detected.

0.12%

UDP port scanning

has been detected.

0.12%

aEt

0.73%

13. |192.168.99.235

ICMP Flood attack

has been detected.

0.36%

Fragmented IGMP
attack has been
detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

UDP packet with
the invalid
checksum value

has been detected.

0.12%

A

0.73%

W14, |192.168.99.198

ICMP Flood attack

has been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
malformed option

has been detected.

0.12%

TCP packet with
the invalid

0.12%

S 202000
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checksum value

has been detected.

Very Small IP
Fragment attack

has been detected.

0.12%

aFf

0.60%

M 15. |192.168.99.207

ICMP packet with
the invalid
checksum value

has been detected.

0.12%

SYN Flood attack

has been detected.

0.12%

TCP packet with
malformed option

has been detected.

0.12%

Too Many IP
Fragment attack

has been detected.

0.12%

UDP packet with
the invalid
checksum value

has been detected.

0.12%

aEt

0.60%

W 16. |192.168.99.216

Host scanning has
been detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

Too Many IP
Fragment attack

has been detected.

0.12%

At

0.60%

W17, |192.168.99.231

Host scanning has
been detected.

0.12%

Packet has been
received from the

0.12%

S 202000
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already blocked
host.

SYN Flood attack 1| 0.12%
has been detected.

TCP packet with 1| 0.12%
malformed option
has been detected.

TCP packet with 1| 0.12%
the invalid
checksum value
has been detected.

&3t 5 0.60%

M 18. |192.168.99.234 Fragmented IGMP 3| 0.36%
attack has been
detected.

IP packet with the 1| 0.12%
malformed IP
option has been
detected.

UDP packet with 1| 0.12%
the invalid
checksum value
has been detected.

azt 5[ 0.60%

19. |192.168.99.193 IP packet with the 1| 0.12%
malformed IP
option has been
detected.

TCP port scanning 1| 0.12%
has been detected.

UDP Bomb attack 1| 0.12%
has been detected.

UDP port scanning 1| 0.12%
has been detected.

23t 4 0.48%

M 20. |192.168.99.194 UDP port scanning 2| 0.24%
has been detected.

ICMP packet with 1| 0.12%
the invalid
checksum value
has been detected.

TCP packet with 1| 0.12%
the invalid
checksum value
has been detected.

23t 4| 0.48%

/g 735| 89.52%

S 202000

hitachisoft.jp
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192.168.99.224

Fragmented IGMP
attack has been
detected.

1.14%

Too Many IP
Fragment attack
has been detected.

1.14%

Host scanning has
been detected.

0.57%

IP packet with the
malformed IP
option has been
detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

TCP packet with
the malformed TCP
header has been
detected.

0.57%

TCP port scanning
has been detected.

0.57%

UDP packet with
the invalid
checksum value
has been detected.

0.57%

&t

10

5.71%

2.

192.168.99.208

IP packet with the
network source IP
address has been
detected.

1.14%

Host scanning has
been detected.

0.57%

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

Packet has been
received from the
already blocked
host.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

S 202000
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TCP packet with
the malformed TCP
header has been
detected.

0.57%

TCP-SYN packet
with data part has
been detected.

0.57%

aFf

4.57%

192.168.99.200

TCP port scanning
has been detected.

1.14%

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

IP packet with the
malformed IP
option has been
detected.

0.57%

IP packet with the
network source IP
address has been
detected.

0.57%

Packet has been
received from the
already blocked
host.

0.57%

TCP packet with
the malformed TCP
header has been
detected.

0.57%

&t

4.00%

4.

192.168.99.227

UDP port scanning
has been detected.

1.14%

Fragmented IGMP
attack has been
detected.

0.57%

Packet has been
received from the
already blocked
host.

0.57%

SYN Flood attack
has been detected.

0.57%

TCP packet with
malformed option
has been detected.

0.57%

UDP Bomb attack
has been detected.

0.57%

S 202000
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At

4.00%

W5

192.168.99.190

ICMP Flood attack

has been detected.

0.57%

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

SYN Flood attack

has been detected.

0.57%

TCP packet with
the invalid
checksum value

has been detected.

0.57%

Too Many IP
Fragment attack

has been detected.

0.57%

Very Small IP
Fragment attack

has been detected.

0.57%

aEt

3.42%

me.

192.168.99.210

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

IP packet with the
network source IP
address has been
detected.

0.57%

SYN Flood attack

has been detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

TCP port scanning

has been detected.

0.57%

UDP packet with
the invalid
checksum value

has been detected.

0.57%

At

3.42%

m7.

192.168.99.225

ICMP Flood attack

has been detected.

0.57%

ICMP packet with
the invalid

0.57%

S 202000
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checksum value

has been detected.

TCP packet with
malformed option

has been detected.

0.57%

TCP packet with
the invalid
checksum value

has been detected.

0.57%

UDP packet with
the invalid
checksum value

has been detected.

0.57%

UDP port scanning

has been detected.

0.57%

&t

3.42%

H3.

192.168.99.235

ICMP Flood attack

has been detected.

1.71%

Fragmented IGMP
attack has been
detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

UDP packet with
the invalid
checksum value

has been detected.

0.57%

&t

3.42%

192.168.99.198

ICMP Flood attack

has been detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

TCP packet with
malformed option

has been detected.

0.57%

TCP packet with
the invalid
checksum value

has been detected.

0.57%

S 202000
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Very Small IP
Fragment attack
has been detected.

0.57%

At

2.85%

W 10.

192.168.99.207

ICMP packet with
the invalid
checksum value
has been detected.

0.57%

SYN Flood attack
has been detected.

0.57%

TCP packet with
malformed option
has been detected.

0.57%

Too Many IP
Fragment attack
has been detected.

0.57%

UDP packet with
the invalid
checksum value
has been detected.

0.57%

ot

2.85%

11.

192.168.99.216

Host scanning has
been detected.

0.57%

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

IP packet with the
network source IP
address has been
detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

Too Many IP
Fragment attack
has been detected.

0.57%

A

2.85%

W12

192.168.99.231

Host scanning has
been detected.

0.57%

Packet has been
received from the
already blocked
host.

0.57%

S 202000
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SYN Flood attack

has been detected.

0.57%

TCP packet with
malformed option

has been detected.

0.57%

TCP packet with
the invalid
checksum value

has been detected.

0.57%

aFf

2.85%

13.

192.168.99.234

Fragmented IGMP
attack has been
detected.

1.71%

IP packet with the
malformed IP
option has been
detected.

0.57%

UDP packet with
the invalid
checksum value

has been detected.

0.57%

aEt

2.85%

W14,

192.168.99.193

IP packet with the
malformed IP
option has been
detected.

0.57%

TCP port scanning

has been detected.

0.57%

UDP Bomb attack

has been detected.

0.57%

UDP port scanning

has been detected.

0.57%

&t

2.28%

M 15.

192.168.99.194

UDP port scanning

has been detected.

1.14%

ICMP packet with
the invalid
checksum value

has been detected.

0.57%

TCP packet with
the invalid
checksum value

has been detected.

0.57%

At

2.28%

W 16.

192.168.99.195

Too Many IP
Fragment attack

has been detected.

1.14%

S 202000
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Packet has been
received from the
already blocked
host.

0.57%

TCP packet with
the malformed TCP
header has been
detected.

0.57%

aFf

2.28%

m17.

192.168.99.196

ICMP Flood attack
has been detected.

0.57%

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

IP packet with the
malformed IP
option has been
detected.

0.57%

UDP packet with
the invalid
checksum value
has been detected.

0.57%

&t

2.28%

H 18.

192.168.99.197

Fragmented IGMP
attack has been
detected.

0.57%

ICMP packet with
the invalid
checksum value
has been detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

TCP port scanning
has been detected.

0.57%

At

2.28%

19.

192.168.99.204

ICMP packet with
the invalid
checksum value
has been detected.

0.57%

TCP port scanning
has been detected.

0.57%

TCP-SYN packet

0.57%
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with data part has

been detected.

UDP packet with 1| 0.57%

the invalid

checksum value

has been detected.

&3 4 2.28%

M 20. |192.168.99.209 Fragmented IGMP 1| 0.57%

attack has been

detected.

ICMP packet with 1| 0.57%

the invalid

checksum value

has been detected.

Packet has been 1{ 0.57%

received from the

already blocked

host.

TCP packet with 1| 0.57%

the malformed TCP

header has been

detected.

&t 4 2.28%
/B 109 | 62.28%
Z D 66| 37.71%
il 175 | 100.00%
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mi.

Tech Support (sample)

IP packet with the
network source IP
address has been
detected.

3.16%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

2.53%

TCP port scanning
has been detected.

2.53%

ICMP packet with
the invalid
checksum value
has been detected.

1.89%

ICMP packet with
the malformed
ICMP header has
been detected.

1.89%

Packet has been
received from the
already blocked
host.

1.89%

TCP packet with
the malformed TCP
header has been
detected.

1.89%

UDP packet with
the invalid
checksum value
has been detected.

1.89%

ICMP Flood attack
has been detected.

1.26%

IP packet with the
malformed IP
option has been
detected.

1.26%

SYN Flood attack
has been detected.

1.26%

TCP packet with
malformed option
has been detected.

1.26%

TCP-SYN packet
with data part has
been detected.

1.26%

Too Many IP
Fragment attack
has been detected.

1.26%

S 202000
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Fragmented IGMP
attack has been
detected.

0.63%

Host scanning has
been detected.

0.63%

TCP packet with
the invalid
checksum value
has been detected.

0.63%

UDP Bomb attack
has been detected.

0.63%

Very Small IP
Fragment attack
has been detected.

0.63%

&t

28.48%

2.

Development (sample)

ICMP packet with
the invalid
checksum value
has been detected.

3.16%

Too Many IP
Fragment attack
has been detected.

3.16%

Fragmented IGMP
attack has been
detected.

1.89%

IP packet with the
malformed IP
option has been
detected.

1.89%

TCP packet with
the malformed TCP
header has been
detected.

1.89%

UDP Bomb attack
has been detected.

1.89%

UDP port scanning
has been detected.

1.89%

Packet has been
received from the
already blocked
host.

1.26%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

1.26%
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TCP packet with
malformed option

has been detected.

1.26%

UDP packet with
the invalid
checksum value

has been detected.

1.26%

Host scanning has
been detected.

0.63%

ICMP Flood attack

has been detected.

0.63%

SYN Flood attack

has been detected.

0.63%

TCP packet with
the invalid
checksum value

has been detected.

0.63%

TCP port scanning

has been detected.

0.63%

TCP-SYN packet
with data part has
been detected.

0.63%

Very Small IP
Fragment attack

has been detected.

0.63%

aEt

40

25.31%

Accounting (sample)

Fragmented IGMP
attack has been
detected.

3.16%

ICMP Flood attack

has been detected.

3.16%

Host scanning has
been detected.

1.89%

TCP packet with
the invalid
checksum value

has been detected.

1.89%

ICMP packet with
the invalid
checksum value

has been detected.

1.26%

SYN Flood attack

has been detected.

1.26%

TCP packet with
invalid ack number
that is not related
with the existing

1.26%
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connections has
been received.

TCP packet with
malformed option
has been detected.

1.26%

TCP port scanning
has been detected.

1.26%

TCP-SYN packet
with data part has
been detected.

1.26%

UDP packet with
the invalid
checksum value
has been detected.

1.26%

IP packet with the
malformed IP
option has been
detected.

0.63%

IP packet with the
network source IP
address has been
detected.

0.63%

Packet has been
received from the
already blocked
host.

0.63%

TCP packet with
the malformed TCP
header has been
detected.

0.63%

Too Many IP
Fragment attack
has been detected.

0.63%

UDP port scanning
has been detected.

0.63%

Very Small IP
Fragment attack
has been detected.

0.63%

At

23.41%

H4.

Sales (sample)

UDP packet with
the invalid
checksum value
has been detected.

2.53%

ICMP packet with
the malformed
ICMP header has
been detected.

1.89%
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IP packet with the
malformed IP
option has been
detected.

1.89%

Too Many IP
Fragment attack
has been detected.

1.89%

Host scanning has
been detected.

1.26%

IP packet with the
network source IP
address has been
detected.

1.26%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

1.26%

TCP packet with
the malformed TCP
header has been
detected.

1.26%

TCP-SYN packet
with data part has
been detected.

1.26%

Very Small IP
Fragment attack
has been detected.

1.26%

ICMP Flood attack
has been detected.

0.63%

Packet has been
received from the
already blocked
host.

0.63%

SYN Flood attack
has been detected.

0.63%

TCP packet with
the invalid
checksum value
has been detected.

0.63%

TCP port scanning
has been detected.

0.63%

a8t

30

18.98%

m>5.

Partners (sample)

UDP port scanning
has been detected.

1.26%

ICMP packet with

0.63%
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the invalid
checksum value

has been detected.

TCP packet with
the invalid
checksum value

has been detected.

0.63%

aFf

2.53%

Intranet (sample)

ICMP packet with
the malformed
ICMP header has
been detected.

1.26%

At

158

100.00%

KETHMEBRBEAS T -~ TFH—F
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WERFENE - BT T o T2 BB O TR,

BE - COERTERENDINDTRTOT —4 &,

INEE - RCTBUERR SN DHNOTRTOT =%, FRINRNT = ZIINGHIEEREE A,

© 50 47 o 7 T L BRI - Dm0

S 202000

hitachisoft.jp

34




BTG BB A~ F

ZONR=VF, FInd (KT

ED XD BB MIE TN E2 TR LET,

BERAHNBREARDH#B

11/02 11/06
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11/04 11/08

11/10
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I
11/24
11/14  11/18 11/22  11/26

H

I I
11/28

11/30

== 133.108.222.12

== 133.108.222.13

133.108.222.10
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== 133.108.222.11
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133.108.222.12

Host scanning has
been detected.

12

1.85%

UDP port scanning

has been detected.

12

1.85%

IP packet with the
network source IP
address has been
detected.

10

1.54%

Very Small IP
Fragment attack

has been detected.

10

1.54%

TCP port scanning

has been detected.

1.39%

ICMP packet with
the malformed
ICMP header has
been detected.

1.23%

ICMP Flood attack

has been detected.

1.08%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

1.08%

TCP packet with
the invalid
checksum value

has been detected.

1.08%

UDP Bomb attack

has been detected.

1.08%

TCP packet with
malformed option

has been detected.

0.92%

TCP-SYN packet
with data part has
been detected.

0.92%

Too Many IP
Fragment attack

has been detected.

0.92%

ICMP packet with
the invalid
checksum value

has been detected.

0.77%

SYN Flood attack

has been detected.

0.77%

Fragmented IGMP
attack has been

0.61%
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detected.

Packet has been
received from the
already blocked
host.

0.61%

UDP packet with
the invalid
checksum value
has been detected.

0.61%

IP packet with the
malformed IP
option has been
detected.

0.46%

TCP packet with
the malformed TCP
header has been
detected.

0.31%

aEt

134

20.74%

2.

133.108.222.13

TCP packet with
the malformed TCP
header has been
detected.

14

2.16%

IP packet with the
network source IP
address has been
detected.

10

1.54%

UDP packet with
the invalid
checksum value
has been detected.

1.39%

Very Small IP
Fragment attack
has been detected.

1.39%

Host scanning has
been detected.

1.23%

SYN Flood attack
has been detected.

1.23%

TCP port scanning
has been detected.

1.23%

TCP packet with
the invalid
checksum value
has been detected.

1.08%

Packet has been
received from the
already blocked
host.

0.92%

S 202000

hitachisoft.jp

37



KETTHISNBAEA N b

KT

KRR

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.92%

TCP-SYN packet
with data part has
been detected.

0.92%

Too Many IP
Fragment attack

has been detected.

0.92%

UDP Bomb attack

has been detected.

0.92%

ICMP Flood attack

has been detected.

0.77%

ICMP packet with
the invalid
checksum value

has been detected.

0.77%

IP packet with the
malformed IP
option has been
detected.

0.77%

TCP packet with
malformed option

has been detected.

0.77%

UDP port scanning

has been detected.

0.61%

Fragmented IGMP
attack has been
detected.

0.46%

ICMP packet with
the malformed
ICMP header has
been detected.

0.15%

&t

131

20.27%

133.108.222.10

IP packet with the
malformed IP
option has been
detected.

13

2.01%

IP packet with the
network source IP
address has been
detected.

12

1.85%

Very Small IP
Fragment attack

10

1.54%
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has been detected.

TCP packet with
the malformed TCP
header has been
detected.

1.39%

Too Many IP
Fragment attack
has been detected.

1.39%

UDP Bomb attack
has been detected.

1.39%

UDP packet with
the invalid
checksum value
has been detected.

1.23%

ICMP Flood attack
has been detected.

1.08%

SYN Flood attack
has been detected.

1.08%

TCP port scanning
has been detected.

1.08%

Fragmented IGMP
attack has been
detected.

0.92%

TCP-SYN packet
with data part has
been detected.

0.92%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.77%

ICMP packet with
the invalid
checksum value
has been detected.

0.61%

Packet has been
received from the
already blocked
host.

0.61%

UDP port scanning
has been detected.

0.61%

ICMP packet with
the malformed
ICMP header has
been detected.

0.46%

TCP packet with

0.46%
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the invalid
checksum value

has been detected.

TCP packet with
malformed option

has been detected.

0.31%

Host scanning has
been detected.

0.15%

a8t

129

19.96%

m4

133.108.222.14

ICMP packet with
the malformed
ICMP header has
been detected.

12

1.85%

SYN Flood attack

has been detected.

12

1.85%

Host scanning has
been detected.

11

1.70%

ICMP Flood attack

has been detected.

11

1.70%

ICMP packet with
the invalid
checksum value

has been detected.

11

1.70%

IP packet with the
network source IP
address has been
detected.

1.08%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

1.08%

TCP packet with
malformed option

has been detected.

1.08%

IP packet with the
malformed IP
option has been
detected.

0.92%

UDP Bomb attack

has been detected.

0.92%

Fragmented IGMP
attack has been
detected.

0.77%

TCP packet with
the invalid

0.77%
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checksum value
has been detected.

TCP packet with
the malformed TCP
header has been
detected.

0.77%

Very Small IP
Fragment attack
has been detected.

0.77%

TCP port scanning
has been detected.

0.61%

TCP-SYN packet
with data part has
been detected.

0.61%

UDP packet with
the invalid
checksum value
has been detected.

0.61%

Too Many IP
Fragment attack
has been detected.

0.46%

Packet has been
received from the
already blocked
host.

0.31%

UDP port scanning
has been detected.

0.31%

aFt

129

19.96%

W5

133.108.222.11

ICMP Flood attack
has been detected.

15

2.32%

Fragmented IGMP
attack has been
detected.

1.23%

UDP port scanning
has been detected.

1.23%

Very Small IP
Fragment attack
has been detected.

1.23%

ICMP packet with
the invalid
checksum value
has been detected.

1.08%

Packet has been
received from the
already blocked
host.

1.08%

SYN Flood attack

1.08%
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has been detected.

TCP packet with
malformed option
has been detected.

1.08%

TCP packet with
the malformed TCP
header has been
detected.

1.08%

Host scanning has
been detected.

0.92%

TCP port scanning
has been detected.

0.92%

TCP-SYN packet
with data part has
been detected.

0.92%

ICMP packet with
the malformed
ICMP header has
been detected.

0.77%

IP packet with the
network source IP
address has been
detected.

0.77%

TCP packet with
the invalid
checksum value
has been detected.

0.77%

UDP Bomb attack
has been detected.

0.61%

UDP packet with
the invalid
checksum value
has been detected.

0.61%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.46%

Too Many IP
Fragment attack
has been detected.

0.46%

IP packet with the
malformed IP
option has been
detected.

0.31%

Bt

123

19.04%
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11/04

11/08 11/12  11/16 11/20 11/24 11/28

H
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== 133.108.222.13
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133.108.222.10

TCP port scanning
has been detected.

0.73%

Host scanning has
been detected.

0.48%

ICMP packet with
the invalid
checksum value
has been detected.

0.48%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.48%

Fragmented IGMP
attack has been
detected.

0.36%

IP packet with the
malformed IP
option has been
detected.

0.36%

TCP packet with
malformed option
has been detected.

0.36%

UDP Bomb attack
has been detected.

0.36%

IP packet with the
network source IP
address has been
detected.

0.24%

SYN Flood attack
has been detected.

0.24%

TCP packet with
the invalid
checksum value
has been detected.

0.24%

UDP port scanning
has been detected.

0.24%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

Too Many IP
Fragment attack
has been detected.

0.12%
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UDP packet with
the invalid
checksum value
has been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

aFf

43

5.23%

M2 |133.108.222.12

Too Many IP
Fragment attack
has been detected.

0.48%

ICMP Flood attack
has been detected.

0.36%

ICMP packet with
the invalid
checksum value
has been detected.

0.36%

ICMP packet with
the malformed
ICMP header has
been detected.

0.36%

Packet has been
received from the
already blocked
host.

0.36%

UDP packet with
the invalid
checksum value
has been detected.

0.36%

IP packet with the
network source IP
address has been
detected.

0.24%

SYN Flood attack
has been detected.

0.24%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.24%

TCP packet with
malformed option
has been detected.

0.24%

TCP packet with
the invalid
checksum value

0.24%
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has been detected.

TCP packet with
the malformed TCP
header has been
detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

Host scanning has
been detected.

0.12%

IP packet with the
malformed IP
option has been
detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

UDP Bomb attack
has been detected.

0.12%

UDP port scanning
has been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

ot

4.62%

3. |133.108.222.11

ICMP Flood attack
has been detected.

0.48%

UDP packet with
the invalid
checksum value
has been detected.

0.48%

ICMP packet with
the invalid
checksum value
has been detected.

0.36%

ICMP packet with
the malformed
ICMP header has
been detected.

0.36%

IP packet with the
network source IP
address has been
detected.

0.36%

Fragmented IGMP
attack has been
detected.

0.24%

TCP packet with

0.24%
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invalid ack number
that is not related
with the existing
connections has
been received.

TCP packet with
the malformed TCP
header has been
detected.

0.24%

TCP port scanning
has been detected.

0.24%

TCP-SYN packet
with data part has
been detected.

0.24%

UDP port scanning
has been detected.

0.24%

Host scanning has
been detected.

0.12%

SYN Flood attack
has been detected.

0.12%

TCP packet with
malformed option
has been detected.

0.12%

TCP packet with
the invalid
checksum value
has been detected.

0.12%

Too Many IP
Fragment attack
has been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

&t

35

4.26%

W4, |133.108.222.13

TCP port scanning
has been detected.

0.36%

Too Many IP
Fragment attack
has been detected.

0.36%

Fragmented IGMP
attack has been
detected.

0.24%

ICMP packet with
the malformed
ICMP header has
been detected.

0.24%

IP packet with the

0.24%
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malformed IP
option has been
detected.

Packet has been
received from the
already blocked
host.

0.24%

TCP packet with
the invalid
checksum value
has been detected.

0.24%

TCP-SYN packet
with data part has
been detected.

0.24%

UDP Bomb attack
has been detected.

0.24%

UDP port scanning
has been detected.

0.24%

Host scanning has
been detected.

0.12%

ICMP Flood attack
has been detected.

0.12%

ICMP packet with
the invalid
checksum value
has been detected.

0.12%

SYN Flood attack
has been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
malformed option
has been detected.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

UDP packet with
the invalid
checksum value
has been detected.

0.12%

Very Small IP
Fragment attack

0.12%
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has been detected.

At

31

3.77%

W5 |133.108.222.14

IP packet with the
malformed IP
option has been
detected.

0.48%

TCP packet with
the malformed TCP
header has been
detected.

0.36%

Too Many IP
Fragment attack
has been detected.

0.36%

Fragmented IGMP
attack has been
detected.

0.24%

ICMP Flood attack
has been detected.

0.24%

Packet has been
received from the
already blocked
host.

0.24%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.24%

UDP packet with
the invalid
checksum value
has been detected.

0.24%

Very Small IP
Fragment attack
has been detected.

0.24%

ICMP packet with
the invalid
checksum value
has been detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

S 202000
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SYN Flood attack

has been detected.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

aFf

28

3.41%

M6, |192.168.99.231

Packet has been
received from the
already blocked
host.

0.36%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.36%

TCP port scanning

has been detected.

0.24%

Very Small IP
Fragment attack

has been detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

Host scanning has
been detected.

0.12%

ICMP packet with
the invalid
checksum value

has been detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

SYN Flood attack

has been detected.

0.12%

TCP packet with
malformed option

has been detected.

0.12%
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TCP packet with
the invalid
checksum value
has been detected.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

Too Many IP
Fragment attack
has been detected.

0.12%

UDP Bomb attack
has been detected.

0.12%

UDP port scanning
has been detected.

0.12%

&t

2.68%

W7 [192.168.99.235

UDP port scanning
has been detected.

0.36%

Packet has been
received from the
already blocked
host.

0.24%

SYN Flood attack
has been detected.

0.24%

TCP packet with
the malformed TCP
header has been
detected.

0.24%

TCP-SYN packet
with data part has
been detected.

0.24%

UDP Bomb attack
has been detected.

0.24%

Host scanning has
been detected.

0.12%

ICMP Flood attack
has been detected.

0.12%

ICMP packet with
the invalid
checksum value
has been detected.

0.12%

IP packet with the
malformed IP
option has been
detected.

0.12%

TCP packet with
invalid ack number

0.12%

S 202000
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that is not related
with the existing
connections has
been received.

TCP port scanning
has been detected.

0.12%

Too Many IP
Fragment attack
has been detected.

0.12%

UDP packet with
the invalid
checksum value
has been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

aEt

22

2.68%

W38 [192.168.99.239

ICMP packet with
the invalid
checksum value
has been detected.

0.48%

ICMP Flood attack
has been detected.

0.36%

IP packet with the
network source IP
address has been
detected.

0.36%

ICMP packet with
the malformed
ICMP header has
been detected.

0.24%

TCP packet with
the malformed TCP
header has been
detected.

0.24%

UDP Bomb attack
has been detected.

0.24%

IP packet with the
malformed IP
option has been
detected.

0.12%

SYN Flood attack
has been detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

UDP port scanning

0.12%

S 202000
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has been detected.

Very Small IP
Fragment attack
has been detected.

0.12%

At

21

2.55%

9. 1192.168.99.222

UDP packet with
the invalid
checksum value
has been detected.

0.48%

Fragmented IGMP
attack has been
detected.

0.24%

IP packet with the
malformed IP
option has been
detected.

0.24%

UDP port scanning
has been detected.

0.24%

Host scanning has
been detected.

0.12%

ICMP Flood attack
has been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

SYN Flood attack
has been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
malformed option
has been detected.

0.12%

TCP packet with
the invalid
checksum value
has been detected.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

Too Many IP
Fragment attack

0.12%

S 202000
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has been detected.

Very Small IP
Fragment attack

has been detected.

0.12%

At

20

2.43%

M 10. |192.168.99.203

IP packet with the
network source IP
address has been
detected.

0.36%

SYN Flood attack

has been detected.

0.36%

Host scanning has
been detected.

0.24%

ICMP Flood attack

has been detected.

0.24%

IP packet with the
malformed IP
option has been
detected.

0.24%

Packet has been
received from the
already blocked
host.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

ICMP packet with
the invalid
checksum value

has been detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

Very Small IP
Fragment attack

has been detected.

0.12%

&t

18

2.19%

11. |192.168.99.210

ICMP Flood attack

has been detected.

0.24%

ICMP packet with
the malformed
ICMP header has
been detected.

0.24%

IP packet with the
malformed IP
option has been
detected.

0.24%
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UDP Bomb attack

has been detected.

0.24%

Very Small IP
Fragment attack

has been detected.

0.24%

Host scanning has
been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

Packet has been
received from the
already blocked
host.

0.12%

TCP packet with
malformed option

has been detected.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

TCP port scanning

has been detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

Too Many IP
Fragment attack

has been detected.

0.12%

&t

18

2.19%

W12, |192.168.99.216

SYN Flood attack

has been detected.

0.36%

TCP-SYN packet
with data part has
been detected.

0.36%

UDP packet with
the invalid
checksum value

has been detected.

0.36%

IP packet with the
network source IP
address has been
detected.

0.24%

Host scanning has
been detected.

0.12%

ICMP Flood attack

0.12%
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has been detected.

ICMP packet with
the invalid
checksum value
has been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

UDP port scanning
has been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

aEt

2.19%

13. |192.168.99.230

IP packet with the
malformed IP
option has been
detected.

0.48%

ICMP packet with
the invalid
checksum value
has been detected.

0.24%

IP packet with the
network source IP
address has been
detected.

0.24%

TCP packet with
the invalid
checksum value
has been detected.

0.24%

Too Many IP
Fragment attack
has been detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%
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TCP packet with
the malformed TCP
header has been
detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

aFf

17

2.07%

W14, |192.168.99.195

Very Small IP
Fragment attack
has been detected.

0.36%

ICMP Flood attack
has been detected.

0.24%

TCP packet with
malformed option
has been detected.

0.24%

UDP port scanning
has been detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

Host scanning has
been detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

UDP Bomb attack
has been detected.

0.12%

UDP packet with
the invalid
checksum value
has been detected.

0.12%

B

16

1.94%

W15 |192.168.99.201

IP packet with the
network source IP
address has been

0.36%
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detected.

TCP packet with
malformed option
has been detected.

0.24%

UDP Bomb attack
has been detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

Host scanning has
been detected.

0.12%

ICMP Flood attack
has been detected.

0.12%

SYN Flood attack
has been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
the invalid
checksum value
has been detected.

0.12%

TCP packet with
the malformed TCP
header has been
detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

Very Small IP
Fragment attack
has been detected.

0.12%

&t

16

1.94%

M 16. |192.168.99.202

Fragmented IGMP
attack has been
detected.

0.24%

ICMP packet with
the invalid
checksum value
has been detected.

0.24%

Packet has been
received from the
already blocked
host.

0.24%
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TCP packet with
the malformed TCP
header has been
detected.

0.24%

Very Small IP
Fragment attack
has been detected.

0.24%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.12%

TCP packet with
malformed option
has been detected.

0.12%

TCP port scanning
has been detected.

0.12%

Too Many IP
Fragment attack
has been detected.

0.12%

UDP packet with
the invalid
checksum value
has been detected.

0.12%

&t

16

1.94%

W17, |192.168.99.204

Very Small IP
Fragment attack
has been detected.

0.36%

Too Many IP
Fragment attack
has been detected.

0.24%

UDP Bomb attack
has been detected.

0.24%

Fragmented IGMP
attack has been
detected.

0.12%

ICMP Flood attack
has been detected.

0.12%

ICMP packet with
the malformed
ICMP header has
been detected.

0.12%
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Packet has been
received from the
already blocked
host.

0.12%

SYN Flood attack

has been detected.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

TCP port scanning

has been detected.

0.12%

UDP packet with
the invalid
checksum value

has been detected.

0.12%

UDP port scanning

has been detected.

0.12%

aEt

16

1.94%

W 18. |192.168.99.209

TCP packet with
malformed option

has been detected.

0.36%

ICMP Flood attack

has been detected.

0.24%

ICMP packet with
the invalid
checksum value

has been detected.

0.24%

ICMP packet with
the malformed
ICMP header has
been detected.

0.24%

UDP packet with
the invalid
checksum value

has been detected.

0.24%

IP packet with the
malformed IP
option has been
detected.

0.12%

SYN Flood attack

has been detected.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

Too Many IP

0.12%
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Fragment attack

has been detected.

Very Small IP
Fragment attack

has been detected.

0.12%

aFf

16

1.94%

19. |192.168.99.226

ICMP packet with
the invalid
checksum value

has been detected.

0.24%

ICMP packet with
the malformed
ICMP header has
been detected.

0.24%

SYN Flood attack

has been detected.

0.24%

Host scanning has
been detected.

0.12%

ICMP Flood attack

has been detected.

0.12%

IP packet with the
malformed IP
option has been
detected.

0.12%

IP packet with the
network source IP
address has been
detected.

0.12%

Packet has been
received from the
already blocked
host.

0.12%

TCP packet with
the invalid
checksum value

has been detected.

0.12%

TCP-SYN packet
with data part has
been detected.

0.12%

UDP Bomb attack

has been detected.

0.12%

UDP port scanning

has been detected.

0.12%

A

15

1.82%

W 20. |192.168.99.196

Fragmented IGMP
attack has been
detected.

0.24%
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Very Small IP 2| 0.24%
Fragment attack
has been detected.
Host scanning has 1| 0.12%
been detected.
ICMP Flood attack 1| 0.12%
has been detected.
ICMP packet with 1| 0.12%
the invalid
checksum value
has been detected.
IP packet with the 1| 0.12%
malformed IP
option has been
detected.
TCP packet with 1| 0.12%
malformed option
has been detected.
TCP packet with 1| 0.12%
the invalid
checksum value
has been detected.
TCP packet with 1| 0.12%
the malformed TCP
header has been
detected.
TCP port scanning 1| 0.12%
has been detected.
UDP packet with 1| 0.12%
the invalid
checksum value
has been detected.
UDP port scanning 1| 0.12%
has been detected.
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mi.

192.168.99.231

Packet has been
received from the
already blocked
host.

0.46%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.46%

TCP port scanning
has been detected.

0.31%

Very Small IP
Fragment attack
has been detected.

0.31%

Fragmented IGMP
attack has been
detected.

0.15%

Host scanning has
been detected.

0.15%

ICMP packet with
the invalid
checksum value
has been detected.

0.15%

ICMP packet with
the malformed
ICMP header has
been detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%

SYN Flood attack
has been detected.

0.15%

TCP packet with
malformed option
has been detected.

0.15%

TCP packet with
the invalid
checksum value
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

Too Many IP
Fragment attack
has been detected.

0.15%
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UDP Bomb attack
has been detected.

0.15%

UDP port scanning
has been detected.

0.15%

At

3.40%

2

192.168.99.235

UDP port scanning
has been detected.

0.46%

Packet has been
received from the
already blocked
host.

0.31%

SYN Flood attack
has been detected.

0.31%

TCP packet with
the malformed TCP
header has been
detected.

0.31%

TCP-SYN packet
with data part has
been detected.

0.31%

UDP Bomb attack
has been detected.

0.31%

Host scanning has
been detected.

0.15%

ICMP Flood attack
has been detected.

0.15%

ICMP packet with
the invalid
checksum value
has been detected.

0.15%

IP packet with the
malformed IP
option has been
detected.

0.15%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%

TCP port scanning
has been detected.

0.15%

Too Many IP
Fragment attack
has been detected.

0.15%

UDP packet with
the invalid

0.15%
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checksum value
has been detected.

Very Small IP
Fragment attack
has been detected.

0.15%

aFf

22

3.40%

192.168.99.239

ICMP packet with
the invalid
checksum value
has been detected.

0.61%

ICMP Flood attack
has been detected.

0.46%

IP packet with the
network source IP
address has been
detected.

0.46%

ICMP packet with
the malformed
ICMP header has
been detected.

0.31%

TCP packet with
the malformed TCP
header has been
detected.

0.31%

UDP Bomb attack
has been detected.

0.31%

IP packet with the
malformed IP
option has been
detected.

0.15%

SYN Flood attack
has been detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

UDP port scanning
has been detected.

0.15%

Very Small IP
Fragment attack
has been detected.

0.15%

At

3.25%

4.

192.168.99.222

UDP packet with
the invalid
checksum value
has been detected.

0.61%

Fragmented IGMP
attack has been

0.31%
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detected.

IP packet with the
malformed IP
option has been
detected.

0.31%

UDP port scanning
has been detected.

0.31%

Host scanning has
been detected.

0.15%

ICMP Flood attack
has been detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%

SYN Flood attack
has been detected.

0.15%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%

TCP packet with
malformed option
has been detected.

0.15%

TCP packet with
the invalid
checksum value
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

Too Many IP
Fragment attack
has been detected.

0.15%

Very Small IP
Fragment attack
has been detected.

0.15%

A

20

3.09%

W5

192.168.99.203

IP packet with the
network source IP
address has been
detected.

0.46%

SYN Flood attack
has been detected.

0.46%
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Host scanning has
been detected.

0.31%

ICMP Flood attack

has been detected.

0.31%

IP packet with the
malformed IP
option has been
detected.

0.31%

Packet has been
received from the
already blocked
host.

0.31%

Fragmented IGMP
attack has been
detected.

0.15%

ICMP packet with
the invalid
checksum value

has been detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

Very Small IP
Fragment attack

has been detected.

0.15%

aEt

18

2.78%

M 6.

192.168.99.210

ICMP Flood attack

has been detected.

0.31%

ICMP packet with
the malformed
ICMP header has
been detected.

0.31%

IP packet with the
malformed IP
option has been
detected.

0.31%

UDP Bomb attack

has been detected.

0.31%

Very Small IP
Fragment attack

has been detected.

0.31%

Host scanning has
been detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%
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Packet has been
received from the
already blocked
host.

0.15%

TCP packet with
malformed option

has been detected.

0.15%

TCP packet with
the invalid
checksum value

has been detected.

0.15%

TCP port scanning

has been detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

Too Many IP
Fragment attack

has been detected.

0.15%

aEt

18

2.78%

m7.

192.168.99.216

SYN Flood attack

has been detected.

0.46%

TCP-SYN packet
with data part has
been detected.

0.46%

UDP packet with
the invalid
checksum value

has been detected.

0.46%

IP packet with the
network source IP
address has been
detected.

0.31%

Host scanning has
been detected.

0.15%

ICMP Flood attack

has been detected.

0.15%

ICMP packet with
the invalid
checksum value

has been detected.

0.15%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%
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TCP packet with
the malformed TCP
header has been
detected.

0.15%

UDP port scanning
has been detected.

0.15%

Very Small IP
Fragment attack
has been detected.

0.15%

aFf

2.78%

H 8.

192.168.99.230

IP packet with the
malformed IP
option has been
detected.

0.61%

ICMP packet with
the invalid
checksum value
has been detected.

0.31%

IP packet with the
network source IP
address has been
detected.

0.31%

TCP packet with
the invalid
checksum value
has been detected.

0.31%

Too Many IP
Fragment attack
has been detected.

0.31%

Fragmented IGMP
attack has been
detected.

0.15%

ICMP packet with
the malformed
ICMP header has
been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

Very Small IP
Fragment attack
has been detected.

0.15%

&t

17

2.63%
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9.

192.168.99.195

Very Small IP
Fragment attack
has been detected.

0.46%

ICMP Flood attack
has been detected.

0.31%

TCP packet with
malformed option
has been detected.

0.31%

UDP port scanning
has been detected.

0.31%

Fragmented IGMP
attack has been
detected.

0.15%

Host scanning has
been detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

UDP Bomb attack
has been detected.

0.15%

UDP packet with
the invalid
checksum value
has been detected.

0.15%

&t

16

2.47%

W 10.

192.168.99.201

IP packet with the
network source IP
address has been
detected.

0.46%

TCP packet with
malformed option
has been detected.

0.31%

UDP Bomb attack
has been detected.

0.31%

Fragmented IGMP
attack has been
detected.

0.15%

Host scanning has
been detected.

0.15%
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ICMP Flood attack
has been detected.

0.15%

SYN Flood attack
has been detected.

0.15%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%

TCP packet with
the invalid
checksum value
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

Very Small IP
Fragment attack
has been detected.

0.15%

ot

16

2.47%

11.

192.168.99.202

Fragmented IGMP
attack has been
detected.

0.31%

ICMP packet with
the invalid
checksum value
has been detected.

0.31%

Packet has been
received from the
already blocked
host.

0.31%

TCP packet with
the malformed TCP
header has been
detected.

0.31%

Very Small IP
Fragment attack
has been detected.

0.31%

ICMP packet with
the malformed
ICMP header has
been detected.

0.15%

S 202000

hitachisoft.jp

74



KRN LA X |

P& S

KRR

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%

TCP packet with
malformed option

has been detected.

0.15%

TCP port scanning

has been detected.

0.15%

Too Many IP
Fragment attack

has been detected.

0.15%

UDP packet with
the invalid
checksum value

has been detected.

0.15%

ot

16

2.47%

W12

192.168.99.204

Very Small IP
Fragment attack

has been detected.

0.46%

Too Many IP
Fragment attack

has been detected.

0.31%

UDP Bomb attack

has been detected.

0.31%

Fragmented IGMP
attack has been
detected.

0.15%

ICMP Flood attack

has been detected.

0.15%

ICMP packet with
the malformed
ICMP header has
been detected.

0.15%

Packet has been
received from the
already blocked
host.

0.15%

SYN Flood attack

has been detected.

0.15%

TCP packet with
the invalid
checksum value

has been detected.

0.15%

TCP port scanning

0.15%
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has been detected.

UDP packet with
the invalid
checksum value

has been detected.

0.15%

UDP port scanning

has been detected.

0.15%

aFf

16

2.47%

13.

192.168.99.209

TCP packet with
malformed option

has been detected.

0.46%

ICMP Flood attack

has been detected.

0.31%

ICMP packet with
the invalid
checksum value

has been detected.

0.31%

ICMP packet with
the malformed
ICMP header has
been detected.

0.31%

UDP packet with
the invalid
checksum value

has been detected.

0.31%

IP packet with the
malformed IP
option has been
detected.

0.15%

SYN Flood attack

has been detected.

0.15%

TCP packet with
the invalid
checksum value

has been detected.

0.15%

Too Many IP
Fragment attack

has been detected.

0.15%

Very Small IP
Fragment attack

has been detected.

0.15%

At

16

2.47%

W14,

192.168.99.226

ICMP packet with
the invalid
checksum value

has been detected.

0.31%

ICMP packet with

0.31%
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the malformed
ICMP header has
been detected.

SYN Flood attack

has been detected.

0.31%

Host scanning has
been detected.

0.15%

ICMP Flood attack

has been detected.

0.15%

IP packet with the
malformed IP
option has been
detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%

Packet has been
received from the
already blocked
host.

0.15%

TCP packet with
the invalid
checksum value

has been detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

UDP Bomb attack

has been detected.

0.15%

UDP port scanning

has been detected.

0.15%

&t

2.32%

W 15.

192.168.99.196

Fragmented IGMP
attack has been
detected.

0.31%

Very Small IP
Fragment attack

has been detected.

0.31%

Host scanning has
been detected.

0.15%

ICMP Flood attack

has been detected.

0.15%

ICMP packet with
the invalid
checksum value

has been detected.

0.15%
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IP packet with the
malformed IP
option has been
detected.

0.15%

TCP packet with
malformed option
has been detected.

0.15%

TCP packet with
the invalid
checksum value
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

TCP port scanning
has been detected.

0.15%

UDP packet with
the invalid
checksum value
has been detected.

0.15%

UDP port scanning
has been detected.

0.15%

aEt

14

2.16%

M 16.

192.168.99.207

IP packet with the
network source IP
address has been
detected.

0.31%

SYN Flood attack
has been detected.

0.31%

TCP packet with
malformed option
has been detected.

0.31%

TCP port scanning
has been detected.

0.31%

UDP packet with
the invalid
checksum value
has been detected.

0.31%

ICMP packet with
the invalid
checksum value
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%
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UDP port scanning

has been detected.

0.15%

Very Small IP
Fragment attack

has been detected.

0.15%

aFf

2.16%

W17

192.168.99.233

Host scanning has
been detected.

0.31%

TCP port scanning

has been detected.

0.31%

TCP-SYN packet
with data part has
been detected.

0.31%

ICMP packet with
the invalid
checksum value

has been detected.

0.15%

IP packet with the
malformed IP
option has been
detected.

0.15%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%

TCP packet with
the invalid
checksum value

has been detected.

0.15%

Too Many IP
Fragment attack

has been detected.

0.15%

UDP Bomb attack

has been detected.

0.15%

UDP port scanning

has been detected.

0.15%

Very Small IP
Fragment attack

has been detected.

0.15%

At

2.16%

M 18.

192.168.99.234

Too Many IP
Fragment attack

has been detected.

0.46%

SYN Flood attack

has been detected.

0.31%
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Fragmented IGMP
attack has been
detected.

0.15%

ICMP Flood attack

has been detected.

0.15%

IP packet with the
malformed IP
option has been
detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.15%

TCP packet with
malformed option

has been detected.

0.15%

TCP port scanning

has been detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

UDP Bomb attack

has been detected.

0.15%

&t

2.16%

19.

192.168.99.208

Host scanning has
been detected.

0.31%

ICMP Flood attack

has been detected.

0.31%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.31%

TCP packet with
the invalid
checksum value

has been detected.

0.31%

ICMP packet with
the invalid
checksum value

0.15%
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has been detected.

Packet has been
received from the
already blocked
host.

0.15%

TCP packet with
malformed option
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

Very Small IP
Fragment attack
has been detected.

0.15%

&t

13

2.01%

il 20.

192.168.99.212

Very Small IP
Fragment attack
has been detected.

0.46%

TCP port scanning
has been detected.

0.31%

ICMP packet with
the invalid
checksum value
has been detected.

0.15%

ICMP packet with
the malformed
ICMP header has
been detected.

0.15%

IP packet with the
network source IP
address has been
detected.

0.15%

Packet has been
received from the
already blocked
host.

0.15%

SYN Flood attack
has been detected.

0.15%

TCP packet with
the malformed TCP
header has been
detected.

0.15%

TCP-SYN packet
with data part has
been detected.

0.15%

Too Many IP

0.15%
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Accounting (sample)

IP packet with the
malformed IP
option has been
detected.

13

2.19%

TCP-SYN packet
with data part has
been detected.

12

2.02%

Too Many IP
Fragment attack
has been detected.

11

1.85%

ICMP packet with
the invalid
checksum value
has been detected.

10

1.68%

IP packet with the
network source IP
address has been
detected.

10

1.68%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

10

1.68%

TCP packet with
the malformed TCP
header has been
detected.

10

1.68%

UDP Bomb attack
has been detected.

10

1.68%

TCP port scanning
has been detected.

1.51%

Very Small IP
Fragment attack
has been detected.

1.34%

ICMP Flood attack
has been detected.

1.18%

ICMP packet with
the malformed
ICMP header has
been detected.

1.18%

SYN Flood attack
has been detected.

1.18%

TCP packet with
the invalid
checksum value
has been detected.

1.18%

Host scanning has

1.01%
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been detected.

Packet has been
received from the
already blocked
host.

1.01%

UDP port scanning

has been detected.

1.01%

Fragmented IGMP
attack has been
detected.

0.67%

TCP packet with
malformed option

has been detected.

0.50%

UDP packet with
the invalid
checksum value

has been detected.

0.33%

aEt

158

26.64%

2.

Tech Support (sample)

Very Small IP
Fragment attack

has been detected.

11

1.85%

Host scanning has
been detected.

10

1.68%

ICMP packet with
the invalid
checksum value

has been detected.

10

1.68%

IP packet with the
network source IP
address has been
detected.

10

1.68%

TCP packet with
malformed option

has been detected.

10

1.68%

ICMP packet with
the malformed
ICMP header has
been detected.

1.51%

SYN Flood attack

has been detected.

1.51%

UDP packet with
the invalid
checksum value

has been detected.

1.51%

ICMP Flood attack

has been detected.

1.34%

TCP packet with

1.34%
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the invalid
checksum value
has been detected.

Fragmented IGMP
attack has been
detected.

1.18%

Packet has been
received from the
already blocked
host.

1.18%

UDP Bomb attack
has been detected.

1.18%

UDP port scanning
has been detected.

1.18%

TCP packet with
the malformed TCP
header has been
detected.

1.01%

TCP port scanning
has been detected.

1.01%

Too Many IP
Fragment attack
has been detected.

1.01%

IP packet with the
malformed IP
option has been
detected.

0.84%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.84%

TCP-SYN packet
with data part has
been detected.

0.84%

&t

155

26.13%

Sales (sample)

Very Small IP
Fragment attack
has been detected.

14

2.36%

SYN Flood attack
has been detected.

11

1.85%

IP packet with the
network source IP
address has been
detected.

1.51%

Fragmented IGMP

1.34%
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attack has been
detected.

Host scanning has
been detected.

1.34%

ICMP Flood attack
has been detected.

1.34%

TCP packet with
the malformed TCP
header has been
detected.

1.34%

TCP port scanning
has been detected.

1.34%

UDP packet with
the invalid
checksum value
has been detected.

1.34%

TCP-SYN packet
with data part has
been detected.

1.18%

UDP port scanning
has been detected.

1.18%

Too Many IP
Fragment attack
has been detected.

1.01%

IP packet with the
malformed IP
option has been
detected.

0.84%

TCP packet with
the invalid
checksum value
has been detected.

0.84%

UDP Bomb attack
has been detected.

0.84%

ICMP packet with
the invalid
checksum value
has been detected.

0.67%

ICMP packet with
the malformed
ICMP header has
been detected.

0.67%

TCP packet with
invalid ack number
that is not related
with the existing
connections has

0.67%
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been received.

Packet has been
received from the
already blocked
host.

0.50%

TCP packet with
malformed option
has been detected.

0.50%

a8t

135

22.76%

m4

Development (sample)

ICMP Flood attack
has been detected.

13

2.19%

IP packet with the
network source IP
address has been
detected.

1.51%

TCP packet with
the malformed TCP
header has been
detected.

1.51%

Host scanning has
been detected.

1.34%

UDP Bomb attack
has been detected.

1.34%

UDP port scanning
has been detected.

1.34%

Fragmented IGMP
attack has been
detected.

1.18%

SYN Flood attack
has been detected.

1.18%

TCP packet with
malformed option
has been detected.

1.18%

TCP port scanning
has been detected.

1.18%

Very Small IP
Fragment attack
has been detected.

1.18%

IP packet with the
malformed IP
option has been
detected.

1.01%

ICMP packet with
the invalid
checksum value
has been detected.

0.84%

TCP packet with

0.84%
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the invalid
checksum value

has been detected.

UDP packet with
the invalid
checksum value

has been detected.

0.84%

ICMP packet with
the malformed
ICMP header has
been detected.

0.67%

TCP-SYN packet
with data part has
been detected.

0.67%

Too Many IP
Fragment attack

has been detected.

0.67%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.50%

Packet has been
received from the
already blocked
host.

0.16%

Bt

127

21.41%

W5

Partners (sample)

ICMP Flood attack

has been detected.

0.33%

UDP packet with
the invalid
checksum value

has been detected.

0.33%

ICMP packet with
the invalid
checksum value

has been detected.

0.16%

ICMP packet with
the malformed
ICMP header has
been detected.

0.16%

IP packet with the
network source IP
address has been
detected.

0.16%

Packet has been

0.16%
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received from the
already blocked
host.

TCP packet with
malformed option
has been detected.

1| 0.16%

TCP packet with
the malformed TCP
header has been
detected.

1| 0.16%

aFf

10 1.68

%

m6.

Intranet (sample)

Host scanning has
been detected.

3| 0.50%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

2| 0.33%

TCP packet with
the malformed TCP
header has been
detected.

2| 0.33%

ICMP packet with
the invalid
checksum value
has been detected.

1| 0.16%

&t

8 1.34

%

A&t

593 | 100.00

%
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133.108.222.10

TCP port scanning
has been detected.

3.42%

Host scanning has
been detected.

2.28%

ICMP packet with
the invalid
checksum value
has been detected.

2.28%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

2.28%

Fragmented IGMP
attack has been
detected.

1.71%

IP packet with the
malformed IP
option has been
detected.

1.71%

TCP packet with
malformed option
has been detected.

1.71%

UDP Bomb attack
has been detected.

1.71%

IP packet with the
network source IP
address has been
detected.

1.14%

SYN Flood attack
has been detected.

1.14%

TCP packet with
the invalid
checksum value
has been detected.

1.14%

UDP port scanning
has been detected.

1.14%

TCP packet with
the malformed TCP
header has been
detected.

0.57%

TCP-SYN packet
with data part has
been detected.

0.57%

Too Many IP
Fragment attack
has been detected.

0.57%
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UDP packet with
the invalid
checksum value
has been detected.

0.57%

Very Small IP
Fragment attack
has been detected.

0.57%

aFf

43

24.57%

2.

133.108.222.12

Too Many IP
Fragment attack
has been detected.

2.28%

ICMP Flood attack
has been detected.

1.71%

ICMP packet with
the invalid
checksum value
has been detected.

1.71%

ICMP packet with
the malformed
ICMP header has
been detected.

1.71%

Packet has been
received from the
already blocked
host.

1.71%

UDP packet with
the invalid
checksum value
has been detected.

1.71%

IP packet with the
network source IP
address has been
detected.

1.14%

SYN Flood attack
has been detected.

1.14%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

1.14%

TCP packet with
malformed option
has been detected.

1.14%

TCP packet with
the invalid
checksum value

1.14%
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has been detected.

TCP packet with
the malformed TCP
header has been
detected.

1.14%

Fragmented IGMP
attack has been
detected.

0.57%

Host scanning has
been detected.

0.57%

IP packet with the
malformed IP
option has been
detected.

0.57%

TCP-SYN packet
with data part has
been detected.

0.57%

UDP Bomb attack
has been detected.

0.57%

UDP port scanning
has been detected.

0.57%

Very Small IP
Fragment attack
has been detected.

0.57%

ot

21.71%

133.108.222.11

ICMP Flood attack
has been detected.

2.28%

UDP packet with
the invalid
checksum value
has been detected.

2.28%

ICMP packet with
the invalid
checksum value
has been detected.

1.71%

ICMP packet with
the malformed
ICMP header has
been detected.

1.71%

IP packet with the
network source IP
address has been
detected.

1.71%

Fragmented IGMP
attack has been
detected.

1.14%

TCP packet with

1.14%
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invalid ack number
that is not related
with the existing
connections has
been received.

TCP packet with
the malformed TCP
header has been
detected.

1.14%

TCP port scanning
has been detected.

1.14%

TCP-SYN packet
with data part has
been detected.

1.14%

UDP port scanning
has been detected.

1.14%

Host scanning has
been detected.

0.57%

SYN Flood attack
has been detected.

0.57%

TCP packet with
malformed option
has been detected.

0.57%

TCP packet with
the invalid
checksum value
has been detected.

0.57%

Too Many IP
Fragment attack
has been detected.

0.57%

Very Small IP
Fragment attack
has been detected.

0.57%

&t

35

20.00%

m4.

133.108.222.13

TCP port scanning
has been detected.

1.71%

Too Many IP
Fragment attack
has been detected.

1.71%

Fragmented IGMP
attack has been
detected.

1.14%

ICMP packet with
the malformed
ICMP header has
been detected.

1.14%

IP packet with the

1.14%
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malformed IP
option has been
detected.

Packet has been
received from the
already blocked
host.

1.14%

TCP packet with
the invalid
checksum value
has been detected.

1.14%

TCP-SYN packet
with data part has
been detected.

1.14%

UDP Bomb attack
has been detected.

1.14%

UDP port scanning
has been detected.

1.14%

Host scanning has
been detected.

0.57%

ICMP Flood attack
has been detected.

0.57%

ICMP packet with
the invalid
checksum value
has been detected.

0.57%

SYN Flood attack
has been detected.

0.57%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

0.57%

TCP packet with
malformed option
has been detected.

0.57%

TCP packet with
the malformed TCP
header has been
detected.

0.57%

UDP packet with
the invalid
checksum value
has been detected.

0.57%

Very Small IP
Fragment attack

0.57%
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RS

has been detected.

At

31

17.71%

)

133.108.222.14

IP packet with the
malformed IP
option has been
detected.

2.28%

TCP packet with
the malformed TCP
header has been
detected.

1.71%

Too Many IP
Fragment attack
has been detected.

1.71%

Fragmented IGMP
attack has been
detected.

1.14%

ICMP Flood attack
has been detected.

1.14%

Packet has been
received from the
already blocked
host.

1.14%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

1.14%

UDP packet with
the invalid
checksum value
has been detected.

1.14%

Very Small IP
Fragment attack
has been detected.

1.14%

ICMP packet with
the invalid
checksum value
has been detected.

0.57%

ICMP packet with
the malformed
ICMP header has
been detected.

0.57%

IP packet with the
network source IP
address has been
detected.

0.57%
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B BRER B3
SYN Flood attack 1| 0.57%
has been detected.
TCP packet with 1| 0.57%
the invalid
checksum value
has been detected.
TCP-SYN packet 1| 0.57%
with data part has
been detected.
&3 28| 16.00%
&t 175 | 100.00%

BEEFISNBHEASN L -~NTH—F

BEI% - 1T DA BEE ORI,
BCEFEEE - R IUHMT - T2 B O,

WS - WA Z T -7 RUAEITHR A M,

BE - ZORTERENDINDTXRTOT—4 &,

INEE - B CTHAERREINDINDOTRCTOT —H, FRINZWT—ZI/NGHIEENFTE A,

V5o g 7 s L SRR - D— DD £
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== [CMP Flood attack has
been detected.

mm [P packet with the

11/04
11/02

11/08
11/06

11/12
11/10

11/16
11/14

H

11/20
11/18

L L *

11/22

network source IP
address has been
detected.

Very Small IP Fragment
attack has been detected.

== SYN Flood attack has
been detected.

mm TCP packet with the
malformed TCP header has|
been detected.

11/24  11/28

11/26  11/30

BEBHNKREST

H 12 13

BT on
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w1 ICMP Flood attack has been detected. 133.108.222.11 15| 1.82%
133.108.222.14 11| 1.34%

133.108.222.10 7| 0.85%

133.108.222.12 7| 0.85%

133.108.222.13 5[ 0.60%

192.168.99.235 3| 0.36%

192.168.99.190 1| 0.12%

192.168.99.196 1| 0.12%

192.168.99.198 1| 0.12%

192.168.99.203 1| 0.12%

192.168.99.225 1| 0.12%

192.168.99.237 1| 0.12%

192.168.99.238 1| 0.12%

&5t 55 6.69%

M 2. |IP packet with the network source IP 133.108.222.10 12| 1.46%

address has been detected.

133.108.222.12 10| 1.21%

133.108.222.13 10| 1.21%

133.108.222.14 7| 0.85%

133.108.222.11 5[ 0.60%

192.168.99.208 2| 0.24%

192.168.99.200 1| 0.12%

192.168.99.205 1| 0.12%

192.168.99.206 1| 0.12%

192.168.99.210 1| 0.12%

192.168.99.216 1| 0.12%

192.168.99.238 1| 0.12%

&2 52 6.33%

3. | Very Small IP Fragment attack has been | 133.108.222.10 10| 1.21%

detected.

133.108.222.12 10| 1.21%

133.108.222.13 9 1.09%

133.108.222.11 8| 0.97%

133.108.222.14 5[ 0.60%

192.168.99.190 1| 0.12%

192.168.99.198 1| 0.12%

192.168.99.211 1| 0.12%

192.168.99.218 1| 0.12%

192.168.99.228 1| 0.12%

192.168.99.239 1| 0.12%

&2 48| 5.84%

M 4. | SYN Flood attack has been detected. 133.108.222.14 12| 1.46%
133.108.222.13 8| 0.97%

133.108.222.10 7| 0.85%

133.108.222.11 7| 0.85%

133.108.222.12 5[ 0.60%
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192.168.99.190 1] 0.12%
192.168.99.202 1| 0.12%
192.168.99.207 1| 0.12%
192.168.99.210 1| 0.12%
192.168.99.227 1| 0.12%
192.168.99.230 1] 0.12%
192.168.99.231 1| 0.12%
L 46 5.60%
M 5. | TCP packet with the malformed TCP 133.108.222.13 14| 1.70%
header has been detected.
133.108.222.10 9| 1.09%
133.108.222.11 7| 0.85%
133.108.222.14 5[ 0.60%
133.108.222.12 2| 0.24%
192.168.99.195 1] 0.12%
192.168.99.200 1] 0.12%
192.168.99.208 1] 0.12%
192.168.99.209 1] 0.12%
192.168.99.211 1] 0.12%
192.168.99.218 1| 0.12%
192.168.99.220 1| 0.12%
192.168.99.224 1| 0.12%
192.168.99.232 1| 0.12%
&5t 46 5.60%
M 6. [Hostscanning has been detected. 133.108.222.12 12| 1.46%
133.108.222.14 11| 1.34%
133.108.222.13 8| 0.97%
133.108.222.11 6| 0.73%
192.168.99.232 2| 0.24%
133.108.222.10 1| 0.12%
192.168.99.208 1| 0.12%
192.168.99.211 1| 0.12%
192.168.99.216 1| 0.12%
192.168.99.224 1] 0.12%
192.168.99.231 1] 0.12%
&2k 45| 5.48%
M 7. |TCP port scanning has been detected. 133.108.222.12 9 1.09%
133.108.222.13 8| 0.97%
133.108.222.10 7] 0.85%
133.108.222.11 6| 0.73%
133.108.222.14 4| 0.48%
192.168.99.200 2| 0.24%
192.168.99.192 1] 0.12%
192.168.99.193 1] 0.12%
192.168.99.197 1] 0.12%
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192.168.99.201 1| 0.12%

192.168.99.204 1| 0.12%

192.168.99.210 1| 0.12%

192.168.99.224 1| 0.12%

192.168.99.230 1| 0.12%

192.168.99.238 1| 0.12%

A5t 45 5.48%

M 8. [ICMP packet with the invalid checksum |133.108.222.14 11| 1.34%
value has been detected.

133.108.222.11 7| 0.85%

133.108.222.12 5 0.60%

133.108.222.13 5 0.60%

133.108.222.10 4| 0.48%

192.168.99.223 2| 0.24%

192.168.99.194 1| 0.12%

192.168.99.197 1| 0.12%

192.168.99.204 1| 0.12%

192.168.99.207 1] 0.12%

192.168.99.209 1] 0.12%

192.168.99.221 1| 0.12%

192.168.99.225 1| 0.12%

192.168.99.228 1| 0.12%

192.168.99.232 1| 0.12%

192.168.99.233 1| 0.12%

&5t 44 5.35%

9. | UDP packet with the invalid checksum 133.108.222.13 9 1.09%
value has been detected.

133.108.222.10 8| 0.97%

133.108.222.11 4| 0.48%

133.108.222.12 4| 0.48%

133.108.222.14 4| 0.48%

192.168.99.196 1| 0.12%

192.168.99.201 1| 0.12%

192.168.99.204 1| 0.12%

192.168.99.207 1| 0.12%

192.168.99.210 1| 0.12%

192.168.99.214 1| 0.12%

192.168.99.219 1| 0.12%

192.168.99.224 1| 0.12%

192.168.99.225 1| 0.12%

192.168.99.234 1| 0.12%

192.168.99.235 1| 0.12%

&2 40 4.87%

B 10. |IP packet with the malformed IP option |133.108.222.10 13| 1.58%

has been detected.
133.108.222.14 6| 0.73%
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133.108.222.13 5] 0.60%
133.108.222.12 3| 0.36%
133.108.222.11 2| 0.24%
192.168.99.218 2| 0.24%
192.168.99.193 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.200 1| 0.12%
192.168.99.205 1| 0.12%
192.168.99.221 1| 0.12%
192.168.99.223 1] 0.12%
192.168.99.224 1] 0.12%
192.168.99.234 1| 0.12%
&5t 39 4.75%
11. | TCP packet with invalid ack number that | 133.108.222.12 7| 0.85%
is not related with the existing
connections has been received.
133.108.222.14 7| 0.85%
133.108.222.13 6| 0.73%
133.108.222.10 5] 0.60%
133.108.222.11 3| 0.36%
192.168.99.197 1] 0.12%
192.168.99.198 1] 0.12%
192.168.99.202 1| 0.12%
192.168.99.206 1| 0.12%
192.168.99.208 1| 0.12%
192.168.99.210 1| 0.12%
192.168.99.216 1| 0.12%
192.168.99.224 1| 0.12%
192.168.99.228 1| 0.12%
192.168.99.235 1| 0.12%
192.168.99.236 1| 0.12%
&5 39 4.75%
M 12. | Too Many IP Fragment attack has been |133.108.222.10 9( 1.09%
detected.
133.108.222.12 6| 0.73%
133.108.222.13 6| 0.73%
133.108.222.11 3| 0.36%
133.108.222.14 3| 0.36%
192.168.99.195 2| 0.24%
192.168.99.224 2| 0.24%
192.168.99.190 1| 0.12%
192.168.99.203 1| 0.12%
192.168.99.207 1| 0.12%
192.168.99.213 1| 0.12%
192.168.99.214 1| 0.12%
192.168.99.216 1| 0.12%
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192.168.99.229 1| 0.12%

192.168.99.239 1| 0.12%

A%t 39| 4.75%

13. | ICMP packet with the malformed ICMP | 133.108.222.14 12| 1.46%

header has been detected.

133.108.222.12 8| 0.97%

133.108.222.11 5[ 0.60%

133.108.222.10 3| 0.36%

192.168.99.199 2| 0.24%

133.108.222.13 1| 0.12%

192.168.99.190 1| 0.12%

192.168.99.196 1| 0.12%

192.168.99.200 1| 0.12%

192.168.99.206 1| 0.12%

192.168.99.208 1| 0.12%

192.168.99.210 1| 0.12%

192.168.99.216 1| 0.12%

&5t 38 4.62%

M 14. | UDP Bomb attack has been detected. 133.108.222.10 9 1.09%
133.108.222.12 7| 0.85%

133.108.222.13 6| 0.73%

133.108.222.14 6 0.73%

133.108.222.11 4| 0.48%

192.168.99.229 2| 0.24%

192.168.99.191 1| 0.12%

192.168.99.193 1| 0.12%

192.168.99.202 1| 0.12%

192.168.99.227 1| 0.12%

&3t 38 4.62%

M 15. | UDP port scanning has been detected. |133.108.222.12 12| 1.46%
133.108.222.11 8| 0.97%

133.108.222.10 4| 0.48%

133.108.222.13 4| 0.48%

133.108.222.14 2| 0.24%

192.168.99.194 2| 0.24%

192.168.99.227 2| 0.24%

192.168.99.193 1| 0.12%

192.168.99.225 1] 0.12%

192.168.99.237 1] 0.12%

&35 37 4.50%

M 16. |Fragmented IGMP attack has been 133.108.222.11 8| 0.97%

detected.

133.108.222.10 6 0.73%

133.108.222.14 5[ 0.60%

133.108.222.12 4| 0.48%
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133.108.222.13 3| 0.36%
192.168.99.234 3| 0.36%
192.168.99.224 2| 0.24%
192.168.99.197 1| 0.12%
192.168.99.209 1] 0.12%
192.168.99.227 1| 0.12%
192.168.99.230 1] 0.12%
192.168.99.235 1] 0.12%
T 36| 4.38%
M 17. | TCP packet with the invalid checksum 133.108.222.12 7| 0.85%
value has been detected.
133.108.222.13 7| 0.85%
133.108.222.11 5[ 0.60%
133.108.222.14 5 0.60%
133.108.222.10 3| 0.36%
192.168.99.190 1] 0.12%
192.168.99.194 1| 0.12%
192.168.99.198 1] 0.12%
192.168.99.215 1] 0.12%
192.168.99.225 1| 0.12%
192.168.99.231 1| 0.12%
192.168.99.237 1| 0.12%
192.168.99.239 1| 0.12%
&5t 35 4.26%
M 18. | TCP-SYN packet with data part has been | 133.108.222.10 6 0.73%
detected.
133.108.222.11 6| 0.73%
133.108.222.12 6| 0.73%
133.108.222.13 6| 0.73%
133.108.222.14 4| 0.48%
192.168.99.204 1| 0.12%
192.168.99.208 1| 0.12%
192.168.99.213 1| 0.12%
192.168.99.219 1| 0.12%
192.168.99.220 1| 0.12%
192.168.99.237 1| 0.12%
192.168.99.238 1] 0.12%
&35 35 4.26%
19. | TCP packet with malformed option has | 133.108.222.11 7| 0.85%
been detected.
133.108.222.14 7] 0.85%
133.108.222.12 6| 0.73%
133.108.222.13 5| 0.60%
133.108.222.10 2| 0.24%
192.168.99.191 1] 0.12%
192.168.99.198 1] 0.12%
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192.168.99.207 1| 0.12%
192.168.99.225 1| 0.12%
192.168.99.227 1| 0.12%
192.168.99.231 1| 0.12%
192.168.99.236 1| 0.12%
A5t 34 4.14%
M 20. | Packet has been received from the 133.108.222.11 71 0.85%
already blocked host.
133.108.222.13 6 0.73%
133.108.222.10 4| 0.48%
133.108.222.12 4| 0.48%
133.108.222.14 2| 0.24%
192.168.99.195 1| 0.12%
192.168.99.200 1| 0.12%
192.168.99.208 1| 0.12%
192.168.99.209 1| 0.12%
192.168.99.215 1| 0.12%
192.168.99.227 1| 0.12%
192.168.99.231 1| 0.12%
&5t 30 3.65%
A&t 821 | 100.00%

KBTI ET - ~TA—F

H# - 1T =B EE,
WBTE - W AT 7 FLUAE TR A M,
IBFENE - BT T o T BB TR,

ARt - ZORTRRENDINOTRTOT —F i,

INEE - RCTBUER RSN DHNOTRTOT =4, FRINRWT = ZIINGHIEEREE A,

VW moioni oy | W OTEGOWERTAR = D Db 50 £
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== [CMP Flood attack has
been detected.

mm [P packet with the

A

11/04
11/02

11/08
11/06

11/12
11/10

11/16
11/14

H

11/20
11/18

11/24

11/22  11/26

vy’
l VAN I

11/28

network source IP
address has been
detected.

Very Small IP Fragment
attack has been detected.

== SYN Flood attack has
been detected.

mm TCP packet with the
malformed TCP header has|

11/30 been detected.

BEBHNKREL

13

BT Le
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w1 ICMP Flood attack has been detected. 133.108.222.11 41 0.48%
192.168.99.191 4| 0.48%
133.108.222.12 3| 0.36%
192.168.99.224 3| 0.36%
192.168.99.239 3| 0.36%
133.108.222.14 2| 0.24%
192.168.99.190 2| 0.24%
192.168.99.194 2| 0.24%
192.168.99.195 2| 0.24%
192.168.99.203 2| 0.24%
192.168.99.208 2| 0.24%
192.168.99.209 2| 0.24%
192.168.99.210 2| 0.24%
192.168.99.223 2| 0.24%
133.108.222.13 1| 0.12%
192.168.99.192 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.201 1| 0.12%
192.168.99.204 1({ 0.12%
192.168.99.211 1({ 0.12%
/NEt 41 4.99%
Z DA 14| 1.70%
&t 55| 6.69%
M 2. |IP packet with the network source IP 133.108.222.11 3| 0.36%
address has been detected.
192.168.99.201 3| 0.36%
192.168.99.203 3| 0.36%
192.168.99.239 3| 0.36%
133.108.222.10 2| 0.24%
133.108.222.12 2| 0.24%
192.168.99.190 2| 0.24%
192.168.99.207 2| 0.24%
192.168.99.216 2| 0.24%
192.168.99.220 2| 0.24%
192.168.99.221 2| 0.24%
192.168.99.230 2| 0.24%
192.168.99.238 2| 0.24%
133.108.222.14 1| 0.12%
192.168.99.191 1| 0.12%
192.168.99.193 1| 0.12%
192.168.99.194 1| 0.12%
192.168.99.195 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.205 1| 0.12%
INEE 37 4.50%
Z D, 15 1.82%
00000
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A5t 52 6.33%

3. | Very Small IP Fragment attack has been | 192.168.99.195 3| 0.36%

detected.

192.168.99.204 3| 0.36%

192.168.99.212 3| 0.36%

133.108.222.14 2| 0.24%

192.168.99.193 2| 0.24%

192.168.99.196 2| 0.24%

192.168.99.202 2| 0.24%

192.168.99.210 2| 0.24%

192.168.99.219 2| 0.24%

192.168.99.223 2| 0.24%

192.168.99.231 2| 0.24%

192.168.99.237 2| 0.24%

133.108.222.10 1| 0.12%

133.108.222.11 1| 0.12%

133.108.222.12 1| 0.12%

133.108.222.13 1] 0.12%

192.168.99.201 1] 0.12%

192.168.99.203 1| 0.12%

192.168.99.205 1| 0.12%

192.168.99.207 1| 0.12%

VN 35 4.26%

Z D 13| 1.58%

A2t 48| 5.84%

M 4. |[SYN Flood attack has been detected. 192.168.99.203 3| 0.36%
192.168.99.216 3| 0.36%

133.108.222.10 2| 0.24%

133.108.222.12 2| 0.24%

192.168.99.192 2| 0.24%

192.168.99.197 2| 0.24%

192.168.99.207 2| 0.24%

192.168.99.213 2| 0.24%

192.168.99.214 2| 0.24%

192.168.99.218 2| 0.24%

192.168.99.226 2| 0.24%

192.168.99.234 2| 0.24%

192.168.99.235 2| 0.24%

133.108.222.11 1| 0.12%

133.108.222.13 1| 0.12%

133.108.222.14 1| 0.12%

192.168.99.193 1] 0.12%

192.168.99.201 1] 0.12%

192.168.99.204 1| 0.12%

192.168.99.206 1| 0.12%
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/NEF 35 4.26%
Z Dfth, 11| 1.34%
&3t 46 5.60%
W5 | TCP packet with the malformed TCP 133.108.222.14 3| 0.36%
header has been detected.
133.108.222.11 2| 0.24%
133.108.222.12 2| 0.24%
192.168.99.199 2| 0.24%
192.168.99.202 2| 0.24%
192.168.99.213 2| 0.24%
192.168.99.227 2| 0.24%
192.168.99.228 2| 0.24%
192.168.99.235 2| 0.24%
192.168.99.236 2| 0.24%
192.168.99.239 2| 0.24%
133.108.222.10 1| 0.12%
133.108.222.13 1| 0.12%
192.168.99.192 1| 0.12%
192.168.99.194 1| 0.12%
192.168.99.195 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.198 1| 0.12%
192.168.99.201 1| 0.12%
192.168.99.207 1| 0.12%
/NEF 32| 3.89%
Z D, 14| 1.70%
&2 46| 5.60%
M 6. |Host scanning has been detected. 133.108.222.10 4| 0.48%
192.168.99.199 3| 0.36%
192.168.99.206 3| 0.36%
192.168.99.192 2| 0.24%
192.168.99.203 2| 0.24%
192.168.99.208 2| 0.24%
192.168.99.217 2| 0.24%
192.168.99.229 2| 0.24%
192.168.99.233 2| 0.24%
133.108.222.11 1| 0.12%
133.108.222.12 1| 0.12%
133.108.222.13 1| 0.12%
192.168.99.191 1| 0.12%
192.168.99.195 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.200 1| 0.12%
192.168.99.201 1| 0.12%
192.168.99.205 1| 0.12%
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192.168.99.210 1| 0.12%
192.168.99.211 1| 0.12%
NG 33 4.01%
Z DAl 12 1.46%
&3t 45 5.48%
M 7. |TCP port scanning has been detected. |[133.108.222.10 6| 0.73%
133.108.222.13 3| 0.36%
192.168.99.236 3| 0.36%
133.108.222.11 2| 0.24%
192.168.99.207 2| 0.24%
192.168.99.212 2| 0.24%
192.168.99.227 2| 0.24%
192.168.99.228 2| 0.24%
192.168.99.231 2| 0.24%
192.168.99.233 2| 0.24%
192.168.99.190 1| 0.12%
192.168.99.191 1| 0.12%
192.168.99.193 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.200 1| 0.12%
192.168.99.202 1| 0.12%
192.168.99.204 1] 0.12%
192.168.99.206 1] 0.12%
192.168.99.210 1| 0.12%
VN 36 4.38%
Z D, 9] 1.09%
&& 45 5.48%
B 8. |ICMP packet with the invalid checksum |133.108.222.10 4| 0.48%
value has been detected.
192.168.99.239 4| 0.48%
133.108.222.11 3| 0.36%
133.108.222.12 3| 0.36%
192.168.99.200 2| 0.24%
192.168.99.202 2| 0.24%
192.168.99.209 2| 0.24%
192.168.99.226 2| 0.24%
192.168.99.230 2] 0.24%
133.108.222.13 1] 0.12%
133.108.222.14 1| 0.12%
192.168.99.192 1| 0.12%
192.168.99.194 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.198 1| 0.12%
192.168.99.199 1| 0.12%
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192.168.99.203 1| 0.12%

192.168.99.207 1| 0.12%

192.168.99.208 1| 0.12%

192.168.99.212 1| 0.12%

/NEF 35 4.26%

Z0fh, 9 1.09%

A5t 44 5.35%

9. | UDP packet with the invalid checksum 133.108.222.11 4| 0.48%

value has been detected.

192.168.99.222 4| 0.48%

133.108.222.12 3| 0.36%

192.168.99.216 3| 0.36%

133.108.222.14 2| 0.24%

192.168.99.194 2| 0.24%

192.168.99.205 2| 0.24%

192.168.99.207 2| 0.24%

192.168.99.209 2| 0.24%

133.108.222.10 1| 0.12%

133.108.222.13 1| 0.12%

192.168.99.191 1| 0.12%

192.168.99.192 1| 0.12%

192.168.99.193 1| 0.12%

192.168.99.195 1| 0.12%

192.168.99.196 1| 0.12%

192.168.99.200 1| 0.12%

192.168.99.202 1] 0.12%

192.168.99.204 1] 0.12%

192.168.99.211 1| 0.12%

VN 35 4.26%

Z DAl 5 0.60%

&2 40 4.87%

M 10. |IP packet with the malformed IP option |133.108.222.14 4| 0.48%

has been detected.

192.168.99.230 4| 0.48%

133.108.222.10 3] 0.36%

192.168.99.237 3] 0.36%

133.108.222.13 2| 0.24%

192.168.99.203 2| 0.24%

192.168.99.210 2| 0.24%

192.168.99.222 2| 0.24%

133.108.222.12 1] 0.12%

192.168.99.196 1] 0.12%

192.168.99.200 1| 0.12%

192.168.99.206 1| 0.12%

192.168.99.209 1| 0.12%
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192.168.99.211 1| 0.12%
192.168.99.217 1| 0.12%
192.168.99.220 1| 0.12%
192.168.99.223 1| 0.12%
192.168.99.225 1| 0.12%
192.168.99.226 1| 0.12%
192.168.99.232 1| 0.12%
/N3 34| 4.14%
Z0fh, 5 0.60%
L 39 4.75%
11. | TCP packet with invalid ack number that | 133.108.222.10 4| 0.48%
is not related with the existing
connections has been received.
192.168.99.231 3| 0.36%
133.108.222.11 2| 0.24%
133.108.222.12 2| 0.24%
133.108.222.14 2| 0.24%
192.168.99.199 2| 0.24%
192.168.99.208 2| 0.24%
192.168.99.232 2| 0.24%
192.168.99.238 2| 0.24%
133.108.222.13 1| 0.12%
192.168.99.190 1| 0.12%
192.168.99.191 1| 0.12%
192.168.99.192 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.198 1| 0.12%
192.168.99.201 1| 0.12%
192.168.99.202 1] 0.12%
192.168.99.211 1] 0.12%
192.168.99.215 1| 0.12%
192.168.99.216 1| 0.12%
VN 32 3.89%
Z DA 7 0.85%
&2 39| 4.75%
M 12. | Too Many IP Fragment attack has been |133.108.222.12 4| 0.48%
detected.
133.108.222.13 3] 0.36%
133.108.222.14 3] 0.36%
192.168.99.234 3] 0.36%
192.168.99.204 2] 0.24%
192.168.99.215 2] 0.24%
192.168.99.220 2] 0.24%
192.168.99.230 2] 0.24%
192.168.99.237 2| 0.24%
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133.108.222.10 1| 0.12%

133.108.222.11 1| 0.12%

192.168.99.200 1| 0.12%

192.168.99.202 1| 0.12%

192.168.99.205 1| 0.12%

192.168.99.209 1| 0.12%

192.168.99.210 1| 0.12%

192.168.99.211 1| 0.12%

192.168.99.212 1| 0.12%

192.168.99.214 1| 0.12%

192.168.99.221 1| 0.12%

JNEF 34| 4.14%

Z0fth, 5] 0.60%

&3t 39 4.75%

13. |ICMP packet with the malformed ICMP [ 133.108.222.11 3| 0.36%

header has been detected.

133.108.222.12 3| 0.36%

133.108.222.13 2| 0.24%

192.168.99.190 2| 0.24%

192.168.99.198 2| 0.24%

192.168.99.205 2| 0.24%

192.168.99.209 2| 0.24%

192.168.99.210 2| 0.24%

192.168.99.226 2| 0.24%

192.168.99.232 2| 0.24%

192.168.99.239 2| 0.24%

133.108.222.14 1| 0.12%

192.168.99.192 1| 0.12%

192.168.99.194 1| 0.12%

192.168.99.197 1| 0.12%

192.168.99.202 1| 0.12%

192.168.99.204 1| 0.12%

192.168.99.206 1| 0.12%

192.168.99.212 1| 0.12%

192.168.99.218 1| 0.12%

VN 33 4.01%

Z DA 5 0.60%

&%t 38| 4.62%

M 14. | UDP Bomb attack has been detected. 133.108.222.10 3| 0.36%
192.168.99.198 3| 0.36%

133.108.222.13 2| 0.24%

192.168.99.201 2| 0.24%

192.168.99.204 2| 0.24%

192.168.99.210 2| 0.24%

192.168.99.215 2| 0.24%
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192.168.99.232 2| 0.24%
192.168.99.235 2| 0.24%
192.168.99.239 2| 0.24%
133.108.222.12 1| 0.12%
192.168.99.192 1| 0.12%
192.168.99.195 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.211 1| 0.12%
192.168.99.221 1| 0.12%
192.168.99.223 1] 0.12%
192.168.99.224 1] 0.12%
192.168.99.226 1] 0.12%
192.168.99.227 1| 0.12%
VN 32 3.89%
Z DA 6| 0.73%
T 38| 4.62%
M 15. [ UDP port scanning has been detected. |[192.168.99.219 3| 0.36%
192.168.99.235 3] 0.36%
133.108.222.10 2| 0.24%
133.108.222.11 2| 0.24%
133.108.222.13 2| 0.24%
192.168.99.195 2| 0.24%
192.168.99.200 2] 0.24%
192.168.99.222 2] 0.24%
133.108.222.12 1| 0.12%
192.168.99.193 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.198 1| 0.12%
192.168.99.204 1| 0.12%
192.168.99.205 1| 0.12%
192.168.99.206 1| 0.12%
192.168.99.207 1| 0.12%
192.168.99.213 1| 0.12%
192.168.99.215 1| 0.12%
192.168.99.216 1| 0.12%
/NEf 30 3.65%
Z DA 7 0.85%
&3t 37 4.50%
M 16. |Fragmented IGMP attack has been 133.108.222.10 3| 0.36%
detected.
133.108.222.11 2| 0.24%
133.108.222.13 2| 0.24%
133.108.222.14 2| 0.24%
192.168.99.196 2| 0.24%
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192.168.99.202 2| 0.24%
192.168.99.211 2| 0.24%
192.168.99.218 2| 0.24%
192.168.99.222 2| 0.24%
133.108.222.12 1| 0.12%
192.168.99.195 1| 0.12%
192.168.99.198 1| 0.12%
192.168.99.201 1| 0.12%
192.168.99.203 1| 0.12%
192.168.99.204 1 0.12%
192.168.99.206 1 0.12%
192.168.99.214 1 0.12%
192.168.99.219 1| 0.12%
192.168.99.220 1| 0.12%
192.168.99.221 1| 0.12%
VN 30 3.65%
Z DA 6| 0.73%
e 36| 4.38%
B 17. | TCP packet with the invalid checksum 133.108.222.10 2| 0.24%
value has been detected.
133.108.222.12 2| 0.24%
133.108.222.13 2| 0.24%
192.168.99.190 2] 0.24%
192.168.99.206 2] 0.24%
192.168.99.208 2] 0.24%
192.168.99.213 2| 0.24%
192.168.99.228 2| 0.24%
192.168.99.230 2| 0.24%
133.108.222.11 1| 0.12%
133.108.222.14 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.201 1| 0.12%
192.168.99.204 1| 0.12%
192.168.99.205 1| 0.12%
192.168.99.209 1| 0.12%
192.168.99.210 1| 0.12%
192.168.99.215 1| 0.12%
192.168.99.221 1| 0.12%
192.168.99.222 1| 0.12%
/NEf 29 3.53%
Z D 6| 0.73%
e 35| 4.26%
M 18. | TCP-SYN packet with data part has been [ 192.168.99.216 3| 0.36%
detected.
133.108.222.11 2| 0.24%
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133.108.222.13 2| 0.24%
192.168.99.205 2| 0.24%
192.168.99.233 2| 0.24%
192.168.99.235 2| 0.24%
192.168.99.236 2| 0.24%
133.108.222.10 1| 0.12%
133.108.222.12 1| 0.12%
133.108.222.14 1| 0.12%
192.168.99.195 1| 0.12%
192.168.99.200 1] 0.12%
192.168.99.201 1] 0.12%
192.168.99.203 1] 0.12%
192.168.99.210 1| 0.12%
192.168.99.211 1| 0.12%
192.168.99.212 1| 0.12%
192.168.99.218 1| 0.12%
192.168.99.221 1| 0.12%
192.168.99.224 1| 0.12%
VN 28 3.41%
Z DAl 7] 0.85%
&3t 35| 4.26%
19. | TCP packet with malformed option has | 133.108.222.10 3| 0.36%
been detected.
192.168.99.209 3| 0.36%
133.108.222.12 2| 0.24%
192.168.99.195 2] 0.24%
192.168.99.201 2] 0.24%
192.168.99.207 2| 0.24%
192.168.99.227 2| 0.24%
133.108.222.11 1| 0.12%
133.108.222.13 1| 0.12%
192.168.99.192 1| 0.12%
192.168.99.193 1| 0.12%
192.168.99.194 1| 0.12%
192.168.99.196 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.200 1| 0.12%
192.168.99.202 1] 0.12%
192.168.99.208 1] 0.12%
192.168.99.210 1] 0.12%
192.168.99.219 1] 0.12%
192.168.99.221 1] 0.12%
INEE 29 3.53%
Z DAt 5 0.60%
&3 34| 4.14%
B 00000
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M 20. | Packet has been received from the 133.108.222.12 3| 0.36%
already blocked host.
192.168.99.193 3| 0.36%
192.168.99.231 3| 0.36%
133.108.222.13 2| 0.24%
133.108.222.14 2| 0.24%
192.168.99.202 2| 0.24%
192.168.99.203 2| 0.24%
192.168.99.235 2| 0.24%
192.168.99.190 1| 0.12%
192.168.99.194 1| 0.12%
192.168.99.197 1| 0.12%
192.168.99.200 1| 0.12%
192.168.99.204 1| 0.12%
192.168.99.208 1| 0.12%
192.168.99.210 1| 0.12%
192.168.99.212 1| 0.12%
192.168.99.219 1| 0.12%
192.168.99.226 1| 0.12%
192.168.99.236 1| 0.12%
Z D 0| 0.00%
&5t 30 3.65%
il 821 | 100.00%

BRI BE - ~NTH—F

[E% - 1T BB D EEL,

TR - W ICHM T o IR O,

WL - B AT T R AE TR R M,
At - ZCORTRRINDINOTRTOT —X &,

INEE - RTCBUERRENDHNOTXTOT—4, RSN T —ZIINGHIEEhEEA,

W moion o mE L | WSRO TG DU - D DD S £
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== 80

Ol KRBREBEEOKS

=N icmp

m tcp

== 1600
11/24  11/28
11/26  11/30

11/04
11/02 11/06

11/08 11/12  11/16 11/20
11/10  11/14  11/18  11/22

H

OB EESR

520

480

440

400

360

320

280

240

200
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80

40
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mi.

80

Very Small IP
Fragment attack
has been detected.

48

5.84%

SYN Flood attack
has been detected.

46

5.60%

TCP packet with
the malformed TCP
header has been
detected.

46

5.60%

Host scanning has
been detected.

45

5.48%

TCP port scanning
has been detected.

45

5.48%

UDP packet with
the invalid
checksum value
has been detected.

40

4.87%

TCP packet with
invalid ack number
that is not related
with the existing
connections has
been received.

39

4.75%

Too Many IP
Fragment attack
has been detected.

39

4.75%

UDP port scanning
has been detected.

37

4.50%

TCP packet with
the invalid
checksum value
has been detected.

35

4.26%

TCP-SYN packet
with data part has
been detected.

35

4.26%

TCP packet with
malformed option
has been detected.

34

4.14%

Packet has been
received from the
already blocked
host.

30

3.65%

At

519

63.21%

2.

icmp

ICMP Flood attack
has been detected.

55

6.69%

ICMP packet with
the invalid
checksum value

44

5.35%
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has been detected.

ICMP packet with
the malformed
ICMP header has
been detected.

38

4.62%

aFf

137

16.68%

IP packet with the
network source IP
address has been
detected.

52

6.33%

W4 |tcp

IP packet with the
malformed IP
option has been
detected.

39

4.75%

W5 |1600

UDP Bomb attack

has been detected.

38

4.62%

M6 |udp

Fragmented IGMP
attack has been
detected.

36

4.38%

&t

821

100.00%

7 b a VRIRBREE -~V T —F

Fabhany-A =%y N CT—HDOEZIEETHEOIHER SN —#HOK KE,
HTTP. FTP, SMTP R EmEEfH &5 7 a b2 /LT1,

B - 1T DO BHEE D[R,
WEFRSE - KR IUHMT o To B DR,

A - ZORTERREINDINOTRTDOT —H &,

INEE - RTBUER RSN DI OTRTOT =4, FRSINRNT = ZIINGHIEEREE A,

Qo b oo, ROTDREKEROTER - D~— b0 £,
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BREI4ILADHERS

10

8
7 4
64 l
5 |
4 4 |
34
2

1=

I I I I I I I I I I ‘l
11/04 11/08 11/12  11/16 11/20 11/24
11/02 11/06 11/10 11/14 11/18 11/22 11/26
H

I
11/28

11/30

== VIRUS FILE_10

== VIRUS FILE_ 7

VIRUS FILE_ 2

== VIRUS FILE 1

== VIRUS FILE 3

B9/ R

150

140

130
120
110
100
90
80
70
60
50
40
30
20
10

Al
M6

[B&y (L2
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M1 |VIRUS FILE 10 virus10.exe 39| 3.05%
virus10.zip 38| 2.97%

virus10.txt 26| 2.03%

virus10.com 21| 1.64%

virus10.ini 21| 1.64%

A5t 145| 11.34%

W2 |VIRUS FILE 7 virus7.exe 35| 2.73%
virus7.zip 33| 2.58%

virus7.com 29| 2.26%

virus7.txt 29| 2.26%

Virus7.ini 18| 1.40%

&3 144 | 11.26%

3. |VIRUS FILE 2 virus2.zip 34| 2.66%
virus2.exe 31| 2.42%

virus2.ini 30| 2.34%

virus2.txt 24| 1.87%

virus2.com 21| 1.64%

&5t 140 | 10.95%

B4 |VIRUS FILE 1 virusl.exe 39| 3.05%
virusl.zip 29| 2.26%

virusl.ini 24| 1.87%

virus1.txt 22| 1.72%

virusl.com 21| 1.64%

&5t 135| 10.56%

B5 |[VIRUS FILE 3 virus3.zip 34| 2.66%
virus3.com 26| 2.03%

virus3.exe 26| 2.03%

virus3.txt 24| 1.87%

virus3.ini 23| 1.80%

&3t 133 | 10.40%

M6. |[VIRUS FILE 4 virus4.zip 36| 2.81%
virus4.exe 27| 2.11%

virus4.com 26| 2.03%

virus4.ini 23| 1.80%

virus4.txt 16| 1.25%

&3t 128 | 10.01%

W7 |VIRUS FILE 8 virus8.exe 31| 2.42%
virus8.zip 30| 2.34%

virus8.com 21| 1.64%

virus8.txt 21| 1.64%

virus8.ini 20| 1.56%

&3t 123 9.62%

W38 |VIRUS FILE 9 virus9.exe 38| 2.97%
virus9.zip 31| 2.42%

virus9.com 19| 1.48%

virus9.txt 16| 1.25%

00000
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virus9.ini 15| 1.17%
A5t 119 9.31%
9. |VIRUS FILE 6 virus6.exe 38| 2.97%
virus6.zip 33| 2.58%
virus6.com 16| 1.25%
virus6.ini 15| 1.17%
virus6.txt 10| 0.78%
e 112| 8.76%
M 10. |VIRUS FILE 5 virusb.exe 32| 2.50%
virus5.zip 23| 1.80%
virus5.ini 20| 1.56%
virusb.txt 13| 1.01%
virus5.com 11| 0.86%
&3t 99 7.74%
&% 1,278 | 100.00%

BREID ANVR -~LVT T — K

T 4 IVRLE - A LT T 4 L A DA,
Tr7ANG - T A IVAVREGEENTND T 7 A VA4,
EI% - 7 VA RRENEEL,

B - CORTERENDIN DT RTOT —4 &,

INEE - RTBUER R SNDHNDOFTRTOT =4, FRSNRWT —ZILNGHIEENEE A,

" BOLBMHMLIZUANVAE, FOT 7 A NZINZDORX—=U 55000 £97,
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7'z b LB D o LR

ZONR=VF, T haVlEDOX R A N R BRI LD ERLET,

FOraLBBEIILADERS == http
=N pop3
= smtp
. ftp
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11/02 11/06 11/10 11/14 11/18 11/22 11/26 11/30
=]
FaraiBrMmoIILR
700
600
500
& 400
300
200
100
0
4
2R
M1 H2 3 | ]
Zu b a By £ VR
7u kan U A VA% [EIE:3
M1 |http VIRUS FILE 10 87| 6.80%
VIRUS FILE 1 72| 5.63%
VIRUS FILE 2 72| 5.63%
VIRUS FILE 4 70| 5.47%
VIRUS FILE 3 69| 5.39%
VIRUS FILE 8 69| 5.39%
S
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7o k= U A VAL RS

VIRUS_FILE_7 68 5.32%

VIRUS FILE 9 61| 4.77%

VIRUS FILE 6 53| 4.14%

VIRUS_FILE 5 46| 3.59%

A5t 667 | 52.19%

N2 pop3 VIRUS FILE 7 35| 2.73%

VIRUS_FILE_8 33| 2.58%

VIRUS FILE 2 31| 2.42%

VIRUS FILE 9 31| 2.42%

VIRUS FILE 10 30| 2.34%

VIRUS FILE 4 28| 2.19%

VIRUS FILE 6 26| 2.03%

VIRUS FILE 1 25| 1.95%

VIRUS FILE 3 25| 1.95%

VIRUS FILE 5 17| 1.33%

&5t 281 | 21.98%

3. |smtp VIRUS FILE 5 35| 2.73%

VIRUS FILE 3 34| 2.66%

VIRUS FILE 7 34| 2.66%

VIRUS FILE 2 31| 2.42%

VIRUS FILE 1 28| 2.19%

VIRUS FILE 10 27| 2.11%

VIRUS FILE 6 27| 2.11%

VIRUS FILE 4 25| 1.95%

VIRUS FILE 9 21| 1.64%

VIRUS FILE 8 19| 1.48%

&3t 281 | 21.98%

W4 |fip VIRUS FILE 1 10| 0.78%

VIRUS FILE 7 7|1 0.54%

VIRUS FILE 2 6| 0.46%

VIRUS FILE 6 6| 0.46%

VIRUS FILE 9 6| 0.46%

VIRUS FILE 3 5| 0.39%

VIRUS FILE 4 5| 0.39%

VIRUS FILE 8 2| 0.15%

VIRUS FILE 10 1| 0.07%

VIRUS FILE 5 1] 0.07%

&35 49 3.83%

&35t 1,278 | 100.00%
7 faVBEE T 4 VAR -~V TH— R
T AIVARLG - FREN LT T 4 VA DL,

A 000
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Za ha BRIy 4 VR - ~VTH— K

IR bEan - A F—Fy NTT—HOEZEETHIZDITHEH I D —#HOMRE,
HTTP. FTP, SMTP 2 @M A S5 7 m b aA T,

Bk - v ¢ LA RREEEL
Bt - ZORTERRENDINOTATOT—F &,

INEF - B CHEERINDIOTRTOFT—4, BRINARNTF—X TG TR T A,

Vaov orzmfimirra hane, 200 A 2B Z0_—Unb 500 £,

S 202000
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DIV R BRI L T2 T 7 A L DY T

TOR=UF, VANAVERIMULIE T 7 A VOIEFZ R LET,

DANRERAMLIZT 7ML DHLRF O HR

22
20
18

o]
14
12

8 -
6 -
4
2

I I I I I I I I I I I I
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11/02 11/06 11/10 11/14 11/18 11/22 11/26 11/30
H

EE exe

. zip

com

- inj

. txt

DANAREBRHMLE=T7AILDILEF

330

300

270
240
210

& 180
150
120

90

60

30

[T A V2 ERE LT 7 A VOWET

S 202000
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YRR [EIEq

Bl [exe 336 [ 26.29%

W2 |[zip 321 25.11%
3. |com 211 16.51%

W4 |ini 209 | 16.35%

W5 |t 201 | 15.72%

Py 1,278 | 100.00%

T ANVAERILET 7 A VOHEY -~V H— R

B - 7 ¢ L ZRREN R,

WEF - VA VAEREI LT 7 7 A VOYEET,

BE - COERTERENDINDTRTOT —4 &,

o2 LT 7 A L DR T I 2 D Ui ) £,

S 202000
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Do R RFIBEAEE 2 Z 4 7> P

ZOR—=VE, U4 NVARIICBEET AN TA T hE, MBEMLTE T 4V ABRLET,

YALABHMBEERNRBISATULDOER = 192.168.232.3
‘1
== 192.168.231.3
3 =
192.168.99.212
& 27
N = 192.168.99.237

‘ == 192.168.99.196
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11/02 11/06 11/10 11/14 11/18 11/22 11/26 11/30

H

VANVARAEERNIBISAT b

o1 H 12 13 M 14 M 15 M 16 o 17 M 13 19 M 20

[ 7 4 A A BREBEEPE 2 547 2 B

S 202000
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W&o 747 b 7 4 VAR [EE s

M. 192.168.232.3 VIRUS FILE 3 8| 057%
VIRUS FILE 2 71 0.50%

VIRUS FILE 10 5] 0.35%

VIRUS FILE 4 4| 0.28%

VIRUS FILE 6 4| 0.28%

VIRUS FILE 7 4| 0.28%

VIRUS FILE 8 4| 0.28%

VIRUS FILE 9 4| 0.28%

VIRUS FILE 5 3| 0.21%

VIRUS FILE 1 2| 0.14%

&3 45 3.23%

H2. 192.168.231.3 VIRUS FILE 2 8| 0.57%
VIRUS FILE_ 7 71 0.50%

VIRUS FILE 1 5| 0.35%

VIRUS FILE 10 5| 0.35%

VIRUS FILE 3 5| 0.35%

VIRUS FILE 9 4| 0.28%

VIRUS FILE 4 2| 0.14%

VIRUS FILE 5 2| 0.14%

VIRUS FILE 6 2| 0.14%

VIRUS FILE 8 2| 0.14%

&5t 42 3.01%

3. 192.168.99.212 VIRUS FILE 6 4| 0.28%
VIRUS FILE 1 3| 0.21%

VIRUS FILE 10 3| 0.21%

VIRUS FILE 2 3| 0.21%

VIRUS FILE 8 3| 0.21%

VIRUS FILE 3 2| 0.14%

VIRUS FILE 5 2| 0.14%

VIRUS _FILE 7 2| 0.14%

VIRUS FILE_9 2] 0.14%

VIRUS FILE 4 1] 0.07%

e 25 1.79%

H4. 192.168.99.237 VIRUS FILE 1 5| 0.35%
VIRUS FILE_3 5| 0.35%

VIRUS FILE 2 4] 0.28%

VIRUS FILE 4 4] 0.28%

VIRUS FILE_10 2] 0.14%

VIRUS FILE 6 2] 0.14%

VIRUS FILE 5 1] 0.07%

VIRUS FILE_7 1] 0.07%

VIRUS FILE 8 1] 0.07%

ey 25 1.79%

W5 192.168.99.196 VIRUS FILE 10 6| 0.43%
VIRUS FILE 1 3] 0.21%

VIRUS FILE 8 3] 0.21%

00000

hitachisoft.jp
131



U 4 VA RRABEENT 2 747 2 b
W&o 747 b 7 4 VAR [EE s

VIRUS FILE 9 3| 0.21%

VIRUS FILE 2 2| 0.14%

VIRUS FILE 5 2| 0.14%

VIRUS FILE 7 2| 0.14%

VIRUS FILE 3 1| 0.07%

VIRUS FILE 4 1| 0.07%

T 23| 1.65%

M 6. 192.168.99.193 VIRUS FILE 1 3| 0.21%
VIRUS FILE 10 3| 0.21%

VIRUS FILE 2 3| 0.21%

VIRUS FILE 3 3| 0.21%

VIRUS FILE 7 3| 0.21%

VIRUS FILE 4 2| 0.14%

VIRUS FILE 8 2| 0.14%

VIRUS FILE 5 1] 0.07%

VIRUS FILE 6 1| 0.07%

VIRUS FILE 9 1| 0.07%

e 22| 1.58%

m7. 192.168.99.204 VIRUS FILE 10 71 0.50%
VIRUS FILE 1 3| 0.21%

VIRUS FILE 2 3| 0.21%

VIRUS FILE 5 3| 0.21%

VIRUS FILE 3 2| 0.14%

VIRUS FILE 8 2| 0.14%

VIRUS FILE 6 1| 0.07%

VIRUS FILE 7 1] 0.07%

e 22| 1.58%

Hs. 192.168.99.239 VIRUS FILE 7 5| 0.35%
VIRUS FILE 4 4| 0.28%

VIRUS FILE 8 4| 0.28%

VIRUS FILE 9 4| 0.28%

VIRUS FILE 3 2| 0.14%

VIRUS FILE 1 1] 0.07%

VIRUS FILE 2 1] 0.07%

VIRUS FILE 6 1| 0.07%

ETR 22| 1.58%

9. 192.168.99.194 VIRUS FILE 2 4| 0.28%
VIRUS FILE 5 4| 0.28%

VIRUS FILE 6 3| 0.21%

VIRUS FILE 1 2| 0.14%

VIRUS FILE 4 2| 0.14%

VIRUS FILE 8 2| 0.14%

VIRUS FILE 9 2| 0.14%

VIRUS FILE 10 1| 0.07%

VIRUS FILE 7 1| 0.07%

S
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U 4 VA RRABEENT 2 747 2 b
W&o 747 b 7 4 VAR [EE s
&3 21 1.50%
M 10. |192.168.99.195 VIRUS FILE 1 3| 0.21%
VIRUS FILE 3 3| 0.21%
VIRUS FILE 5 3| 0.21%
VIRUS FILE 9 3| 0.21%
VIRUS FILE 10 2| 0.14%
VIRUS FILE 2 2| 0.14%
VIRUS FILE 6 2| 0.14%
VIRUS FILE 7 2| 0.14%
VIRUS FILE 8 1| 0.07%
T 21| 1.50%
11. [192.168.99.220 VIRUS FILE 1 3| 0.21%
VIRUS FILE 10 3| 0.21%
VIRUS FILE 4 3| 0.21%
VIRUS FILE 5 3| 0.21%
VIRUS FILE 6 3| 0.21%
VIRUS FILE 2 2| 0.14%
VIRUS FILE 8 2| 0.14%
VIRUS FILE 3 1| 0.07%
VIRUS FILE 7 1] 0.07%
e 21| 1.50%
W12, |192.168.99.223 VIRUS FILE 3 6| 0.43%
VIRUS FILE 7 4| 0.28%
VIRUS FILE 9 3| 0.21%
VIRUS FILE 1 2| 0.14%
VIRUS FILE 10 1] 0.07%
VIRUS FILE 2 1] 0.07%
VIRUS FILE 4 1] 0.07%
VIRUS FILE 5 1] 0.07%
VIRUS FILE 6 1] 0.07%
VIRUS FILE 8 1] 0.07%
e 21| 1.50%
13. [192.168.99.225 VIRUS FILE 2 6| 0.43%
VIRUS FILE 1 3| 0.21%
VIRUS FILE 10 3| 0.21%
VIRUS FILE 7 3| 0.21%
VIRUS FILE 6 2| 0.14%
VIRUS FILE 9 2| 0.14%
VIRUS FILE 3 1| 0.07%
VIRUS FILE 5 1| 0.07%
ETR 21| 1.50%
W14, |192.168.99.234 VIRUS FILE 7 4| 0.28%
VIRUS FILE 1 3| 0.21%
VIRUS FILE 2 2| 0.14%
VIRUS FILE 3 2| 0.14%
S
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U 4 VA RRABEENT 2 747 2 b
W&o 747 b 7 4 VAR [EE s
VIRUS FILE 4 2| 0.14%
VIRUS FILE 5 2| 0.14%
VIRUS FILE 6 2| 0.14%
VIRUS FILE 9 2| 0.14%
VIRUS FILE 10 1| 0.07%
VIRUS FILE 8 1| 0.07%
T 21| 1.50%
M 15. |192.168.99.198 VIRUS FILE 9 4| 0.28%
VIRUS FILE 10 3| 0.21%
VIRUS FILE 3 3| 0.21%
VIRUS FILE 8 3| 0.21%
VIRUS FILE 1 2| 0.14%
VIRUS FILE 4 2| 0.14%
VIRUS FILE 2 1| 0.07%
VIRUS FILE 6 1] 0.07%
VIRUS FILE 7 1| 0.07%
e 20 1.43%
M 16. |192.168.99.207 VIRUS FILE 7 4| 0.28%
VIRUS FILE 10 3| 0.21%
VIRUS FILE 3 3| 0.21%
VIRUS FILE 5 3| 0.21%
VIRUS FILE 6 3| 0.21%
VIRUS FILE 1 2| 0.14%
VIRUS FILE 8 2| 0.14%
&t 20| 1.43%
W17, |192.168.99.208 VIRUS FILE 10 4| 0.28%
VIRUS FILE 3 3| 0.21%
VIRUS FILE 4 3| 0.21%
VIRUS FILE 8 3| 0.21%
VIRUS FILE 1 2| 0.14%
VIRUS FILE 7 2| 0.14%
VIRUS FILE 9 2| 0.14%
VIRUS FILE 6 1] 0.07%
&%t 20| 1.43%
M 18. |192.168.99.222 VIRUS FILE 1 4| 0.28%
VIRUS FILE 2 4| 0.28%
VIRUS FILE 4 4| 0.28%
VIRUS FILE 3 2| 0.14%
VIRUS FILE 6 2| 0.14%
VIRUS FILE 7 2| 0.14%
VIRUS FILE 10 1| 0.07%
VIRUS FILE 5 1| 0.07%
e 20 1.43%
19. [192.168.99.230 VIRUS FILE 4 5| 0.35%
VIRUS FILE 1 2| 0.14%
S
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U 4 VA RRABEENT 2 747 2 b
W&o 747 b 7 4 VAR [EE s
VIRUS FILE 10 2| 0.14%
VIRUS FILE 2 2| 0.14%
VIRUS FILE 3 2| 0.14%
VIRUS FILE 8 2| 0.14%
VIRUS FILE 9 2| 0.14%
VIRUS FILE 5 1| 0.07%
VIRUS FILE 6 1| 0.07%
VIRUS FILE 7 1| 0.07%
T 20 1.43%
M 20. |192.168.99.231 VIRUS FILE 7 4| 0.28%
VIRUS FILE 8 4| 0.28%
VIRUS FILE 1 2| 0.14%
VIRUS FILE 4 2| 0.14%
VIRUS FILE 5 2| 0.14%
VIRUS FILE 6 2| 0.14%
VIRUS FILE 10 1| 0.07%
VIRUS FILE 2 1| 0.07%
VIRUS FILE 3 1] 0.07%
VIRUS FILE 9 1] 0.07%
&t 20| 1.43%
/N2t 472 33.90%
Z DAth, 920 66.09%
e 1,392 [ 100.00%

DA NVARFBEENT S FA T b -~V T H—F

T AIVARL - B LT 4 L A DL,

EI¥ - 7 VA RREEEL,

ARt - ZORTEREINDINOTRTOT — X &,

INBE - RCBIER RS NAIIDT S TOF =4, FoRSNRVT —F [

NEZ FA T b - T 4 VARENCEESTZNE 7 547 b,

FHlICEENFHEA,

mb o LA BmIC BT B NS 54 7 o R IR T D— DN DA 0 £

S 202000
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Do VR IRBIBENEE 2 Z o T b

ZOR—=VE, U4 NVARIICBEET AN TA T hE, RMEMLTE T 4 VA BRLET,

DAL ARNEENBISATUOEB == www cabeardjp
30 4
27 == 133.108.224.30
24 - I
21 4
18 www.hitachisoft jp
& 15
124 I
94 == 133.108.224.10
6 =
3 =
ol B == 133.108.224.20

I
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11/02 11/06 11/10 11/14 11/18 11/22 11/26 11/30

H

VANRRAEENBISAT b

1 3 5 7 9 1 13 15

H1 N2 3 W4 H>5 Hs W7 N3 9 Mi10 W11 M2 13 W14 W15

[ 7 4 A2 BREIBEESNE 2 54T > B

S 202000
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NEHo ZAT b 7 4 VAR [EE s

M1. |www.cabcard.jp VIRUS_FILE 10 72| 8.15%
VIRUS FILE_2 61| 6.90%

VIRUS FILE_7 61| 6.90%

VIRUS FILE_3 60| 6.79%

VIRUS FILE_4 58| 6.56%

VIRUS FILE_8 56| 6.34%

VIRUS_FILE_1 55| 6.22%

VIRUS_FILE_9 49| 5.54%

VIRUS_FILE_6 46| 5.21%

VIRUS_FILE_5 40| 4.53%

&5 558 63.19%

W2 |133.108.224.30 VIRUS_FILE_3 16| 1.81%
VIRUS_FILE_5 16| 1.81%

VIRUS_FILE_7 11| 1.24%

VIRUS_FILE_10 10| 1.13%

VIRUS_FILE_4 10| 1.13%

VIRUS_FILE_1 9| 1.01%

VIRUS_FILE_2 9| 1.01%

VIRUS_FILE_9 9| 1.01%

VIRUS_FILE_6 6| 0.68%

VIRUS_FILE_8 4| 0.45%

&5 100| 11.32%

3. | www.hitachisoft.jp VIRUS_FILE_1 9| 1.01%
VIRUS_FILE_9 7] 0.79%

VIRUS_FILE_3 6| 0.68%

VIRUS_FILE_4 5| 0.56%

VIRUS_FILE_5 5| 0.56%

VIRUS FILE 7 4| 0.45%

VIRUS FILE_8 4| 0.45%

VIRUS FILE_10 3| 0.34%

VIRUS FILE_2 3] 0.34%

VIRUS FILE_6 2] 0.22%

&& 48 5.43%

4. |133.108.224.10 VIRUS FILE_6 8| 0.90%
VIRUS FILE_1 6| 0.68%

VIRUS FILE_2 6| 0.68%

VIRUS FILE_5 6| 0.68%

VIRUS FILE_7 6| 0.68%

VIRUS FILE_4 5| 0.56%

VIRUS FILE_8 5| 0.56%

VIRUS FILE_10 3| 0.34%

VIRUS FILE_3 1| 0.11%

VIRUS FILE_9 1] 0.11%

&t 47 5.32%

5. [133.108.224.20 VIRUS FILE_5 8| 0.90%
VIRUS FILE_6 7] 0.79%

N 000
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U 4 VARABEEMNE SAT B

NEHo ZAT b 7 4 VAR [EE s
VIRUS FILE 1 6| 0.68%
VIRUS FILE 7 6| 0.68%
VIRUS FILE 10 4| 0.45%
VIRUS FILE 3 4| 0.45%
VIRUS FILE 4 4| 0.45%
VIRUS FILE 8 4| 0.45%
VIRUS FILE 9 3] 0.34%
VIRUS FILE 2 1] 0.11%
T 47| 5.32%
M6 |133.108.222.30 VIRUS FILE_7 5] 0.56%
VIRUS FILE 1 3] 0.34%
VIRUS FILE 4 2| 0.22%
VIRUS FILE 6 2| 0.22%
VIRUS FILE 2 1] 0.11%
VIRUS FILE 3 1| 0.11%
&5t 14 1.58%
M7. |www.yahoo.co.jp VIRUS FILE_2 4| 0.45%
VIRUS FILE 10 2| 0.22%
VIRUS FILE 9 2] 0.22%
VIRUS FILE 3 1] 0.11%
VIRUS FILE 4 1| 0.11%
VIRUS FILE 6 1| 0.11%
VIRUS FILE 8 1| 0.11%
&5t 12 1.35%
l38. |133.108.223.20 VIRUS FILE 9 4| 0.45%
VIRUS FILE 2 3| 0.34%
VIRUS FILE 10 1| 0.11%
VIRUS FILE 4 1| 0.11%
VIRUS FILE 6 1| 0.11%
VIRUS FILE 7 1| 0.11%
&3t 11 1.24%
9. | www.f-marinos.com VIRUS FILE 2 3| 0.34%
VIRUS FILE 10 2] 0.22%
VIRUS FILE 1 1| 0.11%
VIRUS FILE 3 1| 0.11%
VIRUS FILE 6 1| 0.11%
VIRUS FILE 8 1| 0.11%
VIRUS FILE 9 1| 0.11%
&2k 10| 1.13%
M 10. | example.com VIRUS FILE 1 3] 0.34%
VIRUS FILE 8 2| 0.22%
VIRUS FILE 10 1| 0.11%
VIRUS FILE 3 1] 0.11%
VIRUS FILE 7 1] 0.11%
&& 8 0.90%

B 00000
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U A VARABEESNE S FAT b
W7 74T b T4 NVAE RS
11. | hitachi-business.com VIRUS FILE 8 3| 0.34%
VIRUS FILE_10 1| 0.11%
VIRUS_FILE_4 1| 0.11%
VIRUS FILE_5 1| 0.11%
VIRUS FILE_6 1| 0.11%
VIRUS_FILE_7 1] 0.11%
e 8| 0.90%
W12, [133.108.223.10 VIRUS FILE_3 3] 0.34%
VIRUS FILE_6 1| 0.11%
VIRUS_FILE_7 1| 0.11%
VIRUS FILE_8 1| 0.11%
VIRUS FILE_9 1] 0.11%
&8t 7 0.79%
13. | www.hitachisoft-sd.co.jp VIRUS FILE 10 2| 0.22%
VIRUS FILE 4 2] 0.22%
VIRUS FILE 6 1] 0.11%
VIRUS FILE 9 1] 0.11%
e 6| 0.68%
M 14. |www.baystars.co.jp VIRUS_FILE_10 2| 0.22%
VIRUS FILE 1 1] 0.11%
VIRUS FILE 8 1] 0.11%
TS 4 0.45%
M 15. | www.hanshintigers.jp VIRUS FILE 4 1] 0.11%
VIRUS FILE 6 1] 0.11%
VIRUS FILE 9 1] 0.11%
A2t 3 0.34%
e 883 [ 100.00%

T 4 VARAEENE Y FA T b -~V T — R

T AIVARL - B LT 4 L A DL,

EI% - 7 VAR,

NI FAT Vb - T A VARENCE#EHT 005827 74 7 2k,

A - ZORTERREINDINOTRTDOT —H &,

INBE - RCBIER RS NAIIDT S TOF =4, TR SNRVT —F [

FHlICEENFHEA,

5t A RENCEIET BAE S TA T L RIS D DR— U0 £

S 202000

hitachisoft.jp

139



T A NE IR T N LRz —

ZOR—=UX, Web 74 Vv Z VTR TT 78RR T vy 7 ST RLRE | ZOBRICT
JEALIa—HERLET,

TANEREFRLRAANI—TFD#HR

0 T 1

I
11/04
11/02 11/06

I I I I I I I I I
11/08 11/12  11/16 11/20 11/24

I I I

11/28

11/10 11/14 11/18 11/22  11/26 11/30
H

== www.f-marinos.com(block)

= example.com(block)

www.hanshintigers.jp(block)

= www.baystars.co jp(block)

= \www.yahoo.co jp(pass)

TAILEREFRELRAB A —H

1,400
1,300
1,200
1,100
1,000
900
800
700
600
500
400
300
200
100

S 202000
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TANVERET FLRBla—F

7 RL 2 a—¥ [EE:S
M 1. | www.f-marinos.com(block) 192.168.99.183 19| 0.29%
192.168.99.113 17| 0.26%
192.168.99.172 17| 0.26%
192.168.99.165 16| 0.25%
192.168.99.216 16| 0.25%
192.168.99.226 16| 0.25%
192.168.99.110 15[ 0.23%
192.168.99.146 14| 0.22%
192.168.99.186 14| 0.22%
192.168.99.191 14| 0.22%
192.168.99.231 14| 0.22%
192.168.99.103 13| 0.20%
192.168.99.114 13| 0.20%
192.168.99.122 13| 0.20%
192.168.99.149 13| 0.20%
192.168.99.192 13| 0.20%
192.168.99.203 13| 0.20%
192.168.99.204 13| 0.20%
192.168.99.221 13| 0.20%
192.168.99.105 12| 0.18%
VN 288 4.52%
Z Dl 1,030| 16.17%
&5 1,318 | 20.69%
M 2. |example.com(block) 192.168.99.191 19| 0.29%
192.168.99.180 18| 0.28%
192.168.99.220 17| 0.26%
192.168.99.193 16| 0.25%
192.168.99.212 16| 0.25%
192.168.99.223 16| 0.25%
192.168.99.238 16| 0.25%
192.168.99.109 15| 0.23%
192.168.99.136 15| 0.23%
192.168.99.158 15| 0.23%
192.168.99.175 15| 0.23%
192.168.99.183 15[ 0.23%
192.168.99.202 15[ 0.23%
192.168.99.130 14| 0.22%
192.168.99.131 14| 0.22%
192.168.99.155 14| 0.22%
192.168.99.168 14| 0.22%
192.168.99.173 14| 0.22%
192.168.99.176 14| 0.22%
192.168.99.200 14| 0.22%
INEE 306 4.80%
Z Dl 1,009 [ 15.84%
B 00000
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TANVERET FLRBla—F

7 RL 2 a—¥ [EE:S

L 1,315| 20.64%
3. | www.hanshintigers.jp(block) 192.168.99.221 21| 0.33%
192.168.99.124 16| 0.25%
192.168.99.100 15| 0.23%
192.168.99.192 15| 0.23%
192.168.99.196 15| 0.23%
192.168.99.204 15| 0.23%
192.168.99.208 15| 0.23%
192.168.99.199 14| 0.22%
192.168.99.115 13| 0.20%
192.168.99.120 13| 0.20%
192.168.99.130 13| 0.20%
192.168.99.140 13| 0.20%
192.168.99.155 13| 0.20%
192.168.99.232 13| 0.20%
192.168.99.134 12| 0.18%
192.168.99.138 12| 0.18%
192.168.99.153 12| 0.18%
192.168.99.157 12| 0.18%
192.168.99.159 12| 0.18%
192.168.99.177 12| 0.18%
/N2t 276| 4.33%
ZDfth, 1,027 | 16.12%
&5 1,303 20.45%
M 4. | www.baystars.co.jp(block) 192.168.99.123 16| 0.25%
192.168.99.202 16| 0.25%
192.168.99.113 14| 0.22%
192.168.99.141 14| 0.22%
192.168.99.174 14| 0.22%
192.168.99.110 13| 0.20%
192.168.99.114 13| 0.20%
192.168.99.170 13| 0.20%
192.168.99.186 13| 0.20%
192.168.99.188 13| 0.20%
192.168.99.238 13| 0.20%
192.168.99.109 12| 0.18%
192.168.99.128 12| 0.18%
192.168.99.132 12| 0.18%
192.168.99.133 12| 0.18%
192.168.99.135 12| 0.18%
192.168.99.155 12| 0.18%
192.168.99.161 12| 0.18%
192.168.99.172 12| 0.18%
192.168.99.173 12| 0.18%
INEE 260 4.08%

S 202000
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TANVERET FLRBla—F

7 FL& a— [EE:S

Z DA, 986 | 15.47%

&3t 1,246 [ 19.56%

W5 |www.yahoo.co.jp(pass) 192.168.99.152 17| 0.26%
192.168.99.153 16| 0.25%

192.168.99.120 15| 0.23%

192.168.99.191 15| 0.23%

192.168.99.236 15 0.23%

192.168.99.101 14| 0.22%

192.168.99.137 14| 0.22%

192.168.99.141 14| 0.22%

192.168.99.169 14| 0.22%

192.168.99.140 13| 0.20%

192.168.99.158 13| 0.20%

192.168.99.166 13| 0.20%

192.168.99.193 13| 0.20%

192.168.99.216 13| 0.20%

192.168.99.129 12| 0.18%

192.168.99.132 12| 0.18%

192.168.99.136 12| 0.18%

192.168.99.173 12| 0.18%

192.168.99.195 12| 0.18%

192.168.99.197 12| 0.18%

VN 271 4.25%

Z D 917 | 14.39%

A& 1,188 18.65%

&5 6,370 | 100.00%

TANERBET PV RPl2—F -~ FH—F

TRVR-TI7EBALET A LERNERET L X,

=P - T VB RGT RLRCT 7B A LTz2—,

E¥ - 7oy 7 EE,

ARt - ZORTEREINDINOTRTOT — X &,

INEE - RTBUER RSN DHNOTRTOT =4, FRINRNT —ZIINGHIEEREE A,

v WKOT VT REANRT 0y 7 SNETANE/ET RLAE 77 RBALTea—FRZoN—

B £9,
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T BB T T Y Gz —

ZOR=VIE, Web 74 NZ Y TR TCT 7 8ARTuy 7SN EDhT I & 2D
BT 7B A LTca—WERLET,

TANAREATIVINLI—FDHBE == Sports

140

120 —.’

100 mm Entertainment

80

60
V Search Engines

20

#

O ) I I

I I I I I I I I I I I I
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11,02 11/06 11/10 11/14 11/18 11/22 11/26 11/30
H

24 NEAXEHTFI) R —Y

4,000
3,500
3,000

£ 2,500
2,000
1,500
1,000

500

N1

T ANEXNBEHT I Jlz—F

A7 Y a—¥ [T
M1 | Sports 192.168.99.113 41| 0.64%
192.168.99.221 41| 0.64%
192.168.99.172 40| 0.62%
192.168.99.155 37| 0.58%
192.168.99.183 37| 0.58%
S
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TANERBHT Y Jla—F

A7 = [EIES
192.168.99.110 36| 0.56%
192.168.99.204 36| 0.56%
192.168.99.114 35| 0.54%
192.168.99.141 35| 0.54%
192.168.99.186 35| 0.54%
192.168.99.135 34| 0.53%
192.168.99.165 34| 0.53%
192.168.99.192 34| 0.53%
192.168.99.202 34| 0.53%
192.168.99.124 33| 0.51%
192.168.99.128 33| 0.51%
192.168.99.167 33| 0.51%
192.168.99.231 33| 0.51%
192.168.99.105 32| 0.50%
192.168.99.115 32| 0.50%
/N2t 705 11.06%
Z D, 3,162 49.63%
T 3,867 | 60.70%

B 2. |Entertainment 192.168.99.191 19| 0.29%
192.168.99.180 18| 0.28%
192.168.99.220 17| 0.26%
192.168.99.193 16| 0.25%
192.168.99.212 16| 0.25%
192.168.99.223 16 0.25%
192.168.99.238 16| 0.25%
192.168.99.109 15[ 0.23%
192.168.99.136 15[ 0.23%
192.168.99.158 15[ 0.23%
192.168.99.175 15[ 0.23%
192.168.99.183 15[ 0.23%
192.168.99.202 15[ 0.23%
192.168.99.130 14| 0.22%
192.168.99.131 14| 0.22%
192.168.99.155 14| 0.22%
192.168.99.168 14| 0.22%
192.168.99.173 14| 0.22%
192.168.99.176 14| 0.22%
192.168.99.200 14| 0.22%
/NEf 306 4.80%
Z Dl 1,009 [ 15.84%
&5 1,315| 20.64%

3. | Search Engines 192.168.99.152 17| 0.26%
192.168.99.153 16| 0.25%
192.168.99.120 15[ 0.23%
192.168.99.191 15[ 0.23%
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TANERBHT Y Jla—F

=) o—3F [EIEq
192.168.99.236 15| 0.23%
192.168.99.101 14| 0.22%
192.168.99.137 14| 0.22%
192.168.99.141 14| 0.22%
192.168.99.169 14| 0.22%
192.168.99.140 13| 0.20%
192.168.99.158 13| 0.20%
192.168.99.166 13| 0.20%
192.168.99.193 13| 0.20%
192.168.99.216 13| 0.20%
192.168.99.129 12| 0.18%
192.168.99.132 12| 0.18%
192.168.99.136 12| 0.18%
192.168.99.173 12| 0.18%
192.168.99.195 12| 0.18%
192.168.99.197 12| 0.18%
JNEF 271 4.25%
Z Dt 917 | 14.39%
T 1,188 | 18.65%
PN 6,370 | 100.00%

TANERBHT T Jl2z—F -~V FH—F

HTIAY -T I EALIET A NERR T Y,

2—F - T g VBB T TVIIT 7B A L —,

¥ - 7oy 7 EE,

ARt - ZORTEREINDINOTRTOT — X &,

INEE - RTBUER R SNDHNOTRTOT =4, FRSINRWT = ZIINGHIEEREE A,
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T A N Z IR —FF T LR

ZON—=VE, Web 7 AV F ) o Tk TCT 7 8ARnNTuy s &nza—Ye, FOBRIZT 7

TALET FLAEZRLET,

TANERZEAI—FRHTFLRO¥ED m=192.168.99.113

== 192.168.99.183

192.168.99.141

== 192.168.99.221

== 192.168.99.155

I I I I
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11,02 11/06 11/10 11/14 11/18 11/22 11/26 11/30

H

Z4NNEAREA—FRHTELR

LR M2 13 M 14 M 15 M 16 o 17 [_IRF: 19 N 20
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7 4 VE G2 —FRIT R

Z—aF 7 RLX [EIES
M1 |192.168.99.113 www.f-marinos.co 17| 0.26%
m(block)
www.baystars.co.jp 14| 0.22%
(block)
example.com(block 12| 0.18%
)
www.hanshintigers 10| 0.15%
.Jjp(block)
www.yahoo.co.jp(p 10| 0.15%
ass)
&5t 63 0.98%
M2 |192.168.99.183 www.f-marinos.co 19| 0.29%
m(block)
example.com(block 15| 0.23%
)
www.yahoo.co.jp(p 11| 0.17%
ass)
www.baystars.co.jp 10| 0.15%
(block)
www.hanshintigers 8| 0.12%
Jjp(block)
e 63| 0.98%
3. 192.168.99.141 www.baystars.co.jp 14| 0.22%
(block)
www.yahoo.co.jp(p 14| 0.22%
ass)
example.com(block 13| 0.20%
)
www.hanshintigers 11| 0.17%
Jjp(block)
www.f-marinos.co 10| 0.15%
m(block)
&zt 62| 0.97%
M4, |192.168.99.221 www.hanshintigers 21| 0.33%
Jjp(block)
www.f-marinos.co 13| 0.20%
m(block)
example.com(block 10| 0.15%
)
www.yahoo.co.jp(p 9 0.14%
ass)
www.baystars.co.jp 7| 0.11%
(block)
&3 60| 0.94%
W5 |192.168.99.155 example.com(block 14| 0.22%
)
www.hanshintigers 13| 0.20%
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7 4 VE G2 —FRIT R

Z—aF 7 RLX [EIES
Jjp(block)
www.baystars.co.jp 12| 0.18%
(block)
www.f-marinos.co 12| 0.18%
m(block)
www.yahoo.co.jp(p 71 0.11%
ass)
L 58 0.91%
M6 (192.168.99.204 www.hanshintigers 15| 0.23%
Jp(block)
example.com(block 13| 0.20%
)
www.f-marinos.co 13| 0.20%
m(block)
www.yahoo.co.jp(p 9( 0.14%
ass)
www.baystars.co.jp 8| 0.12%
(block)
e 58] 0.91%
W7, |192.168.99.124 www.hanshintigers 16| 0.25%
Jjp(block)
example.com(block 13| 0.20%
)
www.yahoo.co.jp(p 11| 0.17%
ass)
www.baystars.co.jp 10| 0.15%
(block)
www.f-marinos.co 71 0.11%
m(block)
&zt 57| 0.89%
W38 [192.168.99.191 example.com(block 19| 0.29%
)
www.yahoo.co.jp(p 15| 0.23%
ass)
www.f-marinos.co 14| 0.22%
m(block)
www.baystars.co.jp 6| 0.09%
(block)
www.hanshintigers 3| 0.04%
Jjp(block)
&zt 57| 0.89%
9. 1192.168.99.110 www.f-marinos.co 15| 0.23%
m(block)
www.baystars.co.jp 13| 0.20%
(block)
example.com(block 12| 0.18%
)
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7 4 VE G2 —FRIT R

Z—aF 7 RLX [EIES
www.hanshintigers 8| 0.12%
Jjp(block)
www.yahoo.co.jp(p 8| 0.12%
ass)
L 56 0.87%
M 10. |192.168.99.140 www.hanshintigers 13| 0.20%
.Jjp(block)
www.yahoo.co.jp(p 13| 0.20%
ass)
example.com(block 11| 0.17%
)
www.baystars.co.jp 11| 0.17%
(block)
www.f-marinos.co 8| 0.12%
m(block)
e 56| 0.87%
11. |192.168.99.202 www.baystars.co.jp 16| 0.25%
(block)
example.com(block 15| 0.23%
)
www.hanshintigers 10| 0.15%
Jp(block)
www.f-marinos.co 8| 0.12%
m(block)
www.yahoo.co.jp(p 71 0.11%
ass)
TR 56| 0.87%
W12, |192.168.99.216 www.f-marinos.co 16| 0.25%
m(block)
www.yahoo.co.jp(p 13| 0.20%
ass)
www.hanshintigers 12| 0.18%
Jjp(block)
example.com(block 11| 0.17%
)
www.baystars.co.jp 4| 0.06%
(block)
&zt 56| 0.87%
13. |192.168.99.238 example.com(block 16| 0.25%
)
www.baystars.co.jp 13| 0.20%
(block)
www.hanshintigers 12| 0.18%
Jjp(block)
www.yahoo.co.jp(p 8| 0.12%
ass)
www.f-marinos.co 7| 0.11%
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7 4 VE G2 —FRIT R

Z—aF 7 RLX [EIES

m(block)

&3 56| 0.87%
W14, |192.168.99.135 www.baystars.co.jp 12| 0.18%

(block)

example.com(block 11| 0.17%

)

www.f-marinos.co 11| 0.17%

m(block)

www.hanshintigers 11| 0.17%

.Jjp(block)

www.yahoo.co.jp(p 9 0.14%

ass)

&5t 54 0.84%
W15 [192.168.99.169 www.yahoo.co.jp(p 14| 0.22%

ass)

example.com(block 13| 0.20%

)

www.baystars.co.jp 11| 0.17%

(block)

www.hanshintigers 10| 0.15%

Jp(block)

www.f-marinos.co 6| 0.09%

m(block)

&3t 54 0.84%
W16, |192.168.99.176 example.com(block 14| 0.22%

)

www.f-marinos.co 11| 0.17%

m(block)

www.hanshintigers 11| 0.17%

Jp(block)

www.yahoo.co.jp(p 11| 0.17%

ass)

www.baystars.co.jp 71 0.11%

(block)

&2 54| 0.84%
W17, [192.168.99.172 www.f-marinos.co 17| 0.26%

m(block)

www.baystars.co.jp 12| 0.18%

(block)

www.hanshintigers 11| 0.17%

Jjp(block)

example.com(block 8| 0.12%

)

www.yahoo.co.jp(p 5[ 0.07%

ass)

e 53| 0.83%
M 18. |192.168.99.173 example.com(block 14| 0.22%
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7 4 VE G2 —FRIT R

Z—aF 7 RLX [EIES
)
www.baystars.co.jp 12| 0.18%
(block)
www.yahoo.co.jp(p 12| 0.18%
ass)
www.hanshintigers 8| 0.12%
Jjp(block)
www.f-marinos.co 71 0.11%
m(block)
L 53 0.83%
19. |192.168.99.186 www.f-marinos.co 14| 0.22%
m(block)
www.baystars.co.jp 13| 0.20%
(block)
example.com(block 9( 0.14%
)
www.yahoo.co.jp(p 9 0.14%
ass)
www.hanshintigers 8| 0.12%
Jjp(block)
e 53| 0.83%
Ml 20. |192.168.99.193 example.com(block 16| 0.25%
)
www.yahoo.co.jp(p 13| 0.20%
ass)
www.hanshintigers 11| 0.17%
Jp(block)
www.f-marinos.co 71 0.11%
m(block)
www.baystars.co.jp 6| 0.09%
(block)
&2 53| 0.83%
/NEF 1,132 17.77%
Z DA, 5,238 | 82.22%
&5 6,370 | 100.00%

T ANVERBI—FRT LR -~V T H—F

TRVR-TIRALIET A NVERIRT NLUA,
=P T A NEHRT FL AT 7B A Llza—H,

EE - 71y 7 L

B - ZCORTERENDINDOTRTHOT — 4 &,
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T AN E IRz — G T

ZON—=VE, Web 7 AV F ) o Tk TCT 7 8ARnNTuy s &nza—Ye, FOBRIZT 7

BALTEHT Y ZRLET,

TANAAREI—FUNHTFITDHED == 192.168.99.113

== 192.168.99.183

192.168.99.141

== 192.168.99.221

== 192.168.99.155

I I I I
11/04 11/08 11/12 11/16 11/20 11/24 11/28
11,02 11/06 11/10 11/14 11/18 11/22 11/26 11/30

H

ZaNEAREA—FRHAhTIY

LR M2 13 M 14 M 15 M 16 o 17 [_IRF: 19 N 20
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TANERGE—FRAT I

a— iy EIE=

M1 |192.168.99.113 Sports 41| 0.64%
Entertainment 12| 0.18%

Search Engines 10[ 0.15%

L 63 0.98%

M2 |192.168.99.183 Sports 37| 0.58%
Entertainment 15| 0.23%

Search Engines 11| 0.17%

L 63 0.98%

3. [192.168.99.141 Sports 35| 0.54%
Search Engines 14| 0.22%

Entertainment 13| 0.20%

L 62 0.97%

M4 |192.168.99.221 Sports 41| 0.64%
Entertainment 10| 0.15%

Search Engines 9] 0.14%

A& 60 0.94%

W5 |192.168.99.155 Sports 37| 0.58%
Entertainment 14| 0.22%

Search Engines 7] 0.11%

A& 58 0.91%

M6 |192.168.99.204 Sports 36| 0.56%
Entertainment 13| 0.20%

Search Engines 9] 0.14%

A& 58 0.91%

W7, |192.168.99.124 Sports 33| 0.51%
Entertainment 13| 0.20%

Search Engines 11| 0.17%

&& 57 0.89%

M8 |192.168.99.191 Sports 23| 0.36%
Entertainment 19| 0.29%

Search Engines 15 0.23%

&& 57 0.89%

9. ]192.168.99.110 Sports 36| 0.56%
Entertainment 12| 0.18%

Search Engines 8| 0.12%

&& 56 0.87%

M 10. [192.168.99.140 Sports 32| 0.50%
Search Engines 13| 0.20%

Entertainment 11| 0.17%

&& 56 0.87%

11. |192.168.99.202 Sports 34| 0.53%
Entertainment 15| 0.23%

Search Engines 7] 0.11%

&& 56 0.87%

W12 [192.168.99.216 Sports 32| 0.50%
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TANERGE—FRAT I

o —¥ AT Y [EIEq
Search Engines 13| 0.20%
Entertainment 11| 0.17%
A5t 56 0.87%
13. [192.168.99.238 Sports 32| 0.50%
Entertainment 16| 0.25%
Search Engines 8| 0.12%
A5t 56 0.87%
M 14. |192.168.99.135 Sports 34| 0.53%
Entertainment 11| 0.17%
Search Engines 9| 0.14%
A5t 54 0.84%
M 15. |192.168.99.169 Sports 27| 0.42%
Search Engines 14| 0.22%
Entertainment 13| 0.20%
&3t 54 0.84%
M 16. |192.168.99.176 Sports 29| 0.45%
Entertainment 14| 0.22%
Search Engines 11| 0.17%
&5t 54 0.84%
W17, [192.168.99.172 Sports 40| 0.62%
Entertainment 8| 0.12%
Search Engines 5[ 0.07%
&3t 53 0.83%
M 18. |192.168.99.173 Sports 27| 0.42%
Entertainment 14| 0.22%
Search Engines 12| 0.18%
&35 53 0.83%
19. [192.168.99.186 Sports 35| 0.54%
Entertainment 9| 0.14%
Search Engines 9 0.14%
&35 53 0.83%
M 20. |192.168.99.193 Sports 24| 0.37%
Entertainment 16| 0.25%
Search Engines 13| 0.20%
&35 53 0.83%
/NEE 1,132 17.77%
Z DA, 5,238 | 82.22%
&%t 6,370 | 100.00%

T ANERBI—FRDT Y -~V T H—F

HFIY - T I RA LT A NERGS T T,
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T FURBEEA =T N X

TDONR=VF, ANRLA—LE L THRHEENTZA =LV EZERE LY U T RLVRALEEEA—LT
KL RZRLET,

TUVUTFRLARBEEA—ILTELADERE == 133.108.112.218

i
it

11/04 11/08 11/12 11/16 11/20 11/24 11/28
11,02 11/06 11/10 11/14 11/18 11/22 11/26 11/30

H

1

== 133.108.112.217

133.108.112.222

== 133.108.112.197

== 133.108.112.204

FRURBEEA—ILTFLR

13
12
11
10
9
8
7
® s
5
4
3
2
1
0
[ |
w1 W12 13 W4 |5 W 6 W7 [ BT 19 m 20
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~VT FUVRBEE[GA—NVT LR

7 FL R A—)LT KL R EIE=
M1 (133.108.112.218 tad-sasaki07 @hita 3| 1.01%
chisoft.jp
tad-sasaki0l@hita 2| 0.67%
chisoft.jp
tad-sasaki0O2@hita 2| 0.67%
chisoft.jp
tad-sasakiO3@hita 2| 0.67%
chisoft.jp
tad-sasakiO4@hita 1| 0.33%
chisoft.jp
tad-sasakiO6@hita 1| 0.33%
chisoft.jp
tad-sasakiO8@hita 1{ 0.33%
chisoft.jp
tad-sasakiO9@hita 1{ 0.33%
chisoft.jp
&5t 13 4.40%
M2 [133.108.112.217 tad-sasakiO5@hita 5[ 1.69%
chisoft.jp
tad-sasakiOl@hita 2| 0.67%
chisoft.jp
tad-sasakiO8@hita 2| 0.67%
chisoft.jp
tad-sasakiO2@hita 1{ 0.33%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
tad-sasaki09@hita 1| 0.33%
chisoft.jp
&35 12 4.06%
3. |133.108.112.222 tad-sasaki03@hita 2| 0.67%
chisoft.jp
tad-sasakiO6@hita 2| 0.67%
chisoft.jp
tad-sasaki0O7@hita 2| 0.67%
chisoft.jp
tad-sasakiO8@hita 2| 0.67%
chisoft.jp
tad-sasaki09@hita 2| 0.67%
chisoft.jp
tad-sasakiO5@hita 1| 0.33%
chisoft.jp
&3 11 3.72%
W4 |[133.108.112.197 tad-sasaki0O2@hita 2| 0.67%
chisoft.jp
tad-sasaki09@hita 2| 0.67%
chisoft.jp
00000
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~VT FUVRBEE[GA—NVT LR

7 FL R A—)LT KL R EIE=
tad-sasaki0l@hita 1| 0.33%
chisoft.jp
tad-sasaki03@hita 1| 0.33%
chisoft.jp
tad-sasaki0O4@hita 1| 0.33%
chisoft.jp
tad-sasakiO6@hita 1| 0.33%
chisoft.jp
tad-sasaki0o7@hita 1| 0.33%
chisoft.jp
tad-sasakiO8@hita 1| 0.33%
chisoft.jp
&5t 10 3.39%

M5 |133.108.112.204 tad-sasaki09@hita 4| 1.35%
chisoft.jp
tad-sasakiO2@hita 2| 0.67%
chisoft.jp
tad-sasakiO3@hita 2| 0.67%
chisoft.jp
tad-sasakiO6@hita 1{ 0.33%
chisoft.jp
tad-sasakiO7 @hita 1{ 0.33%
chisoft.jp
&5t 10 3.39%

M6 |[133.108.112.230 tad-sasaki03@hita 2| 0.67%
chisoft.jp
tad-sasakiO6@hita 2| 0.67%
chisoft.jp
tad-sasakiO8@hita 2| 0.67%
chisoft.jp
tad-sasaki09@hita 2| 0.67%
chisoft.jp
tad-sasakiO4@hita 1| 0.33%
chisoft.jp
tad-sasakiO5@hita 1| 0.33%
chisoft.jp
&35 10 3.39%

W7, |[133.108.112.200 tad-sasakiO8@hita 3| 1.01%
chisoft.jp
tad-sasaki0O3@hita 2| 0.67%
chisoft.jp
tad-sasaki02@hita 1| 0.33%
chisoft.jp
tad-sasakiO5@hita 1| 0.33%
chisoft.jp
tad-sasakiO6 @hita 1| 0.33%
chisoft.jp

00000
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~VT FUVRBEE[GA—NVT LR

7 FL R A—)LT KL R EIE=
tad-sasaki0O7 @hita 1| 0.33%
chisoft.jp
A5t 9 3.05%

M8 [133.108.112.219 tad-sasaki0o7@hita 3| 1.01%
chisoft.jp
tad-sasakiol@hita 2| 0.67%
chisoft.jp
tad-sasakiO3@hita 1| 0.33%
chisoft.jp
tad-sasakiO5@hita 1| 0.33%
chisoft.jp
tad-sasakiO8@hita 1| 0.33%
chisoft.jp
tad-sasakiO9@hita 1{ 0.33%
chisoft.jp
&5t 9 3.05%

9. |133.108.112.190 tad-sasakio4@hita 2| 0.67%
chisoft.jp
tad-sasakiO5@hita 2| 0.67%
chisoft.jp
tad-sasakiO6@hita 2| 0.67%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
tad-sasakiO8@hita 1| 0.33%
chisoft.jp
T 8 2.71%

M 10. |133.108.112.196 tad-sasakiO4@hita 2| 0.67%
chisoft.jp
tad-sasaki0O7@hita 2| 0.67%
chisoft.jp
tad-sasaki09@hita 2| 0.67%
chisoft.jp
tad-sasaki0O2@hita 1| 0.33%
chisoft.jp
tad-sasakiO6@hita 1| 0.33%
chisoft.jp
&zt 8] 2.71%

11. |133.108.112.205 tad-sasakio4@hita 2| 0.67%
chisoft.jp
tad-sasaki0O5@hita 2| 0.67%
chisoft.jp
tad-sasaki09@hita 2| 0.67%
chisoft.jp
tad-sasaki0Ol@hita 1| 0.33%
chisoft.jp
tad-sasaki0O3@hita 1| 0.33%
00000
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~VT FUVRBEE[GA—NVT LR

7 FL R A—)LT KL R EIE=
chisoft.jp
A5t 8 2.71%
M 12. |133.108.112.208 tad-sasakiol@hita 2| 0.67%
chisoft.jp
tad-sasaki0O2@hita 2| 0.67%
chisoft.jp
tad-sasaki03@hita 2| 0.67%
chisoft.jp
tad-sasakio4@hita 1| 0.33%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
&3t 8| 2.71%
13. |133.108.112.214 tad-sasaki0O2@hita 2| 0.67%
chisoft.jp
tad-sasakiOl@hita 1{ 0.33%
chisoft.jp
tad-sasakiO3@hita 1{ 0.33%
chisoft.jp
tad-sasakiO5@hita 1{ 0.33%
chisoft.jp
tad-sasakiO6@hita 1{ 0.33%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
T 7] 2.37%
M 14. |133.108.112.226 tad-sasaki0l@hita 2| 0.67%
chisoft.jp
tad-sasakiO8@hita 2| 0.67%
chisoft.jp
tad-sasaki0O2@hita 1| 0.33%
chisoft.jp
tad-sasakiO4@hita 1| 0.33%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
&zt 7] 2.37%
M 15. |133.108.112.229 tad-sasakiO5@hita 2| 0.67%
chisoft.jp
tad-sasaki02@hita 1| 0.33%
chisoft.jp
tad-sasaki0O6@hita 1| 0.33%
chisoft.jp
tad-sasakiO7 @hita 1| 0.33%
chisoft.jp
tad-sasaki0O8 @hita 1| 0.33%
chisoft.jp
00000
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~VT FUVRBEE[GA—NVT LR

7 FL R A—)LT KL R EIE=
tad-sasaki09@hita 1| 0.33%
chisoft.jp
A5t 7 2.37%

M 16. |133.108.112.232 tad-sasakiO6@hita 2| 0.67%
chisoft.jp
tad-sasaki09@hita 2| 0.67%
chisoft.jp
tad-sasakiO3@hita 1| 0.33%
chisoft.jp
tad-sasakio4@hita 1| 0.33%
chisoft.jp
tad-sasakiO5@hita 1| 0.33%
chisoft.jp
&5t 7 2.37%

M17. |133.108.112.234 tad-sasakiO8@hita 2| 0.67%
chisoft.jp
tad-sasakiO9@hita 2| 0.67%
chisoft.jp
tad-sasakiO5@hita 1{ 0.33%
chisoft.jp
tad-sasakiO6@hita 1| 0.33%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
&3t 7 2.37%

M 18. [133.108.112.235 tad-sasaki0O8@hita 2| 0.67%
chisoft.jp
tad-sasaki0O2@hita 1| 0.33%
chisoft.jp
tad-sasaki03@hita 1| 0.33%
chisoft.jp
tad-sasakiO6@hita 1| 0.33%
chisoft.jp
tad-sasaki0O7@hita 1| 0.33%
chisoft.jp
tad-sasaki09@hita 1| 0.33%
chisoft.jp
&35 7 2.37%

19. [133.108.112.192 tad-sasakio8@hita 2| 0.67%
chisoft.jp
tad-sasaki02@hita 1| 0.33%
chisoft.jp
tad-sasaki0O3@hita 1| 0.33%
chisoft.jp
tad-sasaki0O4@hita 1| 0.33%
chisoft.jp
tad-sasakiO6 @hita 1| 0.33%
00000
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~VT FUVRBEE[GA—NVT LR

7 FL R A—)LT KL R EIE=
chisoft.jp
A5t 6 2.03%
M 20. |133.108.112.194 tad-sasaki02@hita 2| 0.67%
chisoft.jp
tad-sasaki03@hita 1| 0.33%
chisoft.jp
tad-sasakio4@hita 1| 0.33%
chisoft.jp
tad-sasaki0o7@hita 1| 0.33%
chisoft.jp
tad-sasakiO8@hita 1| 0.33%
chisoft.jp
&t 6| 2.03%
/Bt 170 | 57.62%
Z DA 125| 42.37%
e 295 | 100.00%

< T RLRBIEFEA—NVT FL R -~V T H— K

7 RUR - ASB A= EREF LY D IPT LA,

A—)VT RVR - ARAA—NVEEEFELIZA—LT FL A,

HE - A — /L OEEEEL

BE - CORTERENDIN DT RTOT —4 &,

INEE - RTBUER RSN DHNOTRTOT =4, FRSINRNT = ZIINGHIEEREE A,

9 BEHANDA— L EEFE L, VT RLVARE AT RUABRIDOR—UNE550D

£

S 202000

hitachisoft.jp

164



X— )L 7 FLRBEE~S T N X

TONR—VF, AL AL L TRHREBENTE AL EREL

A—LT RLALEET VT
FL2&ERLET,

A—JLPRLARABZEETSVTFRLADKR mm tad-sasaki06@hitachisoft,jp)

B tad-sasaki08@hitachisoft jp}|

tad—sasaki03@hitachisoft.jp

B tad-sasaki07@hitachisoft,jp|

= tad-sasaki09@hitachisoft,jp|
11/04 11/08 11/12 11/16 11/20 11/24

11/02 11/06 11/10 11/14 11/18 11/22
H

11/28
11/26  11/30

A—LVTFRLRAZEEIVVTRLR

S 202000
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A—NVT FVRBLEE~T T FL R

A—T RV R 7 KRR =15
M 1. |tad-sasakiO6@hitachisoft.jp 133.108.112.190 2| 0.67%
133.108.112.216 2] 0.67%
133.108.112.221 2] 0.67%
133.108.112.222 2] 0.67%
133.108.112.227 2] 0.67%
133.108.112.230 2] 0.67%
133.108.112.232 2] 0.67%
133.108.112.238 2] 0.67%
133.108.112.192 1| 0.33%
133.108.112.193 1| 0.33%
133.108.112.196 1| 0.33%
133.108.112.197 1| 0.33%
133.108.112.199 1| 0.33%
133.108.112.200 1| 0.33%
133.108.112.201 1| 0.33%
133.108.112.202 1| 0.33%
133.108.112.204 1| 0.33%
133.108.112.207 1| 0.33%
133.108.112.214 1| 0.33%
133.108.112.215 1| 0.33%
VN 28 9.49%
Z DA, 8| 2.71%
23 36| 12.20%
M 2. [tad-sasakiO8@hitachisoft.jp 133.108.112.200 3| 1.01%
133.108.112.231 3| 1.01%
133.108.112.192 2| 0.67%
133.108.112.217 2| 0.67%
133.108.112.222 2| 0.67%
133.108.112.226 2| 0.67%
133.108.112.230 2| 0.67%
133.108.112.234 2| 0.67%
133.108.112.235 2| 0.67%
133.108.112.190 1| 0.33%
133.108.112.194 1| 0.33%
133.108.112.195 1| 0.33%
133.108.112.197 1| 0.33%
133.108.112.198 1| 0.33%
133.108.112.201 1| 0.33%
133.108.112.206 1| 0.33%
133.108.112.210 1| 0.33%
133.108.112.216 1| 0.33%
133.108.112.218 1| 0.33%
133.108.112.219 1| 0.33%
INEE 31| 10.50%
Z DA, 5] 1.69%
B 00000
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A—NVT FVRBLEE~T T FL R

A—)VT R 2R 7KL & B3k
L 36| 12.20%
3. |tad-sasakiO3@hitachisoft.jp 133.108.112.200 2| 0.67%
133.108.112.204 2| 0.67%
133.108.112.208 2| 0.67%
133.108.112.209 2| 0.67%
133.108.112.210 2| 0.67%
133.108.112.218 2| 0.67%
133.108.112.222 2| 0.67%
133.108.112.228 2| 0.67%
133.108.112.230 2| 0.67%
133.108.112.191 1| 0.33%
133.108.112.192 1| 0.33%
133.108.112.194 1| 0.33%
133.108.112.197 1| 0.33%
133.108.112.201 1{ 0.33%
133.108.112.205 1 0.33%
133.108.112.211 1 0.33%
133.108.112.214 1 0.33%
133.108.112.215 1 0.33%
133.108.112.216 1 0.33%
133.108.112.219 1 0.33%
VN 29 9.83%
Z DA 6] 2.03%
&3t 35| 11.86%
M 4. |tad-sasakiO7@hitachisoft.jp 133.108.112.218 3| 1.01%
133.108.112.219 3| 1.01%
133.108.112.196 2| 0.67%
133.108.112.220 2| 0.67%
133.108.112.222 2| 0.67%
133.108.112.223 2| 0.67%
133.108.112.190 1 0.33%
133.108.112.191 1 0.33%
133.108.112.194 1 0.33%
133.108.112.197 1 0.33%
133.108.112.200 1 0.33%
133.108.112.202 1 0.33%
133.108.112.203 1 0.33%
133.108.112.204 1 0.33%
133.108.112.208 1] 0.33%
133.108.112.211 1] 0.33%
133.108.112.212 1| 0.33%
133.108.112.214 1| 0.33%
133.108.112.217 1| 0.33%
133.108.112.221 1| 0.33%
INEE 28 9.49%
B 00000
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A—NVT FVRBLEE~T T FL R

A—)VT R 2R 7KL & B3k
Z DA, 7| 2.37%
&3t 35| 11.86%
B 5. [tad-sasaki09@hitachisoft.jp 133.108.112.204 4| 1.35%
133.108.112.196 2| 0.67%
133.108.112.197 2| 0.67%
133.108.112.205 2| 0.67%
133.108.112.222 2| 0.67%
133.108.112.230 2| 0.67%
133.108.112.231 2| 0.67%
133.108.112.232 2| 0.67%
133.108.112.234 2| 0.67%
133.108.112.237 2| 0.67%
133.108.112.199 1| 0.33%
133.108.112.206 1| 0.33%
133.108.112.209 1| 0.33%
133.108.112.212 1( 0.33%
133.108.112.217 1( 0.33%
133.108.112.218 1| 0.33%
133.108.112.219 1 0.33%
133.108.112.220 1{ 0.33%
133.108.112.223 1 0.33%
133.108.112.225 1 0.33%
VN 32| 10.84%
Z DA, 3 1.01%
A& 35| 11.86%
M 6. |tad-sasakiO5@hitachisoft.jp 133.108.112.217 5| 1.69%
133.108.112.190 2| 0.67%
133.108.112.193 2| 0.67%
133.108.112.202 2| 0.67%
133.108.112.205 2| 0.67%
133.108.112.229 2| 0.67%
133.108.112.238 2| 0.67%
133.108.112.191 1 0.33%
133.108.112.195 1 0.33%
133.108.112.200 1 0.33%
133.108.112.201 1 0.33%
133.108.112.203 1 0.33%
133.108.112.206 1 0.33%
133.108.112.207 1 0.33%
133.108.112.211 1 0.33%
133.108.112.213 1 0.33%
133.108.112.214 1 0.33%
133.108.112.219 1| 0.33%
133.108.112.222 1| 0.33%
133.108.112.230 1| 0.33%
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A—NVT FVRBLEE~T T FL R

A—)VT R 2R 7KL & B3k
NEF 30[ 10.16%
Z DAl 4| 1.35%
&t 34| 11.52%
M 7. [tad-sasaki02@hitachisoft.jp 133.108.112.194 2| 0.67%
133.108.112.197 2| 0.67%
133.108.112.204 2| 0.67%
133.108.112.208 2| 0.67%
133.108.112.214 2| 0.67%
133.108.112.218 2| 0.67%
133.108.112.227 2| 0.67%
133.108.112.237 2| 0.67%
133.108.112.192 1 0.33%
133.108.112.196 1| 0.33%
133.108.112.199 1| 0.33%
133.108.112.200 1| 0.33%
133.108.112.202 1( 0.33%
133.108.112.206 1| 0.33%
133.108.112.210 1( 0.33%
133.108.112.217 1[ 0.33%
133.108.112.224 1[ 0.33%
133.108.112.226 1( 0.33%
133.108.112.228 1[ 0.33%
133.108.112.229 1 0.33%
VN 28 9.49%
Z D, 3] 1.01%
&3t 31| 10.50%
M 8. |[tad-sasaki04@hitachisoft.jp 133.108.112.190 2| 0.67%
133.108.112.196 2| 0.67%
133.108.112.198 2| 0.67%
133.108.112.205 2| 0.67%
133.108.112.210 2| 0.67%
133.108.112.220 2| 0.67%
133.108.112.221 2| 0.67%
133.108.112.191 1| 0.33%
133.108.112.192 1 0.33%
133.108.112.194 1 0.33%
133.108.112.197 1 0.33%
133.108.112.202 1 0.33%
133.108.112.208 1 0.33%
133.108.112.209 1 0.33%
133.108.112.213 1 0.33%
133.108.112.215 1 0.33%
133.108.112.218 1 0.33%
133.108.112.225 1 0.33%
133.108.112.226 1 0.33%
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A—NVT FVRBLEE~T T FL R

A—)VT R 2R 7KL & EEe

133.108.112.227 1| 0.33%

/N3 27| 9.15%

Z DA, 3 1.01%

&5t 30| 10.16%

9. |[tad-sasakiOl@hitachisoft.jp 133.108.112.199 3| 1.01%
133.108.112.208 2| 0.67%

133.108.112.217 2| 0.67%

133.108.112.218 2| 0.67%

133.108.112.219 2| 0.67%

133.108.112.226 2| 0.67%

133.108.112.193 1| 0.33%

133.108.112.197 1| 0.33%

133.108.112.198 1| 0.33%

133.108.112.205 1| 0.33%

133.108.112.207 1| 0.33%

133.108.112.214 1| 0.33%

133.108.112.224 1| 0.33%

133.108.112.225 1| 0.33%

133.108.112.233 1| 0.33%

133.108.112.237 1| 0.33%

Z DAl 0 0.00%

A& 23 7.79%

&5 295 | 100.00%

A—VT RLRJIEEFEY VT LR -~V H—F

T RLVAR-RANRAA—=NVEEELEYYDOIPT RLA,

A—I)VT RLVR - AL A—VEEEFELIEZA—ALT RLZ,

B% - A — /L OEEREE,

ARt - ZORTRRENDINOTRTOT —F i,

INEE - RCTBUER RSN DHNOTRTOT =4, FRSINRNT = ZIINGHIEEREE A,

9 BEHANAA—NNEFEE LI, A—ALT RLRLSI U T RLANRIOR—UnB45900

iTo

S 202000

hitachisoft.jp

170



Z O L AR— M HitachiSoft (2 L » TIE S E L7z, kKIEH, 11 A 04, 2008 - 09:18:58

Netlnsight /%, Hi7 Y 7 F DBEFGIE T,
M DFHEIZHEFEICIE TS 6 DTT,

S 202000

hitachisoft.jp
171



